Blockchain
and Machine
Learning for
loT Security

Edited by Mourade Azrour,

Jamal Mabrouki, Azidine Guezzaz, and
Said Benkirane




Blockchain and Machine
Learning for IoT Security

The Internet of Things (IoT) involves physical devices, cars, household
appliances, and any other physical appliance equipped with sensors,
software, and network connections to gather and communicate data.
Nowadays, this technology is embedded in everything from simple smart
devices, to wearable equipment, to complex industrial machinery and
transportation infrastructures. On the other hand, IoT equipment has
been designed without considering security issues. Consequently, there
are many challenges in terms of protection against IoT threats, which can
lead to distressing situations. In fact, unlike other technological solutions,
there are few standards and guidelines governing the protection of IoT
technology. Moreover, few users are aware of the risks associated with IoT
systems.

Thus, Blockchain and Machine Learning for IoT Security discusses
various recent techniques and solutions related to IoT' deployment, espe-
cially security and privacy. This book addresses a variety of subjects,
including a comprehensive overview of the IoT, and covers in detail the
security challenges at each layer by considering how both the architecture
and underlying technologies are employed. As acknowledged experts in
the field, the authors provide remediation solutions for impaired security,
as well as mitigation methods, and offer both prevention and improvement
suggestions.

Key Features:
o Offers a unique perspective on IoT security by introducing Machine
Learning and Blockchain solutions

o Presents a well-rounded overview of the most recent advances in IoT
security and privacy



 Discusses practical solutions and real-world cases for IoT solutions
in various areas

« Provides solutions for securing IoT against various threats

« Discusses Blockchain technology as a solution for IoT

This book is designed to provide all the necessary knowledge for young
researchers, academics, and industry professionals who want to understand

the advantages of artificial intelligence technology, machine learning, data
analysis methodology, and Blockchain for securing IoT technologies.
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CHAPTER 1

Google Trend Analysis

of Airport Passenger
Throughputs: Case Study
of Murtala Muhammed
International Airport

Adetayo Olaniyi Adeniran, Samuel
Oluwaseyi Olorunfemi, Feyisola Olajire
Akinsehinwa, and Mourade Azrour

1.1 INTRODUCTION

In Nigeria, air transport has contributed to the Nigerian economy [1], espe-
cially in creating direct and indirect jobs. The major contribution to the
Nigerian economy by the air transport industry is derived from the inter-
national throughputs (passengers and cargoes) in Lagos [2]. According
to the data released by the National Bureau of Statistics (NBS), the total
number of international passengers who passed through the Nigerian air-
ports was 2,219,146, which was a 57.61% growth rate and the passenger
throughputs [3]. From that number, Murtala Muhammed International
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Airport (MMIA) recorded 1,595,522 passengers, which was the highest.
International airports in Nigeria are either domestic or international.
Among all, MMIA was tagged as the busiest airport over the years, and it
serves as the hub for connecting flights to many countries [4].

Since the throughput of passengers pressures Lagos Airport, the city
plans on increasing infrastructural capacity that will be capable of meet-
ing the needs and demands of international passengers and airlines [5].
With this plan being implemented, other international airlines will be
allocated space within the terminal, and that gives opportunities for more
airline patronage which enhances significant contribution to the aviation
industry and Nigerian economy.

It is pertinent to note that air travel demand modeling and forecasting
have generated significant attention among practitioners and academics
[6]. Also, development in information technologies such as the Internet of
Things (IoT) [7]-[14], Big Data Analytics, Blockchain, Machine Learning
[15]-[17], Artificial Intelligence (AI) [18]-[25], Augmented Reality Systems,
and Location-based Services, has given birth to a huge amount of big data
that are generated by tourists [26]. This data entails mobile device loca-
tions, social media mentions, and search query data [27].

In previous years, diverse variables (predictors) have been employed to
determine the demand and supply for air travel, passenger departure and
arrival, tourist demand, and direct and indirect businesses related to avia-
tion. These were all the major, fashionable, and significant measures [28]
which is differentiated with the dynamics of air travel demand.

Furthermore, Kumar and Kashif [29] perceived that the expenditure of
air passengers at a destination is usually employed as the demand variable.
In recent times, the exploitation of search query data has been increas-
ing, and this is made available through different sources, most especially
Google Trends (www.google.com/trends). Pradeep and Rajesh [30] noted
that forecasting techniques are suitable for modeling the customers’ or
users’ cycles and processes; Google Trends is among the tools for forecast-
ing. An example of the cycle is the customer journey map for optimizing
sales and marketing processes [31]. Since the Internet is predominantly
employed by travelers when planning a journey, Choi and Varian [32]
perceived that the data available and extracted from Google Trends data
regarding destinations can be suitable for predicting actual passengers’
visits to that exact destination through a particular airport.

From the above discussions, new possibilities for airport demand fore-
casting and planning can be made available with big data. Nonetheless,
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there are some issues concerning how the big data is being captured,
searching for big data, analysis and interpretation of big data, sharing
of big data, storing of big data, transfer of big data, privacy of big data,
and visualization of big data. These issues require new technological
approaches, or programs that can reveal hidden (unseen) values from this
bigger data [33]. Therefore, one of the programs required to expand the
benefit of using big data for airport demand forecasting is Google Trends.

The objective of this study is to determine the suitability of Google
Trends for forecasting airport demand in Lagos, Nigeria. From a theo-
retical standpoint, the contribution of this study to literature is rooted in
Google Trends literature and most especially in airport demand forecast-
ing. The analysis provided in this study is relevant for forecasting airport
demand in Lagos, with increasing understanding of airport demand and
Google Trends.

The adoption of Google Trends is a free approach for demand forecast-
ing based on human behavior in online searches and actions of actual
passengers that pass through the airport. It enhances airport manage-
ment and the aviation industry with the opportunity to accurately and
efficiently respond to the airport demand, which could result to improved
experiences for the airport users and improved planning for the govern-
ment and concerned organizations.

The practical relevance of this study for the MMIA is that it will pro-
vide a leeway for the government to react efficiently to the airport users’
demand, which could result in a better performance of MMIA in Lagos
and a significant contribution to the Nigerian economy. The totality of
the airport and aviation industry can benefit from this study because new
opportunities such as users’ behavior and forecasting could be revealed
to them regarding the spatial interaction of passengers and airlines, and
providing a more robust transport system that could connect the airport.

1.2 EMPIRICAL REVIEW

Because of the current availability of web-based data sources, there has
been a natural relationship with air travel demand. Customer feedback via
review platforms, search engine traffic, and site traffic are all examples of
web-based data sources. This huge data has been used to forecast air travel
demand and airport demand [34].

Previous research has primarily relied on surveys or expert judgments.
This implies that samples from the entire population were adopted and
may not have accurate data on all travelers [35]. The use of big data in
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relation to aviation throughputs may provide advantages over traditional
methods. To start with, there is an increase in data consistency because
it is motiveless data based on users’ actual activities and behaviors rather
than samples, which improves the consideration of all information aspects
to provide exact results rather than subjective conclusions as a result of
data loss caused by the use of sample data.

Second, because big data on aviation is created by visitors, it improves
knowledge about aviation businesses, airport businesses, and airline mar-
kets, and is useful for assessing users’ desire for airport services [36]. There
is a chance that other data sources will be cross-referenced with the big
data. This might lead to the establishment of an equilibrium between the
demand for and supply of aviation services and products.

The most significant benefit of big data is the capacity to cast data,
which is contained in the use of real-time data to explain concurrent
online actions prior to a data source, data presentation, and availability
[37]. On the other hand, big data is linked to a variety of difficulties [38].

Furthermore, the relevance of the data may fade in a short period of
time. For example, if a client (consumer) is no longer at a certain area, it
is not relevant to realize that such a consumer is close to a business. The
modern world is driven by technology, and technology cannot be effective
without real-time data [39]. Real-time data is required to determine when
data is no longer relevant for present-day analysis.

Later, the representativeness of huge databecomes a concern, potentially
leading to biases in data sampling and sampling techniques. For example,
some people use the internet to express their unhappiness with a certain
product or a characteristic of a product that the maker may not be aware
of. In some cases, the manufacturer may be unsure of the complaint’s
dynamics. It is important to note that this type of complaint could come
from a real customer, but it could also come from a competitor who wants
to distract the manufacturers or sabotage a specific brand. Collaboration,
as well as the usage of big data, has advantages and disadvantages.

1.3 METHODS

For several years, scholars have attempted to estimate air travel demand
and tremendous progress has been made in this area. Despite the many
forecasting methodologies, Witt and Witt (2015) stated that those
employed in anticipating travel demand are insufficient. Spatial models,
time-series models, and econometric models are the most often employed
quantitative forecasting methods.
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1.3.1 Research Design

Using both deductive and inductive approaches, this study estimated air-
portdemand in the form of passenger throughputs in Murtala Muhammed
International Airport (MMIA) using Google Trends. In terms of data
sources, quantitative data such as Google Trends and the exact data on
embarking and disembarking passengers that made use of MMIA in
Lagos were employed. Because it is based on trends and patterns observed
by Google Trends, the study is simulated in the form of time-series model-
ing. This type of study is practical since it just requires historical observa-
tions of variables [40].

Finding suitable Google Trends keywords or search phrases is a crucial
element of this forecasting study. Both an inductive and a deductive strat-
egy will be employed for this. To begin, the customer journey theory was
used to remove search query terms. It examined how strong the relation-
ship is between these terms and the pattern of each search query relat-
ing to demand in MMIA. A more conventional inductive technique was
employed to analyze Google Trends data. This was accomplished by link-
ing the number of travelers to Google Trends and vice versa using Google
Correlate. Based on this, the study identified other search terms and key-
words for this field of interest.

1.3.2 Data Collection and Analysis

Secondary data were extracted from Google Trends, and published data
on passenger throughputs in MMIA were extracted from the National
Bureau of Statistics (NBS) and the Federal Airports Authority of Nigeria
(FAAN). This study focused on the calendar years 2004-2021 on passen-
ger demand in MMIA. Data obtained from published reports was filtered,
but data obtained from Google Trends using keyword selection was aggre-
gated, and it is of high significance. As stated in the study’s theory, the
researcher undertaking the study must employ airport-related keywords,
obtain search query data, and select appropriate data.

The most difficult aspect is keyword selection. The customer journey
theory was utilized to generate the keywords for the first phase of the inves-
tigation. For the customer journey’s awareness or need phase the keywords
were Murtala Muhammed International Airport (MMIA1), Muritala
Muhammed International Airport (MMIA2), Murtala Mohammed
International Airport (MMIA3), Murtala Muhammed International
Airport Lagos (MMIAL), Murtala Muhammed International Airport
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Lagos Nigeria (MMIALN), Lagos Airport (LA), Lagos International
Airport (LTA), and Airport in Lagos (AiL).

For this study, the keywords with correlation values between r = 0.80
and r = 1.0 may be related to airport demand in MMIA. The data was
examined with descriptive and correlation analysis.

1.4 RESULTS AND DISCUSSION

The findings of the data analysis were reported in this section. The actual
throughputs of air traveler inflow to Nigeria through MMIA were evalu-
ated, as well as preliminary data from Google Trends, and then a corre-
lation study was given. This study investigated the correlations between
search terms for air travelers that pass through MMIA (worldwide) and
total passenger throughputs in MMIA over 18 years (2004-2021). The
instances of travelers that pass through MMIA in Lagos were investigated.
According to Google, the search engine with the highest share improves
forecasting of passenger behavior.

1.4.1 Extent to Which Data Provided by Google Trends Are

Valuable for Forecasting Passenger Throughputs in MMIA

Regarding the share of Google search for tourist visits in London,
the following variables: Murtala Muhammed International Airport
(MMIA1), Muritala Muhammed International Airport (MMIA2),
Murtala Mohammed International Airport (MMIA3), Murtala
Muhammed International Airport Lagos (MMIAL), Murtala Muhammed
International Airport Lagos Nigeria (MMIALN), Lagos Airport (LA),
Lagos International Airport (LIA), and Airport in Lagos (AilL) were
searched using Google trend for planning phase of customer journey as
shown in Table 1.1 and Figure 1.1.

Figure 1.1 shows the yearly data of search terms for customer journey
keywords. From the trend, it was revealed that three variables (Lagos
Airport, Airport in Lagos, and Lagos International Airport) have the
highest search scores respectively, therefore air travelers around the world
search more of those three queries when planning for a visit to Lagos,
Nigeria. This could also be a result of the popularity of Lagos in Nigeria
and Africa, being the center of commerce and industrialization. The search
queries of “Lagos Airport”, “Airport in Lagos”, and “Lagos International
Airport” come to mind rather than the exact MMIA which is the airport
name, hence, it is most suitable for predicting customer journeys to Lagos
and Nigeria for any form of trip purpose.
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FIGURE 1.1 Trend analysis of customer search terms for international air pas-
senger throughputs in Lagos airport

Regarding the correlation of the Google trend data between the three
dominant search queries as shown in Table 1.2, the correlation between
the search queries of Lagos Airport and Lagos International Airport,
which is 0.724 (p-value 0.000 < 0.01), revealed that there is a positive and
significant relationship between the data of search terms of Lagos Airport
and Lagos International Airport within the study period. The correlation
between the search queries of Lagos Airport and Airport in Lagos is 0.602
(p-value 0.008 > 0.01), which revealed that there is a positive but insignifi-
cant relationship between the data of search terms of Lagos Airport and
Airport in Lagos. Finally, the correlation between the search queries of
Lagos International Airport and Airport in Lagos is 0.750 (p-value 0.000

TABLE 1.2 Correlation matrix of Lagos Airport (LA), Airport in Lagos (AiL), and Lagos
International Airport (LIA)

LA LIA AiL

LA Pearson Correlation 1 .602(*%)

Sig. (2-tailed) .008

N 18 18
LIA Pearson Correlation 724(*%) 1 750(*%)

Sig. (2-tailed) .000 .000

N 18 18 18
AiL Pearson Correlation .602(*) .750(*%) 1

Sig. (2-tailed) .008 .000

N 18 18 18

** Correlation is significant at the 0.01 level (2-tailed)
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< 0.01), which revealed that there is a positive and significant relation-
ship between the data of search terms of Lagos International Airport and
Airport in Lagos. The above information implies that the search queries of
Lagos Airport and Lagos International Airport are related, and the search
queries of Lagos International Airport and Airport in Lagos are related.
All the correlation values are close to 1, which indicates that air travelers
tend to behave similarly while arranging a visit to Lagos; as a consequence,
government agencies and other interested parties will be able to prepare
for air travel-related activities in Lagos, and service all the necessary infra-
structures in the MMIA.

1.4.2 Suitability of Google Trend Data for Forecasting

The total number of Google trends from 2004 to 2021, as well as the total
number of actual passenger throughputs in MMIA within the same period
was shown in Table 1.3. Correlation was employed to assess the forecast-
ing adequacy. The nearer the correlation value is to 1, the better the data
for forecasting. As revealed in Table 1.4, the correlation value between
actual passenger throughputs in MMIA and Google Trend for passenger

TABLE 1.3  Total Google Trends and actual passenger throughputs in MMIA

Year Sum of Google Trends Actual

Yr 2004 1,192 1,943,601
Yr 2005 1,171 2,102,601
Yr 2006 1,067 2,152,315
Yr 2007 1,038 2,430,224
Yr 2008 1,052 2,688,595
Yr 2009 1,058 2,324,469
Yr 2010 1,086 2,409,087
Yr 2011 1,248 2,619,190
Yr 2012 1,232 3,232,462
Yr 2013 1,265 3,877,840
Yr 2014 1,287 2,582,288
Yr 2015 1,326 3,024,078
Yr 2016 1,415 2,945,914
Yr 2017 1,490 2,832,418
Yr 2018 1,586 3,017,977
Yr 2019 1,305 3,202,837
Yr 2020 1,219 997,760
Yr 2021 1,453 1,095,027

Source:  Google Trends (2022); FAAN (2022); NBS (2022)
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TABLE 1.4 Correlation of Google Trends and actual passenger throughputs in MMIA

Google Trend of Air Travel
Demand in Lagos

Actual Passenger Throughputs Pearson Correlation .169
in MMIA

Sig. (2-tailed) .502

Source:  Google Trends (2022)

throughputs in Lagos Airport is very low (0.169), implying that Google
Trend data cannot be suitable for forecasting passenger throughputs in
MMIA.

The presence of consistent and strong associations between the search
terms does not imply that there would be a relationship between the
Google trend data of aggregate search terms and the exact data, as demon-
strated in this study. It means that just a small number of the search terms
may be utilized to plan future airport demand in MMIA. The information
search and visit, on the other hand, confirms that air travelers search for
International Airport in Lagos immediately before or during a trip [41],
enhancing the travel agencies, airlines, airport management, and other
stakeholders to assess their immediate demand using online search data,
but again the appropriate keywords must be found.

The Google search engine has 16.9% market share in the Lagos inter-
national air travel markets, which is less than 80%, making it unsuitable
for Google to be regarded as the exclusive source of search query data.
According to Artola et al. [42], the use of data gathered from search engines
may result in underestimated or inflated estimates, posing a challenge
to the selection of keywords [43]. According to Baker and Fradkin [44],
the significant keywords should make known individual word linkages
between a search query and an investigated phenomenon, while leaving
out word combinations or single words that may be used to meet another
information demand. This finding is consistent with the findings of [45].

1.5 CONCLUSION

The study examined the forecasting of airport passenger demand in
Murtala Muhammed International Airport (MMIA) using Google Trends.
It explored the dynamics of Google Trends such that the data provided
by Google Trends are employed for forecasting air passenger throughputs
in MMIA in Lagos. The relationship between the search terms for actual
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passenger throughputs (worldwide) for 18 years (2004-2021) was achieved
using Google Trends. Google Trends is a source of data that is suitable for
timely information. The study found that three variables: Lagos Airport
(LA), Airport in Lagos (AiL), and Lagos International Airport (LIA) have
higher searches, therefore they are suitable for predicting customer jour-
neys to MMIA for air travel purposes.

The correlation between the search queries of Lagos Airport and
Lagos International Airport is 0.724 (p-value 0.000 < 0.01) and between
the search queries of Lagos International Airport and Airport in Lagos
is 0.750 (p-value 0.000 < 0.01), which revealed a positive and significant
relationship, which implies that the search queries of Lagos Airport and
Lagos International Airport are related, and the search queries of Lagos
International Airport and Airport in Lagos are related. The correlation
between the total number of Google trends from 2004to 2021, as well as
the total number of actual passenger throughputs in MMIA within the
same period, is very low (0.169), implying that Google Trend data cannot
be suitable for forecasting passenger throughputs in MMIA.

It is well recognized that Google Trends has grown to be one of the
most extensively utilized free resources for forecasters in academia, the
corporate sector, and both the public and private sectors. Numerous stud-
ies from numerous disciplines have come to the conclusion that Google
Trends increases forecast accuracy. Even if the same search phrase, infor-
mation, and location is used, each sample of Google search data is unique,
despite this seemingly widespread ignorance. This implies that arbitrary
conclusions can be discovered only by chance.

It is essential to note that popular phrases do not differ much amongst
various samples. Our words of interest, however, are not often those that
are so well-liked. Therefore, a more reliable time series of that term can
be obtained by collecting a variety of samples and averaging them across
each term. It is crucial to remember that if a sample appears on one aver-
age, it inevitably does not appear on the other.
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2.1 INTRODUCTION

Blockchain is a type of distributed ledger technology that allows for the
secure and transparent recording of transactions among multiple parties
within a decentralized network. Its architecture consists of three main
components: a network of nodes, a consensus algorithm, and a data struc-
ture. The decentralized network of computers, or nodes, collectively main-
tains the blockchain database. Each node has a copy of the blockchain and
can participate in the validation and verification of transactions. The con-
sensus mechanism is a set of rules that govern how transactions are vali-
dated and incorporated into the blockchain. These techniques ensure that
all nodes on the network agree on the current state of the blockchain and
prevent malicious actors from altering its history. BT utilizes a sequential
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chain of blocks to store transaction data, with each block containing a
cryptographic hash of the previous block. This approach guarantees the
integrity and immutability of the blockchain and extends beyond finan-
cial transactions to other fields such as the Internet of Things (IoT) [1-
13]. By using blockchain, IoT devices can securely exchange data while
maintaining data integrity. Future developments in BT include merging it
with other emerging technologies like artificial intelligence (AI), machine
learning (ML), and the Internet of Things (IoT)

This integration can provide new use cases for BT and increase its
adoption [14]. Future trends in BT include the development of new con-
sensus mechanisms that are more energy-efficient and the adoption of BT
by governments and institutions for secure data sharing and management.
Additionally, BT may play a crucial role in the development of decentral-
ized finance (DeFi) and the tokenization of assets [15]. In 1991, Stuart
Haber and W. Scott Stornetta introduced the concept of BT with the aim
of making digital documents timestamped and tamper-proof. Although
their work laid the foundation for BT, it was not until the advent of Bitcoin
in 2008 that blockchain was significantly implemented. Since then, BT has
advanced and found widespread use in diverse industries, such as finance,
healthcare, and supply chain management (Figure 2.1).

BT is being widely employed to build safe, decentralized, and impen-
etrable data management and storage systems. Multiple parties can access
the same data and must concur on any changes to the system because it
runs on a distributed ledger [16]. BT has enormous potential applications,
and in the years ahead, we’ll probably continue to see new, creative appli-
cations for it. In 2004, Hal Finney, who was both a computer scientist and
a crypto activist, designed an A-system for a reusable digital currency.
He developed a prototype form of cryptocurrency called Proof-of-Work
(RPoW), which was a crucial milestone in the advancement of digital
currencies. The RPoW mechanism produces an RSA-signed token that
people can exchange with each other in exchange for non-flooding Hash
cash-based Proof-of-Work tokens. RPoW ensures that double-spending is
avoided by creating a record of token ownership on a dependable server.
People from any location can promptly confirm the accuracy and entirety
of the data on this server.

The concept of distributed blockchains was developed by Satoshi
Nakamoto in 2008 [17]. The modification of adding blocks to the initial
chain without needing verification from a third party greatly enhanced
the design. This new tree structure securely documents the transfer of
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FIGURE 2.1  Usage of blockchain

data and utilizes a peer-to-peer network to validate and timestamp every
transaction. It operates independently without the need for centralized
authority. These improvements have made blockchains the basis of cryp-
tocurrencies, and this design is now utilized to manage a public ledger
of all Bitcoin transactions. The advancement of the blockchain has been
steady and encouraging. In Satoshi Nakamoto’s original paper, the phrases
“block” and “chain” were used separately; nevertheless, it wasn’t until 2016
that the term “blockchain” gained popularity. A blockchain for a crypto-
currency, which keeps track of all transactions on the network, recently
went from 20 GB to 100 GB in size [18].

2.2 EVOLUTION OF BLOCKCHAIN

Since its beginnings, BT has gone through various stages of evolution.

An overview of the many stages of blockchain advancement is provided
below:

+ Genesis phase: The first blockchain, Bitcoin, was created in 2009,
marking the beginning of the Genesis phase. Initially developed as
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a decentralized digital currency, Bitcoin aimed to facilitate peer-to-
peer transactions without intermediaries such as banks. The intro-
duction of multiple cryptocurrencies based on Bitcoin’s BT signaled
the start of the Genesis phase [19].

Altcoin phase: The Altcoin phase began with the introduction of
alternative cryptocurrencies like Litecoin, Namecoin, and Ripple
that were distinct from Bitcoin. This phase brought new capabilities
to BT such as support for smart contracts, diverse consensus tech-
niques, and faster transaction times [15].

Enterprise phase: In 2015, major corporations like IBM, Microsoft,
and JP Morgan began exploring the potential of BT [19], marking
the start of the Enterprise phase. These corporations recognized the
potential of blockchain to streamline their operations and reduce
costs, leading to the creation of private or permissioned blockchains
accessible only to specific users.

Initial Coin Offering (ICO) phase: In 2017, blockchain firms started
to raise money by issuing their own cryptocurrencies or tokens,
which is when the ICO phase started. These tokens were primarily
used to access blockchain-based services or as a form of payment
within the blockchain ecosystem [20].

Decentralized Finance (DeFi) phase: In 2019, BT was first applied
to develop decentralized financial applications such as lending and
borrowing platforms, decentralized exchanges, and stablecoins.
This was the beginning of the DeFi phase. Users were able to access
financial services through these DeFi applications without the aid of
middlemen like banks or brokers.

Non-Fungible Token (NFT) phase: In 2021, the NFT phase began,
in which special digital assets that could be purchased, sold, and
exchanged were created using BT. With several high-profile sales
of NFT-based artworks, NFTs garnered a lot of interest in the art
world. All things considered, BT has developed from a straightfor-
ward peer-to-peer payment system to a flexible platform that can be
utilized for a range of applications (Figure 2.2).
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2.3 BLOCKCHAIN ARCHITECTURE

A blockchain system’s architecture refers to its layout and construction. A
blockchain is a type of ledger that is decentralized and distributed, allow-
ing for secure, transparent, and immutable transactions. A blockchain

system’s architecture often comprises numerous levels, each with a dis-
tinct function and goal [21].

« Network layer: This layer includes the nodes that make up the block-
chain network. Every individual node possesses a duplicate of the
complete blockchain ledger and is capable of authenticating and
confirming transactions.

 Consensus layer: This layer is responsible for reaching a consensus
on the validity of transactions. Various consensus algorithms, such
as Proof-of-Work and Proof-of-Stake, can be employed to accom-
plish this goal.

o Datalayer: The actual data that is kept on the blockchain is contained
in this layer. Every block of the blockchain holds a set of transac-
tions, and once a block becomes a part of the chain, it is impossible
to eliminate it.

 Smart contract layer: This layer enables the implementation of self-
executing blockchain-based contracts. The automatic execution of
smart contracts is preprogrammed to happen when specific criteria
are satisfied.

 Application layer: This layer includes the user-facing applications
that interact with the blockchain, such as wallets, exchanges, and
other Apps (decentralized applications).
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2.4 PROPOSED BLOCKCHAIN
SOLUTIONS FOR SCALABILITY

By offering a safe, decentralized, and transparent network, BT has dem-
onstrated enormous potential for revolutionizing numerous industries.
Scalability, however, is one of the main problems that blockchain is now
facing. Blockchain networks are now unable to keep up with the number

of transactions, which causes longer processing times and higher transac-
tion costs. Here are several blockchain scaling methods that have been
suggested:

« Sharding: Sharding is the process of dividing the blockchain network
into smaller segments known as shards. The capacity of the network
is increased since each shard can handle transactions concurrently
and independently [22]. This can greatly increase the blockchain’s
throughput and enable it to process a greater number of transactions.

o Scaling off-chain solutions: Off-chain scaling techniques entail
transferring some transactions to auxiliary networks in addition
to the primary blockchain network. These auxiliary networks can
process a huge number of transactions and can later be reconciled
with the primary blockchain network. The Lightning Network and
Plasma are two examples of well-liked off-chain scaling techniques.

o Sidechains: Connected to the primary blockchain network, side-
chains are autonomous blockchain networks. They have a high trans-
action volume capacity and can be used to move assets from one
blockchain to another [23]. By lightening the burden on the network,
they can increase the scalability of the primary blockchain network.

o Mechanisms of consensus: Blockchain networks require consensus
methods, which have a big impact on scalability [24]. The scalability
of blockchain networks can be considerably increased by lowering
the cost of some suggested consensus techniques, such as Proof-of-
Stake (PoS) and Delegated Proof-of-Stake (DPoS).

2.5 FUTURE TRENDS IN BT

The impact of BT on several industries such as finance, supply chain
management, healthcare, and real estate has been notable. As the tech-
nology progresses further, there is a likelihood of witnessing interesting
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new developments and trends in the blockchain industry. Here are some
potential future trends in BT:

« The growing acceptance of Decentralized Finance (DeFi) pertains to
the implementation of BT in developing financial systems that func-
tion without intermediaries in a decentralized manner. DeFi plat-
forms are built on blockchain networks and use smart contracts to
automate financial transactions. As individuals become increasingly
aware of the advantages of utilizing decentralized financial systems,
it is likely that DeFi platforms will continue to expand in the future
[25].

+ The combination of BT and artificial intelligence (AI) has the poten-
tial to be highly impactful. Both technologies are known to be
revolutionary, and their integration can result in the development
of secure and efficient systems that can simplify complicated pro-
cedures. For example, blockchain-based Al systems can be used to
verify the authenticity of data, prevent fraud, and enhance the secu-
rity of financial transactions [26].

« As BT continues to mature, there will be a greater focus on privacy
and security. One potential future trend is the development of block-
chain-based systems that provide greater privacy and security for
users. For example, we may see the development of privacy-focused
blockchain networks that use advanced cryptography to protect user
data [27].

o There is the potential for increased interoperability between block-
chain networks. Currently, there are many different blockchain
networks that operate independently of each other. However, in
the future, we may witness enhanced compatibility among these
networks, facilitating effortless exchange of assets and informa-
tion across various blockchain networks. This will simplify the
process of developing intricate systems that cover multiple net-
works [28].

o As more industries become aware of the potential benefits of BT, we
can expect to see greater adoption of the technology in traditional
industries such as banking, insurance, and healthcare. This could
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lead to the creation of new business models and the transformation
of existing ones [29].

 Overall, the future of BT is very promising, and we can expect to see
many exciting new developments in the years to come.

2.6 BLOCKCHAIN GOVERNANCE MODELS

Blockchain governance refers to the processes and structures used to make
decisions about the operation and evolution of a blockchain network.
There are several different governance models that have been proposed
and implemented in various blockchain projects [30]. Here are some of the
most common ones:

o Decentralized governance: In this model, decisions about the net-
work are made through a decentralized voting process. Every par-
ticipant in the network has a say in decision-making, and there is no
central authority that controls the process. Examples of this model
include Dash and EOS.

» Representative governance: In this model, participants elect repre-
sentatives to make decisions on their behalf. The representatives are
typically chosen based on their stake in the network, and they are
responsible for making decisions that are in the best interest of their
constituents. Examples of this model include Bit Shares and Risk.

« Foundation governance: In this model, a foundation is established to
oversee the development and operation of the network. The founda-
tion is typically governed by a board of directors, and its decisions
are made based on the best interests of the network. Examples of this
model include Ethereum and Ripple.

« Hybrid governance: This model combines elements of decentralized,
representative, and foundation governance. It allows for a flexible
and adaptable governance structure that can change over time as the
needs of the network evolve. Examples of this model include Tezos
and Polkadot.

It is worth noting that each governance model has its own advantages and
disadvantages, and the choice of governance model largely depends on the
specific needs and goals of the blockchain network.
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2.7 THE SOCIAL AND ETHICAL
IMPLICATIONS OF BLOCKCHAIN

BT has significant social and ethical implications that need to be con-
sidered as it becomes more widely adopted. These are some of the main
causes for worry:

« Employment: BT has the potential to automate many processes that
are currently performed by humans, which could lead to job losses
in certain industries. However, it could also create new job oppor-
tunities in areas such as blockchain development, maintenance, and
management [31].

o Privacy: Although BT is often touted for its security and privacy fea-
tures, it can still pose privacy risks. For example, blockchain transac-
tions are often publicly visible, which could lead to the identification
of individuals or the exposure of sensitive information [32].

« Inequality: BT has the potential to create more equitable systems by
reducing the need for intermediaries and increasing transparency.
However, it could also exacerbate existing inequalities if access to
technology is limited or if certain groups are disproportionately
affected by its use [33].

« Environmental sustainability: The energy consumption of some
blockchain networks, such as Bitcoin, has raised concerns about
their environmental impact. The mining process used to create new
blocks on these networks requires significant amounts of energy,
which contributes to carbon emissions.

« Governance: The decentralized nature of BT raises questions about
governance and accountability. Without a central authority, it can be
difficult to make decisions or enforce rules. Additionally, the poten-
tial for manipulation or collusion by a small group of participants
could undermine the integrity of the system [33].

In general, although BT could bring about significant changes in various
societal areas, it is crucial to cautiously examine its ethical and social con-
sequences and take necessary measures to mitigate any possible risks or
adverse effects.
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2.8 BLOCKCHAIN REGULATIONS
AND LEGAL FRAMEWORKS

BT is still relatively new, and many countries are still working to establish
legal frameworks and regulations to govern its use. However, there are
some general trends that can be observed across various jurisdictions [34].
In general, BT is subject to the same laws and regulations that apply to
other forms of technology, such as data protection, intellectual property,
and contract law. However, BT also presents unique challenges and oppor-
tunities, particularly in the areas of security, privacy, and accountability.

+ One of the key regulatory issues with BT is the question of how to
classify and regulate different types of tokens, such as cryptocur-
rencies and utility tokens. Different countries have taken different
approaches to this issue, with some countries treating certain types
of tokens as securities, while others have opted for a more flexible
approach [32].

« Another important issue is the regulation of blockchain-based busi-
nesses and services, such as cryptocurrency exchanges and Initial
Coin Offerings (ICOs). Many countries have introduced licensing
and registration requirements for these businesses, as well as guide-
lines on best practices for security and transparency.

« Theregulations governing BT are continually changing, and it is cru-
cial for individuals and companies involved in this field to remain
informed about the most recent legal advancements in their respec-
tive regions.

2.9 BLOCKCHAIN'S EFFECTS ON SOCIETY AND ETHICS

BT has the potential to revolutionize many aspects of society, but it also
presents several social and ethical implications that must be carefully
considered.

« One of the key social implications of BT is its potential to disrupt
traditional power structures. Blockchain allows for decentralized
systems and peer-to-peer transactions, which can challenge the
authority of centralized institutions such as banks, governments,
and other intermediaries [35]. This can have both positive and nega-
tive effects, depending on the specific use case and the broader social
and political context.
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Another social implication of BT is its potential impact on privacy
and data protection. While BT is designed to be highly secure and
transparent, the immutable nature of the blockchain means that
once data is recorded, it cannot be deleted or modified. This raises
concerns about the potential for sensitive personal data to be stored
on the blockchain and accessed without an individual’s consent or
control.

Ethically, the use of BT also raises questions about accountability
and responsibility. Because blockchain systems are often decentral-
ized and trustless, it can be difficult to attribute responsibility for
actions taken on the blockchain or to hold individuals or organiza-
tions accountable for their actions. This can create a sense of moral
hazard and undermine traditional systems of justice and account-
ability [32].

Finally, the social and ethical implications of BT also include issues around
economic inequality, access to technology, and the potential for exploita-

tion and abuse. As with any new technology, it is important to consider
the potential social and ethical implications of BT and to work proactively
to mitigate any negative effects.

2.10 BLOCKCHAIN USE CASES IN VARIOUS INDUSTRIES

By offering a safe and transparent platform for data storage and sharing,
BT has the potential to revolutionize a number of industries [33]. Here are
a few examples of BT’s applications across various industries:

Finance: The financial sector is where BT is most used. Cross-border
payments can be made more quickly and inexpensively by using BT
to provide a safe and open system for transactions. In order to lower
the possibility of fraud and increase transparency, it can also be used
to construct a tamper-proof ledger of transactions.

Supply chain: A decentralized system for tracking products along
the supply chain can be made using BT [36]. Businesses may track
products in real-time using BT to make sure they are delivered to the
correct customers.

Real estate: A secure and open system for property transactions can
be established using BT. Buyers and sellers may track the ownership
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of properties and ensure that all transactions are carried out prop-
erly by using BT. This can lower the possibility of fraud and increase
the effectiveness of real estate deals.

+ Education: A decentralized system for evaluating academic creden-
tials can be developed using BT. Educational institutions can build
safe and unchangeable records of students’ accomplishments by uti-
lizing BT [37]. This can increase the effectiveness of the hiring pro-
cess and lower the possibility of credential forgery.

o Energy: A decentralized system for tracking energy generation and
consumption can be developed using BT. Energy providers can
monitor production using BT.

2.11 CONCLUSION

BT has evolved significantly since its inception, and it has the potential
to revolutionize various industries. Its distributed and decentralized
nature provides greater transparency and security in transactions, mak-
ing it a viable solution for businesses and individuals. The architecture
of BT, including its consensus mechanisms and smart contract capabili-
ties, allows the creation of innovative applications and services. However,
as with any technology, there are also social and ethical implications to
consider. The decentralization of power and authority may challenge tra-
ditional models of governance, and the anonymity of transactions may
create opportunities for illicit activities. Looking toward the future, BT is
expected to continue to grow and mature with the emergence of new use
cases and applications. The adoption of BT by governments and large cor-
porations may accelerate its mainstream acceptance. However, there are
also challenges to overcome, such as scalability and interoperability issues.
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CHAPTER 3

Innovative Approach
for Optimized loT
Security Based on
Spatial Network
Voronoi Diagrams,
Network Centrality, and
ML-enabled Blockchain

Aziz Mabrouk

3.1 INTRODUCTION

Due to the rapid expansion of the Internet of Things (IoT), ensuring the
security of IoT networks has become a crucial concern. The consequences
of an attack on these networks can be extremely devastating, particularly
as it poses a threat to the confidentiality, integrity, and availability of data.
Furthermore, the decentralized and highly interconnected nature of IoT
networks makes them particularly vulnerable to attacks.
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Various approaches have been suggested to bolster the security of IoT
networks, including default security, network management, behavioral
analysis, cryptography, and machine learning. However, these solutions
have their own constraints and may prove inadequate in the face of rapidly
evolving and increasingly complex IoT security threats.

In this paper, we present a novel approach to enhance the security of
IoT networks by combining spatial network Voronoi diagrams, network
centrality, and machine learning-enabled blockchain. We will provide an
in-depth explanation of the foundations and principles of our method,
as well as its key elements and their interactions. We will also describe
the techniques and methodologies that we employ to identify critical IoT
devices, prioritize security actions, design resilient networks, and detect
and prevent attacks. We will then compare our method to current IoT
security techniques and examine its potential applications across various
sectors. Lastly, we will examine the advantages and implications of our
method for researchers, practitioners, and decision-makers, and propose
future research directions and areas for experimentation.

3.2 EXISTING APPROACHES FOR IOT SECURITY
3.2.1 Default Secure Approach

The default secure approach for IoT devices is a proactive strategy aim-
ing to integrate security from the conception and manufacturing of the
devices, as outlined by Adat and Gupta (2018) and Al-Fuqaha and Guizani
(2015). This approach relies on the inclusion of robust security features
in the hardware and software of IoT devices, the use of secure commu-
nication protocols, and the implementation of strong authentication and
encryption measures.

The research of Alaba et al. (2017) corroborates the importance of this
approach, emphasizing the adoption of security by design principles,
which can help reduce potential vulnerabilities in IoT. They also highlight
that default security can not only prevent a wide variety of security vul-
nerabilities but also offer increased resilience to attacks.

However, despite these advantages, it is important to note that imple-
menting these security measures can be costly, posing a particular chal-
lenge for small IoT device manufacturers. Furthermore, while default
security can help prevent many vulnerabilities, it cannot protect against
all forms of threats, including those that exploit human errors or unknown
vulnerabilities. Alaba et al. point out that default security cannot prevent
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all types of threats, particularly those that exploit human errors and soft-
ware vulnerabilities. Therefore, a multi-layered security approach that
also includes mechanisms for detecting and responding to incidents is
required.

3.2.2 Network Management-Based Approach

The network management-based approach for IoT security involves mon-
itoring and controlling network activities using tools such as intrusion
detection systems, firewalls, and identity management systems (Zarpelao,
Miani, Kawakani, & de Alvarenga, 2017). This approach can allow real-
time detection and prevention of attacks, an important aspect of IoT net-
work security (Kolias, Kambourakis, Stavrou, & Voas, 2017).

However, implementing this approach can be complex and costly, par-
ticularly for large IoT networks (Alrawais, Alhothaily, Hu, & Cheng, 2017).
Moreover, it may not be fully effective against sophisticated attacks that
use advanced evasion techniques (Frustaci, Pace, Aloi, & Fortino, 2018).

It’s also important to note that network management for IoT systems
could benefit from the integration of emerging technologies like block-
chain for safer and more efficient network management. Despite the chal-
lenges, this approach is important to addressing security challenges to the
Internet of Things (Sfar, Natalizio, Challal, & Chtourou, 2018).

3.2.3 Behavioral Analysis-Based Approach

The behavioral analysis-based approach plays a significant role in IoT
device security. By monitoring the behavior of IoT devices and identifying
abnormal or suspicious behaviors, this approach aims to detect security
threats (Zarpelao et al., 2017; Sedjelmaci et al., 2017). It often uses machine
learning techniques to model the normal behavior of IoT devices and to
detect deviations from this normal behavior (Hodo et al., 2016; Meidan et
al., 2017).

This approach is particularly effective at detecting new forms of threats
that are not yet known to traditional security systems. This can be attrib-
uted to the fact that behavioral analysis focuses on abnormal behaviors
rather than specific threat signatures, which allows for the detection of
emerging threats and zero-day attacks (Garcia-Teodoro et al., 2009).

However, despite its effectiveness, the behavioral analysis-based
approach presents several challenges. One of them is the management
of false positives, where normal but unusual behaviors may be wrongly
identified as threats. This is particularly problematic in IoT environments
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where the behaviors of devices can vary greatly (Sedjelmaci et al., 2017;
Zarpeldo et al., 2017).

Additionally, the behavioral analysis-based approach requires a large
volume of data for machine learning to accurately model the normal
behavior of IoT devices (Hodo et al., 2016). This can be a challenge in IoT
environments where data may be limited or costly to collect.

Lastly, behavioral analysis may be less effective in situations where the
normal behavior of IoT devices is difficult to define or model. This may be
due to the diversity and complexity of IoT devices and applications, as well
as the rapid evolution of IoT technology (Meidan et al., 2017).

Overall, while the behavioral analysis-based approach presents signifi-
cant advantages for IoT device security, it also requires careful manage-
ment of the associated challenges to maximize its effectiveness.

3.2.4 Cryptography-Based Approach

The cryptography-based approach is a commonly used method for
securing communications in the field of the Internet of Things (IoT). It
involves the use of various cryptographic techniques, such as data encryp-
tion, device authentication, non-repudiation, and data integrity. These
mechanisms play an important role in protecting sensitive information
from unauthorized interceptions and modifications (Alaba et al., 2017;
Makhdoom et al., 2018).

A major advantage of this approach is that it offers a high level of secu-
rity and can ensure the identity of devices and users, which is important
for preventing identity theft and “man-in-the-middle” attacks (Patel &
Patel, 2016). However, as pointed out by Sicari et al. (2015) and Sadeghi et
al. (2015), there are significant challenges associated with the cryptogra-
phy-based approach.

Firstly, cryptographic techniques can be computationally and energeti-
cally costly, which can be a problem for IoT devices that typically have
limited resources. Secondly, the management of encryption keys can be
complex and require additional infrastructure. These problems can be
particularly pronounced in environments where IoT devices are widely
deployed and where high energy efficiency is required. Indeed, while the
cryptography-based approach offers many advantages in terms of security,
it also presents significant challenges that need to be taken into account
when designing and implementing IoT security solutions.
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3.2.5 Machine Learning-Based Approach

The Machine Learning (ML)-based approach is increasingly being used
to enhance the security of IoT networks. It uses machine learning tech-
niques to analyze network traffic, identify abnormal behaviors, and take
proactive measures to secure devices (Koroniotis et al., 2019). One of the
main advantages of this approach is its ability to evolve and adapt to new
threats. By learning from past behaviors and constantly adjusting its mod-
els, ML can help to quickly detect unknown or evolving attacks (Meidan
et al., 2017).

However, the use of ML in IoT networks also presents challenges. For
example, ML algorithms require a large amount of data for learning, which
can be difficult for IoT networks that typically have limited resources
(Buczak & Guven, 2016). Moreover, ML-based systems can be vulnerable
to specific attacks, like data poisoning, where attackers inject malicious
data into the learning data stream to deceive the system (Ferdowsi & Saad,
2018).

3.2.6 Synthesis and Identification of Gaps

After examining various IoT security approaches, several gaps and chal-
lenges can be identified. The security-by-default approach, while essential,
is often inadequate as it does not account for rapid evolutions and advance-
ments in cyber-attacks. Moreover, it may overlook user behavior and net-
work dynamics. The network management-based approach, on the other
hand, can be complex to implement and manage, particularly for large IoT
networks. It is also vulnerable to human errors and internal attacks. The
behavioral analysis-based approach is useful for detecting anomalies and
suspicious behaviors, but it can also generate a high number of false posi-
tives and negatives. Finally, while the ML-based approach is promising for
proactive threat detection, it requires a large amount of data for training
and can be vulnerable to specific attacks.

These challenges indicate a need for an integrated and holistic approach
to IoT security that combines the advantages of these methods while miti-
gating their limitations. It is in this context that we propose our approach,
which combines spatial network type Voronoi diagrams, network central-
ity, and machine learning-enabled blockchain to enhance IoT security in
smart cities.
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In the upcoming sections, we will discuss the principles and founda-
tions of our proposed approach, describing the key components and inter-
actions among them.

3.3 KEY CONCEPTS OF OUR APPROACH
3.3.1 Spatial Network Type Voronoi Diagrams

Voronoi diagrams are a computational geometry tool that models the
spatial distribution of objects and entities in a plane or multidimensional
space. Spatial network type Voronoi diagrams are a variant of these dia-
grams that incorporate the topological and geometric constraints of com-
munication networks.

We have used Voronoi diagrams in various applications to facilitate
spatial planning and analysis. In a study (Mabrouk et al.,, 2017), a new
planning approach for the transport of hazardous materials in urban
environments was proposed. It uses Voronoi spatial modeling to assess
the proximity of vulnerable areas to transport routes, thus minimizing the
risks and damages associated with these materials. In another publication
(Mabrouk, Boulmakoul, & Bielli, 2009), the Voronoi diagram is used to
assess geographic accessibility in the context of transport planning. This
study proposes a method based on fuzzy arithmetic and graph theory to
assign each Voronoi generator to its nearest nodes in a real spatial net-
work. Moreover, a distributed architecture based on the analysis of spatial
risks and Voronoi spatial accessibility was proposed to ensure pedestrian
safety in urban areas (Mabrouk & Boulmakoul, 2022). This work provides
a mobile platform guiding pedestrians to the safest routes away from dan-
gerous areas. Finally, in the context of the COVID-19 pandemic, a smart
geospatial strategy using Voronoi diagrams was put forward (Mabrouk
& Boulmakoul, 2022). It aims to help decision-makers and citizens navi-
gate safely during partial lockdown periods, providing spatial information
about infected places, proximity to these places, and safety levels of differ-
ent areas.

In the context of smart cities and IoT networks, spatial network type
Voronoi diagrams have been used to analyze and optimize various
aspects of wireless sensor network performance. Different approaches
using Voronoi diagrams have been explored to improve IoT network
performances.

Abdallah and Val (2020) proposed a hybridization between the Voronoi
diagram and the genetic algorithm to maximize the coverage of a region
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of interest in IoT data collection networks. Their method generates initial
solutions for IoT object positioning and improves them to maximize the
overall coverage of the region. Wan et al. (2019) highlighted challenges
related to processing a large amount of data in real time in IoT deploy-
ments. They proposed an energy and time-efficient multidimensional data
indexing scheme, using the Voronoi diagram to minimize average energy
consumption and query response time. Razzaghi and Babaie (2022) pre-
sented a Voronoi diagram-based method to detect selfish behaviors in IoT
networks, potentially caused by energy depletion or resource constraints.
Tang et al. (2019) proposed a deployment algorithm for 3D sensor net-
works based on the Voronoi diagram, aiming to maximize the coverage
of the surveillance area and improve data security. Adhinugraha et al.
(2022, 2021) used the Voronoi diagram to ensure fault tolerance in IoT
mesh networks and to identify backup gateways in case of primary gate-
way failure. Finally, Eledlebi et al. (2018) developed a Voronoi diagram-
based algorithm for the efficient deployment of wireless sensor networks
in obstacle-rich indoor environments, demonstrating rapid convergence
to a fully connected network with low deployment costs.

These works demonstrate the importance of Voronoi diagrams in opti-
mizing IoT sensor networks, addressing challenges such as coverage, data
indexing, detection of selfish behaviors, data security, and fault tolerance.

3.3.2 Network Centrality

Network centrality, a fundamental concept in graph theory and social
network analysis, allows the measurement of the importance of nodes in a
network. Several centrality measures have been proposed, such as degree
centrality, closeness centrality, betweenness centrality, and Eigenvector
centrality. These measures can be essential in identifying critical IoT
devices, security gateways, and data centers within the context of smart
cities and IoT networks.

In the context of IoT security, network centrality can assist in identify-
ing the network’s vulnerable points and deploying appropriate security
measures. For example, a node with high betweenness centrality could
be a key control point in the network. Its compromise could have a major
impact on the entire network. Likewise, a node with a high degree of cen-
trality could be an important IoT device that communicates with a large
number of other devices, and its protection must be prioritized.

These centrality measures have been exploited in various recent
research. For instance, Peng et al. (2020) found that using the largest
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Eigenvector centrality improves the robustness of cyber-physical systems.
Similarly, Nigam et al. (2022) introduced a new centrality measure, local
closeness centrality, to enhance forwarding in opportunistic IoT social
networks.

In a study conducted by Godquin et al. (2019, 2020), device capabilities
were used to model an IoT network as a weighted graph. The most suitable
location for a security service was identified using dominating sets and
graph weights, thereby increasing network security.

Ahmad et al. (2023) also used centrality measures to identify influential
spreaders and vulnerable IoT devices in the context of green smart cities.
They highlighted the critical role of static devices in the IoT environment
and the need to protect them against malware attacks.

Network centrality can also be used to optimize network topology and
improve network resilience against attacks. By identifying and fortify-
ing critical nodes, the network can become more robust against targeted
attacks. Moreover, network centrality can contribute to designing fault
tolerance and disaster recovery mechanisms, ensuring better resource
distribution and greater network resilience.

3.3.3 Machine Learning-Enabled Blockchain

Recent research in the field of Internet of Things (IoT) security has
explored the use of blockchain and machine learning to address several
security issues. Blockchain is a distributed ledger technology that ensures
transparency, security, and data integrity by recording transactions in a
chronological sequence across multiple computers to prevent any data
tampering.

In the paper by Dorri et al. (2017), the authors present a blockchain-
based approach to enhance security and privacy in IoT networks, par-
ticularly for smart home environments. Minoli and Occhiogrosso (2018)
also highlight the importance of blockchain in securing IoT applications,
while acknowledging that blockchain is only a part of the IoT security
solution.

Machine learning, a subfield of artificial intelligence, involves building
systems capable of learning from data, identifying patterns, and making
decisions with minimal human intervention. Integrating machine learn-
ing with blockchain can help overcome some of the data security and pri-
vacy challenges in the IoT. For example, machine learning can be used to
detect anomalous behaviors and suspicious activities in the IoT network,
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while blockchain can provide a transparent and immutable audit mecha-
nism to trace these suspicious activities.

Khan and Salah (2018) review the main IoT security issues and present
blockchain as a key technology for solving these problems, while Mohanta
et al. (2020) examine how machine learning, artificial intelligence, and
blockchain can be used to address security issues in the IoT.

However, integrating blockchain and machine learning into IoT is not
without challenges, including performance, scalability, and data privacy
issues. These challenges are also highlighted by Mohanty et al. (2020), who
present a lightweight integrated blockchain model to enhance security and
privacy in the IoT, while reducing the computational complexity, band-
width overhead, and latency associated with using blockchain. Overall,
this research underscores the importance and potential of machine learn-
ing-enabled blockchain in securing IoT networks, while acknowledging
the challenges associated with its use.

3.3.4 Justification of Our Approach

As previously mentioned, our approach combines several techniques to
enhance IoT security: spatial network type Voronoi diagrams, network
centrality, blockchain, and machine learning. We believe this approach
has several advantages over existing methods.

First, the use of spatial network type Voronoi diagrams allows for the
identification of critical IoT devices within a network. This enables the pri-
oritization of security resources and focuses defense efforts on the devices
that are most important for the network’s operation.

Second, network centrality enables the identification of devices that
are most important for the communication and connectivity of the net-
work. These devices are often prime targets for attackers and thus require
increased protection.

Third, machine learning-enabled blockchain provides a robust and
transparent method for data management. It can help prevent man-in-
the-middle attacks and ensure data integrity.

By combining these techniques, our approach aims to provide enhanced
IoT security and network resilience. Compared to existing approaches,
our approach offers greater flexibility and adaptability, which is essential
in the dynamic and ever-changing landscape of smart cities.

In the following section, we outline our theoretical and conceptual
framework for this approach.
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3.4 THEORETICAL AND CONCEPTUAL FRAMEWORK
3.4.1 Principles and Foundations of the Proposed Approach

The approach we propose relies on the combination of three key concepts:
spatial network type Voronoi diagrams, network centrality, and machine
learning-enabled blockchain. These concepts, although different in their
nature and application, can be integrated to provide a comprehensive
solution to IoT security challenges in smart cities.

Spatial network type Voronoi diagrams serve to model the topology
of the IoT network considering the spatial location of IoT devices. They
allow the division of space into regions, each region being associated with
a specific IoT device. IoT devices within the same region are assumed to
be closer to each other in terms of network connectivity, which can aid in
the design of more robust and resilient IoT networks.

Network centrality, on the other hand, enables the identification
of critical IoT devices based on their position in the network. Devices
with high centrality are generally those that have the most interactions
with other devices, and thus, are most likely to be targeted by attacks.
Therefore, their protection should be prioritized to enhance the overall
network security.

Finally, machine learning-enabled blockchain provides a means to
secure data and transactions in IoT environments. Through machine
learning, it is possible to enhance blockchain consensus mechanisms,
detect and prevent attacks, and ensure data integrity.

These three concepts, when combined, can enable a more comprehen-
sive and holistic IoT security approach. The approach we propose aims
to leverage the advantages of these three concepts while mitigating their
respective limitations. For instance, while spatial network type Voronoi
diagrams and network centrality can aid in the design of more robust net-
works, they do not directly address issues of data security and privacy.
On the other hand, although machine learning-enabled blockchain pro-
vides mechanisms to secure data, it does not consider network topology
and the position of critical IoT devices for security decision-making. Our
approach attempts to fill these gaps by integrating these three concepts
into a unified framework.

3.4.2 Key Components and Interactions

The approach we propose consists of several key components that interact
with each other to enhance IoT security. These components are:
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« Spatial Network Type Voronoi Diagram Model: This model is used
to represent the topology of the IoT network. Each IoT device is asso-
ciated with a region of the Voronoi diagram, and devices within the
same region are considered closer in terms of network connectiv-
ity. This model can aid in identifying the shortest and most efficient
communication paths between IoT devices, which can enhance net-
work robustness and resilience.

« Network Centrality Analysis: This analysis is used to identify criti-
cal IoT devices. Devices with high centrality are those that have the
most interactions with other devices and, thus, are most likely to be
targeted by attacks. Therefore, their protection should be prioritized
to enhance the overall network security.

« Machine Learning-Enabled Blockchain: This component is used to
secure data and transactions in the IoT network. Through machine
learning, it is possible to enhance blockchain consensus mecha-
nisms, detect and prevent attacks, and ensure data integrity.

These components interact with each other to provide a comprehensive
IoT security solution. For example, the spatial network type Voronoi dia-
gram model can provide valuable insights for network centrality analy-
sis, which in turn can help prioritize security measures. Similarly, the
machine learning-enabled blockchain can utilize information from net-
work centrality analysis to improve its consensus mechanisms and attack
detection.

3.4.3 Relationships between Voronoi Diagrams,
Network Centrality, and Blockchain
Voronoi diagrams, network centrality, and blockchain are not indepen-
dent concepts, but are closely related within the context of our approach.
Voronoi diagrams provide a spatial representation of the IoT network,
which is important for network centrality analysis. By identifying critical
IoT devices through centrality analysis, we can then prioritize security
measures and adapt blockchain mechanisms accordingly. Additionally,
the machine learning-enabled blockchain can use network topology infor-
mation provided by Voronoi diagrams to improve its consensus mecha-
nisms and attack detection.

Indeed, our approach relies on a tight integration of these three con-
cepts, allowing for the optimization of IoT security in smart cities.
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3.4.4 Implementation of the Approach

The implementation of our approach involves several key steps. First, it is
necessary to gather information about the IoT network topology and the
spatial location of devices. This information can be obtained from vari-
ous sources, such as network registries, connection logs, and GPS location
data.

Once this information is collected, it is used to construct a spatial net-
work type Voronoi diagram. This involves dividing the space into regions,
each region being associated with a specific IoT device. IoT devices within
the same region are presumed to be closer to each other in terms of net-
work connectivity.

Parallel to the construction of the Voronoi diagram, a network cen-
trality analysis is carried out to identify critical IoT devices. This analy-
sis can be performed using different centrality measures, such as degree
centrality, closeness centrality, betweenness centrality, and Eigenvector
centrality.

Next, a blockchain is established to secure data and transactions in the
IoT network. Machine learning is used to enhance the consensus mecha-
nisms of the blockchain, to detect and prevent attacks, and to ensure data
integrity.

Finally, the results of the network centrality analysis and information
from the blockchain are used to adapt network management and security
mechanisms. This might involve, for example, strengthening the security
of critical IoT devices, optimizing communication paths to improve net-
work resilience, and using the blockchain to trace and verify transactions.

3.4.5 Evaluation of the Approach’s Effectiveness

Determining the effectiveness of our approach relies on both a quantita-
tive and qualitative evaluation.

On a quantitative level, several measures can be used to evaluate the
effectiveness of our approach. These measures might include the num-
ber of IoT attacks detected and prevented, a reduction in network latency
times, improvement in network resilience, and improvement in data
integrity. For instance, a significant decrease in the number of success-
ful IoT attacks following the implementation of our approach would be a
positive indicator of its effectiveness. Additionally, our approach’s ability
to maintain acceptable network performance, even in the face of disrup-
tions or attacks, would indicate increased network resilience.
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From a qualitative perspective, the evaluation of our approach’s effec-
tiveness might be based on criteria such as the ease of use of the system,
user satisfaction, the system’s ability to adapt to changes in the IoT envi-
ronment, and the system’s response to the specific needs of smart cities.
User surveys, interviews with network administrators, and case studies
could be used to gather data on these aspects.

Lastly, the cost of implementing our approach should also be consid-
ered in evaluating its effectiveness. This includes costs associated with
deploying and maintaining IoT devices, installing and managing the
blockchain, performing network centrality analysis, and constructing
Voronoi diagrams. These costs should be compared to the potential ben-
efits of our approach, such as improved security, reduced network latency
times, and increased network resilience. A cost-effective approach would
be one that provides a satisfactory level of security and performance for
an acceptable cost.

3.5 METHODOLOGIES AND TECHNIQUES
3.5.1 Identification of Critical loT Devices

Identifying critical IoT devices in the network is an important step towards
improving IoT security. Critical devices are those that have a significant
role in the overall operation of the network, either because of their strate-
gic position in the network topology or because of the sensitive nature of
the data they handle. The compromise of these devices could have serious
consequences for the security and reliability of the entire network.

We propose a two-step method to identify critical IoT devices. The first
step involves using spatial network type Voronoi diagrams to model the
network topology. These diagrams allow us to divide the network into dif-
ferent regions, each representing an IoT' device. By analyzing the shape
and size of these regions, we can determine the relative position of each
device in the network and its degree of interconnection with other devices.

The second step involves using network centrality to analyze the inter-
actions among devices. The centrality of a device in the network is defined
as its ability to facilitate communications among other devices. The higher
a device’s centrality, the more likely it is to be critical to the operation of
the network.

To measure centrality, we use measures such as degree centrality (which
counts the number of direct connections of a device), closeness centrality
(which measures the average distance of a device to all other devices), and



44 wm Blockchain and Machine Learning for loT Security

betweenness centrality (which measures the number of times a device acts
as an intermediary in communications among other devices).

By combining the information obtained from spatial network type
Voronoi diagrams and network centrality analysis, we can identify critical
IoT devices that need to be prioritized for protection to enhance network
security. This approach allows us not only to take into account the net-
work topology and interactions among devices, but also to consider the
specificities of each IoT environment.

3.5.2 Prioritization of Security Measures

Once the critical IoT devices are identified, security measures must be pri-
oritized to maximize the effectiveness of protection efforts. For this, we
propose an approach based on evaluating the risks associated with each
device and using machine learning-enabled blockchain to make informed
decisions on the security measures to implement.

We begin by assessing the risks associated with each critical device,
considering several factors, such as the device’s vulnerability to attacks,
the sensitivity of the data handled, the potential impact of a compromise
on the network, and the costs associated with implementing security
measures. Risk assessment can be performed using multi-criteria analysis
techniques, such as hierarchical analysis or a preferential ranking method.

Next, we use the machine learning-enabled blockchain to analyze the
risk information and determine the most appropriate security measures
for each critical device. The blockchain offers a decentralized and trans-
parent mechanism for storing and sharing risk information, ensuring that
security decisions are made collaboratively and based on reliable data.
Machine learning can be used to analyze the data from the blockchain
and identify patterns and trends that can help predict potential attacks
and design suitable security strategies.

Risk-based security measure prioritization using machine learning-
enabled blockchain allows the focus of protection efforts on the most
vulnerable critical IoT devices and the optimization of resource use to
enhance the security of the entire network.

3.5.3 Designing Resilient Networks

Resilience is a fundamental characteristic of a secure IoT network. It refers
to the ability of a system to maintain its operation despite disruptions and
to recover quickly after an attack. To create resilient IoT networks, it is
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necessary to apply the principles of network centrality and spatial network
type Voronoi diagrams, as well as blockchain technology.

Network centrality plays an important role in designing resilient net-
works. By identifying the most important, or “central”, nodes in a network,
protection and reinforcement efforts can be prioritized. For instance, an
IoT device that plays a central role in the network, like a router or a data
hub, could be reinforced with additional security measures or duplicated
to ensure redundancy.

Spatial network type Voronoi diagrams can also contribute to resilience
by helping to optimize the network topology. By dividing the network into
cells based on the proximity of IoT devices, the communication distance
between devices can be minimized, reducing the possibility of intercep-
tion or disruption of communications. Moreover, this approach can help
identify areas of the network that are vulnerable to attacks and require
additional protection.

Finally, blockchain technology can enhance resilience by ensuring
transparency and traceability of transactions in the network. By storing
all transactions on a blockchain, an immutable and verifiable record of all
network activities can be created. This makes it much more challenging
for an attacker to alter or falsify data and allows for quick detection of any
attack attempt.

Indeed, designing resilient networks is a complex process that involves
optimizing network topology, identifying and protecting critical devices,
and ensuring complete transparency and traceability of transactions.
By combining the principles of network centrality, spatial network type
Voronoi diagrams, and blockchain, robust and resilient IoT networks
can be created that can withstand attacks and recover quickly in case of
disruption.

3.5.4 Detection and Prevention of Attacks

The detection and prevention of attacks is a final essential step in ensuring
IoT security. Here again, the combination of machine learning-enabled
blockchain, spatial network type Voronoi diagrams, and network central-
ity offers a powerful methodology to identify abnormal behaviors and
quickly intervene to prevent attacks.

Applying spatial network type Voronoi diagrams and network cen-
trality allows observation of communication patterns within the IoT net-
work. This can help identify abnormal or suspicious behaviors that could
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indicate an attack attempt. For example, an IoT device suddenly sending a
large amount of data to another device might be compromised.

Additionally, machine learning-enabled blockchain can enhance attack
detection and prevention by providing a reliable source of information
on device behavior. Machine learning can be used to analyze blockchain
data and develop normal behavior models for each IoT device. These mod-
els can then be used to identify abnormal behaviors and trigger security
alerts.

Furthermore, the blockchain can provide an incident response mecha-
nism that allows for the quick isolation of compromised devices and pre-
vents the attack from spreading. In case of abnormal behavior detection,
the suspect device can be automatically isolated from the network until it
is verified.

Indeed, the combination of these technologies and methodologies
allows for the construction of a robust attack detection and prevention
system, thus enhancing the overall security of IoT systems in smart cities.

3.5.5 Comparison of Our Approach with Existing Methods

Our proposed approach stands out from other methods by its use of a
combination of spatial network type Voronoi diagrams, network central-
ity, and machine learning-enabled blockchain. This approach is highly
effective in enhancing IoT security, network resilience, and data manage-
ment (Table 3.1).

Our approach offers a holistic perspective on IoT security, by combin-
ing several aspects of different existing approaches. Unlike the default
security approach, we don’t focus solely on preventing vulnerabilities dur-
ing design and manufacture, but also incorporate techniques for detecting
and preventing attacks.

Compared to the network management approach, our approach
goes further by using not only network monitoring to detect suspicious
activities, but also blockchain to ensure transparency and traceability of
transactions.

Our approach stands out from behavioral analysis in that we don’t just
use machine learning techniques to detect abnormal behaviors, but also to
identify trends and anomalies in the data.

Unlike the cryptography-based approach, we don’t solely rely on cryp-
tography to secure communications between IoT devices. Instead, we use
a combination of network centrality, Voronoi diagrams, and blockchain to
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TABLE 3.1 Comparison of our approach with existing methods for IoT security
Network
Methods IoT Security Resilience Data Management
Our Approach Uses network Uses a Employs blockchain
centrality, Voronoi combination of to ensure
diagrams, and network transparency and
blockchain with centrality, traceability of
machine learning to Voronoi transactions, and
identify and protect diagrams, and machine learning to
critical devices and blockchain to analyze data and
detect and prevent design resilient identify trends and
attacks. networks. anomalies.
Default Security ~ Prevents vulnerabilities ~ Not specified. Not specified.
from the design and
manufacturing stage,
uses secure
communication
protocols, and
implements strong
authentication and
encryption measures.
Network Monitors and controls ~ May help detect ~ Not specified.
Management network activities to and prevent
identify and block real-time
suspicious or attacks.
malicious activities.
Behavioral Monitors IoT device Not specified. Uses machine
Analysis behavior to identify learning techniques
abnormal or to model the normal
suspicious behaviors. behavior of IoT
devices and detect
deviations from this
normal behavior.
Cryptography Uses cryptography Not specified. Protects sensitive data
techniques to secure against unauthorized
communications interception and
between IoT devices. modifications.
Machine Uses machine learning ~ Not specified. Analyzes network
Learning techniques to detect traffic and identifies

and prevent attacks
on IoT networks.

abnormal behaviors.

design resilient networks that can maintain their operation despite distur-

bances and recover quickly after an attack.

Finally, compared to the machine learning-based approach, our

approach isn’t limited to the use of machine learning techniques for attack
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detection and prevention. We also use blockchain to ensure transaction
transparency and traceability, which enhances data security and reduces
the possibility of attacks.

Furthermore, the default security approach is good for IoT security
but weak in data management. Network management is good for net-
work resilience, but only average in IoT security and data management.
Behavioral analysis is good for data management but weak in network
resilience. Cryptography excels in IoT security and data management, but
is weak in network resilience (Figure 3.1).

The machine learning-based approach is good in all domains, but
not excellent. On the other hand, our approach (Voronoi + Centrality +
Blockchain-ML) is excellent in all aspects, demonstrating superior perfor-
mance in IoT security, network resilience, and data management.

Indeed, our approach leverages the strengths of each of these existing
methods while compensating for their weaknesses, enabling us to provide
a more comprehensive and resilient IoT security solution.

Default
Security

Our Approach
{Voronoi + Network
Centrality + ‘ Management
Blockchain-ML) |\\ |
Machine Behavioral
Learning Analysis
loT Security
N Network Resilience
Cryptography = = Data Management

FIGURE 3.1 Comparison and evaluation of approaches
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3.6 APPLICATIONS AND IMPLICATIONS
FOR VARIOUS SECTORS

3.6.1 Intelligent Transportation

In the field of intelligent transportation, our approach can be used to
enhance the security of communications between connected vehicles and
transportation infrastructures. For example, Voronoi diagrams based on
spatial networks can be utilized to identify congestion areas and criti-
cal points in the transportation network. Network centrality can then be
employed to determine the importance of each vehicle or infrastructure
within the network, while blockchain, enabled by machine learning, can
secure communications and transactions among them.

Applying our approach in the context of intelligent transportation
can yield several benefits. It can enhance the resilience of the transpor-
tation network against attacks and disruptions by enabling rapid and
accurate identification of critical devices and ensuring secure com-
munications. Moreover, it can facilitate better traffic management and
congestion reduction by providing valuable insights into the network’s
structure and operation. Finally, it can contribute to user trust in intel-
ligent transportation systems by guaranteeing data confidentiality and
integrity.

3.6.2 Smart Energy Management

In the domain of smart energy management, our approach can be applied
to enhance the security of energy distribution networks. Voronoi diagrams
can aid in identifying critical elements of the network, such as substa-
tions or transformers, which require increased protection. Additionally,
network centrality can help understand the potential impact of an attack
or malfunction on the rest of the network. Lastly, blockchain, enabled
by machine learning, can be employed to secure energy transactions, for
instance, in the context of microgrids or distributed renewable energy
systems.

Utilizing this approach in the field of smart energy management can
lead to improved resilience and security of energy distribution networks. It
can also facilitate more efficient energy management, such as better coor-
dination between energy producers and consumers. Furthermore, ensur-
ing the confidentiality and integrity of energy transactions can enhance
user confidence in smart energy management systems.
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3.6.3 Smart Healthcare

In the domain of smart healthcare, our approach can be utilized to enhance
the security of connected medical devices and electronic health systems.
Voronoi diagrams can aid in identifying critical devices or systems that
require increased protection. Network centrality can help understand the
potential impact of an attack or malfunction on the rest of the healthcare
system. Lastly, blockchain, enabled by machine learning, can be employed
to secure healthcare data and transactions among different healthcare
stakeholders.

Applying our approach in the field of smart healthcare can result in
a significant improvement in the security and resilience of electronic
health systems and connected medical devices. It can also contribute to
the confidentiality and integrity of healthcare data, which is important
for patient and healthcare professional trust in digital health technolo-
gies. Additionally, it can facilitate better coordination and management of
healthcare, providing valuable insights into the structure and operation of
the healthcare system.

3.6.4 Other Sectors

Our approach can also be applied in other domains such as public safety,
smart agriculture, or intelligent water management. In all these cases, it
can help identify critical devices or systems, understand their roles and
impact on the rest of the network, and secure communications and trans-
actions among them. Potential benefits include enhanced network resil-
ience and security, improved resource management, and increased trust
in IoT technologies.

3.7 DISCUSSION AND IMPLICATIONS
3.7.1 Advantages of the Proposed Approach

The approach presented in this paper offers several significant advantages.
Firstly, it allows for more precise and effective identification of critical
IoT devices in smart cities, which can help prioritize security efforts and
design appropriate protection measures. Secondly, it promotes the design
of resilient IoT networks that can withstand and quickly recover from
attacks or malfunctions. Thirdly, it facilitates the detection and preven-
tion of attacks through the use of machine learning-enabled blockchain
technology.
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3.7.2 Implications for Researchers, Practitioners, and Decision-Makers

This approach has important implications for researchers, practitioners,
and decision-makers in the field of IoT security for smart cities. For
researchers, it provides a new framework for understanding and studying
the security of IoT networks. For practitioners, it offers tools and tech-
niques that can be used to enhance the security of the IoT systems they
design, develop, or manage. For decision-makers, it highlights the impor-
tance of security in the development of smart cities and can inform the
creation of policies and regulations in this area.

3.7.3 Directions for Future Research and Experimentation

While this paper proposes a theoretical approach to enhance IoT security
in smart cities, further research is needed to test and refine this approach
in practice. For example, experimental studies could be conducted to eval-
uate the effectiveness of the approach in different contexts and for differ-
ent types of IoT networks. Additionally, research could be conducted to
explore the challenges and potential solutions associated with the imple-
mentation of the approach, such as privacy and data protection challenges
related to the use of machine learning-enabled blockchain technology.

3.8 CONCLUSION AND PERSPECTIVE

This paper has presented an innovative approach to enhance IoT secu-
rity in smart cities by combining spatial network type Voronoi diagrams,
network centrality, and machine learning-enabled blockchain technology.
The approach aims to identify critical IoT devices, prioritize security mea-
sures, design resilient networks, and detect and prevent attacks. Examples
of applications and implications for various sectors of smart cities have
been discussed, highlighting the potential of the approach to improve the
security and resilience of IoT ecosystems.

While the proposed approach offers many advantages, it also comes
with challenges and limitations. For instance, constructing Voronoi dia-
grams and calculating network centrality can be complex and require
significant computational resources, while the use of machine learning-
enabled blockchain raises privacy and data protection concerns. However,
with proper development and implementation, these challenges can be
effectively managed.

The approach presented in this paper provides a fresh perspective on
IoT security in smart cities and opens up numerous avenues for future
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research and experimentation. For instance, further research could be
conducted to test and refine the approach in various contexts and for dif-
ferent types of IoT networks. Additionally, research could explore other
techniques and methodologies that can be integrated into the approach to
further enhance the security of IoT networks.

Indeed, the approach presented in this paper represents a significant
contribution to IoT security research for smart cities. It offers a solid theo-
retical and conceptual framework, as well as practical methodologies and
techniques, to improve the security and resilience of IoT networks. It also

paves the way for further research and experimentation in this important
field.
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4.1 INTRODUCTION

A blockchain is a form of distributed ledger technology (DLT) that com-
prises linked blocks containing information. All nodes in the network
have access to the same blockchain ledger and database, allowing them
to securely track the movement of funds between nodes. Blockchain and
smart contracts have been identified as major advancements with the
potential to revolutionize every day and business life [1]. Some people have
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expressed concerns about the widespread adoption of blockchain technol-
ogy, believing it to be underdeveloped and too hyped. The remarkable fea-
tures, efficiency, and durability of this technology present a compelling
prospect for many individuals. Its application should be customized to
meet the needs of its users, and several insurance companies are actively
investigating the potential benefits of integrating blockchain technology
into their sector [2].

Over a decade ago, the first utilization of blockchain emerged, which
entailed a shared database for transactions within a decentralized network.
This implies that all individuals can store all transactions in one central-
ized location [3]. Distributed computing could be a beneficial option for
individuals who are unwilling to rely on a single person or organization.
They can collaborate autonomously without requiring assistance from
anyone else.

Over the past few years, there has been a notable surge in the adoption
of Internet of Things (IoT) devices worldwide. The reasons behind this rise
include the need for faster and more efficient production methods in the
global market, the desire to improve military capabilities, and the trend
towards creating “smart” environments like smart cities, smart factories,
and smart homes. Despite the numerous benefits offered by Internet of
Things (IoT) devices, they also bring about certain drawbacks. These draw-
backs encompass the generation of large amounts of data, considerable
energy usage, and vulnerabilities related to trust issues arising from cen-
tralized control by an administrator who holds the power to manipulate
or disrupt the system. IoT devices gather data about themselves and their
surroundings, which they send to a central server. However, blockchain
technology has emerged as a way to address these potential weaknesses
and risks by enabling secure and trustworthy data exchange between IoT
devices or with a cloud server.

Nakamoto, the individual behind Bitcoin, introduced the first crypto-
currency that utilizes DLT, commonly known as blockchain. Since then,
this innovative technology has found its place in the Internet of Things
(IoT) sector, enabling internet-connected smart devices to utilize a secure,
immutable, and auditable network. Blockchain functions as a decentral-
ized ledger, ensuring the safety, verification, and recording of all peer-to-
peer transactions in a swift, secure, and transparent manner. One of the
key benefits of employing blockchain technology is that it enables two par-
ties to engage in secure online transactions without the need for a trusted
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middleman. Consequently, transaction costs are reduced compared to tra-
ditional methods that rely on such intermediaries.

The number of connected 10T devices is expected to reach 16.44 billion
by 2025 and 25.44 billion by 2030, driven by the increasing reliance on
smart devices [4]. This growth is set to have a significant impact on the IoT
market, and blockchain technology is predicted to play a transformative
role. Several vendors are currently working on developing new platforms,
tools, and techniques to leverage the security and transparency advan-
tages of blockchain. However, blockchain platforms alone are unable to
handle the vast amount of data generated. As a result, in many cases, a
separate data warehouse is needed to store the extensive data that cannot
be directly accommodated on the blockchain platform. This data ware-
house can take the form of a cloud data warehouse or a traditional central
database management system. Cloud data warehouses are particularly
favored due to their scalability and advanced functionalities. Notably,
there has been an increase in the development of blockchain applications
and platforms that leverage cloud storage solutions.

4.2 LITERATURE REVIEW BASED ON THE COMBINATION
OF BLOCKCHAIN AND THE INTERNET OF THINGS (10T)

Kamalendu Pal et al. [1] introduced a blockchain-driven framework for
IoT applications, showcasing the utilization of distributed data manage-
ment to facilitate transaction services in a supply chain network involving
multiple parties within the textile industry. They proposed a hybrid archi-
tecture for enterprise information systems that integrates IoT applications
with a blockchain-based distributed ledger, enabling transaction services
within a global apparel industry network that involves multiple parties.
Furthermore, they presented a research proposal discussing the potential
impact of blockchain technology on important components of IoT sys-
tems and laying the foundation for future research endeavors.
Manojkumar Vivekanandan et al. [2] introduced BIDAPSCASG, an
innovative authentication protocol for IoT devices in smart city applica-
tions. This protocol takes advantage of 5G technology and is built upon
a Blockchain framework. It efficiently manages the registration of IoT
devices by implementing a private blockchain. Notably, it offers supple-
mentary functionalities like authentication based on device location,
registration and revocation of Internet of Things Devices (IoTD) using
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blockchain, device-level anonymity for IoT'Ds, thorough security analy-
sis utilizing the Random Oracle Model (ROM), and informal security
analysis.

Ashutosh Dhar Dwivedi et al. [3] investigate the integration of block-
chain technology into a network of healthcare applications. Their aim is
to ensure the secure and confidential use of patient health data in order to
provide important alerts to verified healthcare providers. The study high-
lights the main challenges faced by the IoT and blockchain in achieving
effective collaboration. The proposed approach combines blockchain and
IoT to address most privacy and security concerns, taking into account
the limitations of IoT'Ds with limited resources. Additionally, the authors
introduce a blockchain-based security solution that is specifically designed
for certain IoT systems, including remote patient monitoring systems.

Ashutosh Dhar Dwivedi et al. [4] tackled the issue of network scalabil-
ity by implementing a decentralized blockchain network. They utilized
the Raft consensus algorithm to enhance the blockchain’s capacity for
handling transactions. Privacy emerges as a major concern in Internet of
Things (IoT) networks. The scholarly paper explored the potential applica-
tions and industrial utilization of IoT'Ds enabled by 5G technology, span-
ning various areas such as supply chain management, e-voting, industry
5.0, and smart homes. The authors also identified significant hurdles in
integrating blockchain and IoT devices, including the need for scalable
storage and throughput, network scalability, and privacy. They conducted
a thorough examination of each proposed solution aimed at overcoming
these challenges and successfully merging the two systems.

Naser Hossein Motlagh et al. [5] investigated the diverse applications
of IoT across all stages of the energy supply chain, including energy gen-
eration, energy grids, and end-use sectors. Their objective was to offer a
comprehensive understanding of how IoT contributes to optimizing the
energy system for energy policymakers, economists, and managers. The
researchers also analyzed the obstacles involved in implementing IoT in
the energy industry, which encompassed areas such as managing big data,
resolving connectivity issues, addressing uncertainty, integrating subsys-
tems, ensuring security and privacy, and meeting the energy requirements
of IoT systems. Moreover, they underscored the importance of standard-
ization and architectural design within this context.

Norah Saleh Alghamdi et al. [6] proposed the utilization of K-means
clustering and linear network coding in WSN with IoT devices enabled
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by blockchain technology. The K-means clustering method is employed to
choose cluster heads based on factors such as energy usage and proximity
to the base station. The authors assessed the proposed model by consid-
ering metrics such as the number of active nodes, packet delivery ratio,
throughput, energy consumption, and dependability.

Rajasekhar Chaganti et al. [7] created a smart-farm security monitor-
ing system that utilizes cloud technology. Its main purposes are to moni-
tor sensor anomalies and device status effectively and to prevent security
attacks by analyzing behavioral patterns. Additionally, they incorporated
a blockchain-based smart contract application to securely store informa-
tion about security anomalies and ensure that similar attacks are avoided
in neighboring farms.

Marah R. Bataineh et al. [8] introduced a technique that addresses the
challenges arising from limited IoT resources when implementing block-
chain mining in IoT systems. The researchers suggested an approach that
combines an Ethereum Blockchain infrastructure with a rich-thin client
IoT model. The success of this approach hinges on the efficient distribu-
tion of workload among the available resources. To improve the system’s
overall performance, resource utilization, data privacy, and security, the
team devised a collaborative healthcare management solution known as
ERTCA. This solution leverages the integration of IoT and blockchain
technologies.

Ali Hassan Sodhro et al. [9] put forth a preliminary secure framework
and algorithm for an IoT system that incorporates blockchain technology.
Moreover, they employ an advanced security algorithm based on block-
chain for IoT systems, aiming to guarantee both security and efficiency
throughout the entire process. The algorithm they propose makes use of
a mechanism that manages random initial and master keys, effectively
safeguarding sensitive industrial environments from eavesdropping and
unauthorized access.

Rajani Singh et al. [10] introduced an IoT blockchain system that relies
on sensors to monitor and trace the movement of medicines throughout
the supply chain. The utilization of blockchain and IoT sensors has a sub-
stantial impact on supply chain management. However, it also presents
novel security concerns for IoTDs with limited resources and challenges
related to the scalability of blockchain in handling the data generated by
IoT sensors.
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4.3 APPLICATIONS OF BLOCKCHAIN AND
THE INTERNET OF THINGS (10T)

4.3.1 The Combination of Blockchain and the Internet
of Things (loT) for Al (Artificial Intelligence)

The essential components of AI technology include data, algorithms,
and computing power. Effective algorithm training requires a significant
amount of computing power, which in turn requires a large volume of data
for building classification models. In the current era of big data, data can
be obtained from a variety of sources, such as sensors, IoIDs, and social
media platforms. However, this poses the risk of multiple parties own-
ing the same data, which can cause various issues[11]. For instance, rely-
ing solely on data from a single source or stakeholder to train AI models
can be expensive or unfeasible. Moreover, consolidating data processing
in one central location can pose significant risks in case of any mishaps
or failures. Furthermore, data from multiple sources can be disorganized
and of varying quality, which can make it challenging to create effective
models[12].

4.3.1.1 Data Sharing

To be effective, Al requires a significant amount of data, particularly high-
quality data that can improve its classification results. However, trust can
be difficult to establish among those who own the training data. The pro-
cess of verifying and validating data can be challenging, and there may
be instances where individuals purposely provide malicious data for vari-
ous reasons. Blockchain has been utilized in the past to address similar
trust issues in data markets. This new platform enables communication
and collaboration between providers of IoT and Al solutions. It facilitates
user registration, data search, purchasing, payment, and feedback submis-
sion via a smart contract. By utilizing a Private Data Center (PDC), users
have control over their data and can make informed decisions on how they
want to utilize it.

4.3.1.2 Preserving Privacy

Maintaining privacy is a significant concern, as users risk compromising
their information when sharing data. The acquisition of personal infor-
mation from a large corporation is problematic since it can be exploited.
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Deep LinQ, a distributed, multi-layer ledger, has the potential to safeguard
shared data privacy. However, blockchain technology, despite its potential
utility, is not suitable for storing medical information due to its need for
efficiency and complete decentralization. The branch layer of Deep LinQ
is tailored to meet the requirements of its users.

4.3.1.3 Decentralized Intelligence

Amidst the speedy expansion of the IoT, a great deal of information about
it has been generated. An Al service such as Siri can assist in uncover-
ing patterns and models from the vast amount of IoT data available. The
proliferation of IoT and edge computing devices necessitates the sharing
of data to facilitate the prediction and analysis of future events. To achieve
this, individuals must initiate actions like intelligent monitoring, cross-
regional monitoring, and data sharing.

4.3.2 The Combination of Blockchain and the

Internet of Things (loT) for Environments

The extensive utilization of telecommunications technology has led to
a wide array of products and services being employed by individuals
and businesses. The consequences of these shifts in telecommunica-
tions services are far-reaching and affect multiple areas, including
data measurement, fax transmission, teleconferencing, computer-to-
computer communication, software-defined networking (SDN), and
electronic healthcare. Moreover, the Telecommunications IoT has
emerged as a significant market in recent years, with advanced com-
munication systems such as satellite communications, 5G technology,
and mobile communications incorporating this technology. One such
system is the Smart IoV, which benefits from improved communica-
tion and connectivity between these technologies. As the telecom-
munications IoT market continues to evolve, there is growing interest
in the digital changes that will occur and how telecommunications
can facilitate them. The IoT allows for the effortless connection of
smart devices without human intervention [13], while the Wireless
Body Area Network (WBAN) consists of a set of intelligent devices
that communicate independently with each other. Data is collected by
mobile devices and then sent to access points, facilitating communica-
tion between devices.
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4.3.3 The Combination of Blockchain and the Internet

of Things (loT) for Intelligent Agriculture

The blockchain consists of multiple nodes, each of which maintains its
own distributed ledger. These ledgers can be accessed and updated simul-
taneously by many nodes, which collectively maintain the system. Because
all nodes share the same ledger, there is no need for intermediaries to ver-
ify transactions, making the system decentralized and secure. Blockchain
technology can be applied in various areas such as food, raw materials,
music, data, and apps. Once a transaction is added to the ledger, it can-
not be removed or altered due to encryption. This makes the blockchain a
trustworthy and reliable source of information in the network [14].

4.3.4 The Combination of Blockchain and the

Internet of Things (loT) for Smart Grid

In the past, individuals who owned small businesses and homes couldn’t
purchase the necessary equipment to produce electricity, so they relied on
a nearby power plant that transmitted electricity through the power grid
and paid for the service. However, with the emergence of new technology,
obtaining and disseminating electricity has become more accessible and
cost-effective through automation and alternative energy sources such as
solar, wave, and geothermal power. Nevertheless, the process has changed
significantly from before [15-18].

4.3.5 The Combination of Blockchain and Internet of

Things (loT) for Smart Homes and Other Appliances

The Internet of Things (IoT) has become increasingly popular as more
devices are integrated into our daily lives, leading to economic growth.
However, concerns about the long-term security of the country have been
raised. To address this, it is suggested that each IoT node should have more
power rather than relying on a central server or person.

The IoT allows mobile devices to be connected and controlled remotely
through the internet, with sensors providing information about their
environment. Smart home devices like TVs, washing machines, air con-
ditioning units, and lights are commonly used to monitor homes and
appliances. IoT networks constantly exchange data, which is stored in a
database on a server or the cloud, with no human involvement. This data
can be sent to private blockchain ledgers through the IoT, ensuring tam-
per-proof transactions that are visible to others. People can also access the
IoT and blockchain networks using this approach.



64 m Blockchain and Machine Learning for loT Security

Most published works center around the application of smart contracts
within an IoT framework based on blockchain technology, aiming to guar-
antee the security and privacy of devices. The proposed methods are both
lightweight and decentralized, removing the requirement for cooperation
in order to maintain device security. Essentially, the articles elucidate the
process by which multiple entities can mutually commit to written agree-
ments [19-23].

Ethereum is a type of blockchain that operates in a decentralized man-
ner, serving as an open-source platform and facilitating the implementa-
tion of smart contracts. Its primary purpose is to facilitate the creation
of smart contracts that execute specific tasks on the internet. Ethereum
is widely regarded as the best blockchain platform and can be applied to
various use cases, such as smart homes. For example, multiple individuals
can use the same devices and services in a smart home. In order for this to
happen, it is necessary for all devices to establish a connection with a cen-
tral IoT hub, which will bring them together and integrate their function-
alities. It is essential to record each transaction quickly on the blockchain
for universal access. Moreover, there is a need for a smart home IoT hub to
store tokens for future use.

4.3.6 The Combination of Blockchain and Internet
of Things (loT) for Smart Transportation
Over the past few decades, there has been a significant migration of peo-
ple to urban areas, primarily driven by the availability of better employ-
ment opportunities and educational systems. Improved amenities such as
transportation, communication, and other services have contributed to
the overall livability of cities. The concept of a smart city aims to enhance
the quality of life and living standards of people by leveraging the power
of the internet and modern technology to address urban challenges. Smart
cities rely on sensor data to gain insights into various aspects of city life at
different times and locations. Efforts are underway worldwide to establish
such well-connected and technologically advanced cities. The utilization
of cloud computing, Industry 4.0, and the IoT is integral to the function-
ing of smart cities. However, the use of these new technologies can lead
to potential issues with data, services, and applications in smart cities
[24-26].

Each block in the blockchain contains information or a transaction that
is time-stamped, making it impossible to alter. This feature ensures that
the blockchain is a secure and reliable environment for users. Consensus
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algorithms that can be implemented on low-power computers are scarce,
and mining allows each node to participate in the decision-making pro-
cess. However, mining requires significant computer power. Existing
security and privacy methods are insufficient for intelligent transporta-
tion systems. Despite the potential for enhancing efficiency and reducing
expenses, blockchain technology faces various challenges and constraints
that limit its widespread adoption in numerous industries [27].

It is important to note that blockchain technology should be utilized
to replace existing systems that are both time-consuming and costly. DLT
has already been employed in communication systems to efficiently man-
age large amounts of data through separate accounts. Hence, to tackle this
problem, a particular blockchain solution is necessary, and that’s why a
suggestion has been made for a self-governing, interconnected, electric,
shared vehicle system without fixed docking points. This system can oper-
ate alongside the blockchain platform. In a technologically advanced city,
there are various possibilities for implementing transportation systems,
like allowing individuals to make payments for transportation through
a unified interface while simultaneously accessing shared services. The
use of an intelligent transportation system app can also assist individu-
als and businesses in making informed decisions about where to go and
how to navigate the road network efficiently. Additionally, an intelligent
transportation system can track micro-mobility in the city and monitor
public transportation usage, thereby enhancing the overall efficiency of
the transportation system [28].

4.3.7 The Combination of Blockchain and the Internet

of Things (loT) for Banking and Finance

The secure sharing of financial information is made possible by storing
it on a distributed ledger. The adoption of blockchain technology in the
financial sector is motivated by its decentralized nature, unchangeable
records, streamlined processes, cost-efficiency, and enhanced security. It
is anticipated that this technology will bring about substantial transfor-
mations to the industry within the coming years. Banks must make efforts
to decrease the number of individuals engaged in transactions. Banks
have allocated greater resources and efforts towards large-scale projects
compared to other industries. Given the characteristics of blockchain
technology, there is a keen interest in investing in startups that incorpo-
rate this technology. Numerous other enterprises are also adopting block-
chain technology, and certain individuals have initiated the process of
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patenting their systems based on blockchain [29]. It is crucial to facilitate
banking operations and reduce settlement costs for blockchain compa-
nies. Legislators should be trained to make use of these new solutions.
It would be more precise to clarify if Bank of America is filing patents
for blockchain technology in general or for particular applications. DBS
and Standard Chartered Banks are collaborating with Ripple on a trade-
finance initiative aimed at optimizing invoice monitoring and preventing
redundancy [30], [31]. Financial institutions are interested in investing in
and using blockchain technology for several reasons, including:

Decentralization: Blockchain technology allows for a decentralized net-
work, which eliminates the need for a central authority and reduces the
chances of fraudulent activities.

Security: Blockchain technology provides a high level of security because
it uses advanced cryptographic techniques, making it difficult for hack-
ers to compromise the network.

Efficiency: Blockchain technology enables faster and more efficient trans-
actions by eliminating intermediaries, reducing processing times, and
minimizing errors.

Immutability: Once data is recorded on the blockchain, it cannot be
altered or deleted, ensuring transparency and accountability.

Cost-effectiveness: Blockchain technology reduces costs by eliminating
intermediaries and reducing the need for manual processes, which can
lead to significant savings for financial institutions.

4.3.8 The Combination of Blockchain and the Internet of Things (loT)
for Smart Logistics and Customer Relationship Management (CRM)

In Smart Logistics, IoIDs can provide up-to-the-minute information on
the location, condition, and status of goods in transit, while blockchain
technology can securely record the movement of these goods through the
supply chain. This combination can increase transparency, efficiency, and
accuracy in logistics management, ultimately leading to reduced costs and
greater customer satisfaction [32].

For CRM, blockchain technology can create a transparent and secure
record of customer interactions and transactions, while IoTDs can pro-
vide valuable data on customer behavior, preferences, and needs. This can
enable businesses to offer personalized and targeted marketing, as well as
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more efficient and effective customer service. Taken together, the integra-
tion of blockchain and IoT offers businesses a powerful tool to enhance
their logistics and CRM capabilities, resulting in greater efficiency, cus-
tomer satisfaction, and profitability [33-35].

4.3.9 The Combination of Blockchain and

Internet of Things (loT) for Smart Energy

The use of blockchain and the IoT can bring about a significant transfor-
mation in the energy sector through Smart Energy applications. By lever-
aging IoT sensors and devices, real-time energy usage and production data
can be collected and shared across a decentralized blockchain network.
This can enhance energy production and usage efficiency, leading to more
precise and targeted energy resource management. Moreover, blockchain
technology can facilitate secure and transparent energy trading between
users on a peer-to-peer basis, bypassing traditional energy providers as
intermediaries. This can result in cost savings for consumers and a more
decentralized energy market. In summary, the combination of blockchain
and IoT has promising implications for the development of Smart Energy
systems that can lead to greater sustainability and efficiency in the energy
sector [36-40].

4.3.10 The Combination of Blockchain and the Internet of

Things (loT) for Artificial Intelligence (Al)-Based Security

The combination of blockchain and the Internet of Things (IoT) can have
a significant impact on artificial intelligence (AI)-based security. By using
IoT devices and sensors, real-time data can be collected and analyzed with
AT algorithms to identify and respond to security threats. Blockchain
technology can provide a secure and transparent record of these security
events, enabling the detection and prevention of future threats. The decen-
tralized nature of blockchain technology can also prevent single points
of failure, making it harder for attackers to compromise the network,
while ensuring data privacy and ownership. Overall, the integration of
blockchain, IoT, and Al-based security presents an exciting opportunity
to create advanced and secure systems, enhance data privacy, and improve
overall cybersecurity [41-55].

Connecting internet-enabled devices, machines, and people in the IoT
is a common practice since each device has a unique address that allows
it to send data automatically to the web. However, this practice is not safe
as IoT applications cannot be kept secure due to their connection to the
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internet. Al technology has the potential to address the security con-
cerns associated with utilizing blockchain technology, including Bitcoin,
Ethereum, and smart contracts, to regulate, oversee, and safeguard IoT Ds.
By ensuring the confidentiality, integrity, access control, authentication,
non-repudiation, and other aspects of data, Al can mitigate the existing
security risks involved.

The use of IoT apps has become widespread in various fields, including
healthcare, transportation, and weather forecasting. In healthcare, body
sensors and physiological data are collected to provide medical attention
to disabled people, and it is crucial to maintain the privacy of medical
information in these IoT apps [7], [56].

Data integrity in IoI networks pertains to the degree to which
data remains intact and unaltered. To ensure secure communication,
cryptographic algorithms like Rivest-Shamir-Adleman (RSA), Advanced
Encryption Standard (AES), and Triple Data Encryption Standard (TDES)
are employed. However, data integrity can be a problem in IoT apps.

Access control measures are crucial to guarantee that only authorized
individuals can gain entry to resources within IoT networks. Blockchain
technology is used to address this issue, and Bitcoin’s quick transfer fea-
ture enables efficient access control.

Non-repudiation is a security measure that ensures a device connected
to the Internet cannot deny its participation in a transaction. In the realm
of IoT applications, techniques such as digital certificates and trust anchors
embedded in hardware are employed to guarantee non-repudiation and
strengthen security. It is essential to establish strong non-repudiation for
users in order to effectively control their access to IoT applications, as
merely securing all IoT applications is not enough.

4.4 BLOCKCHAIN FOR INDUSTRY 4.0

The utilization of blockchain technology has the ability to bring about
a significant change in Industry 4.0 as it offers a secure and transparent
approach for recording, preserving, and exchanging data. By leveraging
its DLT, it is possible to establish a decentralized system where transac-
tions and data can be validated and confirmed without the requirement
of intermediaries. This, in turn, can improve the management of supply
chains, enhance traceability, and decrease instances of fraud and errors.
Additionally, the use of smart contracts on the blockchain can automate
and simplify processes leading to increased effectiveness and reduced
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costs. Blockchain technology also creates opportunities for developing
new business models and sources of revenue through decentralized mar-
ketplaces and tokens. On the whole, blockchain technology has the poten-
tial to alter the way businesses function in Industry 4.0 and the future [57].

The industrial history can be categorized into four stages: Industry 1.0
(the Industrial Revolution), Industry 2.0 (the Technological Revolution),
Industry 3.0 (the Digital Revolution), and Industry 4.0 (the Fourth
Industrial Revolution). These stages were marked by the creation of vari-
ous technologies that changed the manufacturing industry and resulted
in significant societal changes, like the expansion of urban areas and the
rise of the service sector. Industry 4.0 aims to establish intelligent factories
utilizing digital technologies to enhance efficiency, adaptability, and per-
sonalization in response to dynamic market needs.

Smart Solutions: Intelligent products and services have the ability to
facilitate novel business models and value propositions.

Smart Products: Innovative ideas can now be created and shared beyond
the boundaries of organizations through the development of smart
products.

Smart Supply Chains: Digital technologies and cyber-physical systems
allow for the creation of supply chains that are both highly integrated
and automated.

Smart Factories: Utilizing cyber-physical system integration and decen-
tralized production control allows for a higher degree of self-organiza-
tion and optimization of processes.

The approach to Industry 4.0 is centered on the use of blockchain technol-
ogy as a versatile platform that can support multiple industries, includ-
ing manufacturing, food, pharmaceuticals, healthcare, and creative
industries. This is achieved by creating trusted and interconnected net-
works that eliminate the need for intermediaries. By “distributing trust”
among participants, Blockchain allows for the development of new busi-
ness models in manufacturing. The technology’s disruptive potential has
already been demonstrated in the financial sector, where it has challenged
traditional broker activity by facilitating fast and secure verification of
information without human intervention. In addition to financial and
professional services, such as property and legal services, Blockchain has
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the potential to serve as a technology capability platform for all industrial
applications.

Healthcare: The implementation of blockchain technology in health-
care can facilitate the creation of a comprehensive medical record for an
individual that spans their entire life. Permissioned blockchains can be
utilized to ensure confidentiality and privacy by establishing agreements
among parties. Through this, authorized parties can access relevant infor-
mation and transactions as required while safeguarding the privacy of
patients and medical professionals.

Education: To combat fraudulent certifications and streamline record-
keeping for students and alumni, educational institutions are turning to
blockchain technology. The conventional method of using paper-based
certification systems is vulnerable to fraud and loss. With the increasing
number of people using digital and mobile platforms, a centralized data-
base of credentials and achievements has become necessary.

Government: Governments are investigating the possibility of utilizing
blockchain technology to improve their services to the public and stream-
line administrative processes. The decentralized structure of distributed
ledgers presents unique possibilities for governments to enhance trans-
parency, prevent fraudulent activities, and promote confidence among
citizens. Through the use of Blockchain to document transactions, gov-
ernments may discover fresh approaches to attaining these objectives.

Logistics/Transportation: The application of blockchain technology in
the logistics, transportation, and supply chain industries has the potential
to bring about significant advantages in terms of cost savings and time effi-
ciency. By utilizing blockchain, it is possible to monitor the movement of
products and transactions in a new and innovative way, while also provid-
ing performance tracking throughout the entire lifecycle of the product.
Furthermore, blockchain technology can enable responsible procurement
practices that are considerate of environmental and social factors.

4.5 THE COMBINATION OF BLOCKCHAIN AND THE
INTERNET OF THINGS (IOT) FOR SOCIETY 5.0

Recent technological advancements, such as the IoT, Al and robotics,
have emerged as influential forces impacting both the economy and
society. These developments aim to improve business competitiveness
and increase individuals’ understanding of their own requirements.
The significance of data and these novel technologies, stemming from
the Fourth Industrial Revolution, is widely acknowledged by many
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individuals as a means to tackle societal issues like declining birth
rates, aging populations, and environmental and energy-related con-
cerns [57].

Society 5.0 places humans at the center and aims to create a collabora-
tive ecosystem where people, IoTDs, and systems work together. The goal
is to leverage IoT data and utilize AI to share it globally. However, the
success of Society 5.0 relies on addressing challenges related to data con-
trol, misuse, and ownership. Big companies like Google, Apple, Facebook,
and Amazon have amassed vast amounts of data, raising concerns about
monopolizing and misusing that data. This monopoly hinders small
and medium-sized businesses from utilizing data for innovative pur-
poses. In the digital age, it’s crucial to share data for the collective benefit
while establishing clear protocols for responsible usage and ownership.
Blockchain technology provides a transparent ledger where transaction
records, ownership details, and commitments can be securely stored.
Platforms like Ethereum exemplify blockchain’s capabilities by enabling
the creation of digital smart contracts, facilitating the execution of sig-
nificant legal actions based on predefined agreements. Unlike centralized
data monopolies, public blockchain data is accessible to all, ensuring a
more open and inclusive approach.

4.6 CONCLUSION

The revolutionary blockchain technology has garnered considerable
attention from researchers and businesses alike. However, the exten-
sive media coverage surrounding blockchain can make it challenging to

make an unbiased investment decision in this field. Businesses are taking
a risk by adopting blockchain, not because they believe it is fully ready
for implementation in society and companies, but rather out of curios-
ity. Nevertheless, progress has been made in developing new architectures
that enhance security and data transparency. In the context of smart agri-
culture, blockchain-based solutions utilize unified smart home resource
services, where users need to verify their identities through smart con-
tracts. This approach enables faster and safer utilization of services while
eliminating the need for repetitive authentication. Intelligent cities aim to
enhance the quality of life for residents through innovative and advanced
services. However, it is crucial to recognize that diverse methods of col-
lecting, storing, processing, and analyzing data can create vulnerabilities.
Factors such as the Internet of Things (IoT), cloud computing, and social
media could potentially lead to unauthorized access to smart city data and
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applications in the future. This vulnerability poses a risk to the security
of sensitive information, emphasizing the need for resolution. Blockchain
technology is increasingly being employed across various sectors, includ-
ing IoT, healthcare, and finance, giving rise to new markets. Companies
are leveraging this technology to gain a competitive edge and address
their present and future needs.
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CHAPTER 5

Security Issues
in Internet of
Medical Things

Souhayla Dargaoui, Mourade Azrour, Jamal
Mabrouki, Ahmad El Allaoui, Azidine Guezzaz,
Said Benkirane, and Abdulatif Alabdulatif

5.1 INTRODUCTION

The concept of the Internet of Things (IoT) refers to a set of devices that
have various abilities, like the sensing and collecting of data, processing
and analyzing collected data, and communicating with each other via the
internet or other communication networks [1]-[11]. Furthermore, the IoT’s
central intention is to be adept at setting up, controlling, and intercon-
necting, at the same time, devices or objects that are typically never con-
nected to the internet, for example, thermometers, fridges, TVs, irrigation
pumps, vehicles, electric meters, agriculture smarter, medical devices, and
so on. Hence, 10T is deployed in various domains [12]-[15].

Recently, the COVID-19 outbreak has further accentuated the necessity
of developing smart health systems that provide prevention, remote diag-
nosis, and treatment [16]. The new advanced health services are not merely
a refinement of technology; in fact, they are a universal and multilevel
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revolution in the health sector. Such services are founded on emerging
new technology, including the cloud, the IoT, deep learning, machine
learning, blockchain, and big data [17]-[22].

In healthcare applications, the IoT is known as the Internet of Medical
Things (IoMT). Hence, it involves medical devices which are connected to
patients in order to detect medical parameters. That information is then
shared with healthcare operators [23], [24]. Thanks to the IoMT, many
medical devices and applications can communicate via the internet, and
this development has altered healthcare notions in recent years. Across the
medical sector, wearable IoT devices (IoTDs) have helped to lead the way
into the era of smart health services. Accordingly, they have supported
patient health monitoring in a safe manner as well as enhancing existing
hospital infrastructures.

However, the deployment of the IoMT has revealed various challenges
and issues such as medical device heterogeneity, the complexity of medi-
cal applications, device storage and processor performance, network
resource limitations, real-time data processing, low-power devices, secu-
rity, and data confidentiality. Besides, authentication is a prime security
service that must be assured in any medical system. Hence, in this paper,
we review the security and privacy solutions, especially the authentication
methods that are used for IoT-based healthcare systems.

The remainder of this paper is organized as follows. Section 5.2 pres-
ents related works. In Section 5.3, we give some details about background
information. Section 5.4 discusses the security exigencies in smart health-
care systems. In Section 5.5, we present an authentication protocol clas-
sification. Finally, Section 5.6 concludes the paper.

5.2 RELATED WORKS

Over the last few years, loMT-based healthcare solutions have received
much attention from many researchers. Considering the large personal
data flows generated by such networks, data security becomes a key chal-
lenge ahead of their deployment. In this regard, several authentication
and key accord protocols have been suggested to guarantee confidentiality
and security in IoMT environments. Maria Papaioannou et al. presented
a “Survey on Security Threats and Countermeasures in the Internet of
Medical Things” [25]. The paper presents at first a classification of con-
fidentiality threats to edge networks in terms of the security service tar-
geted; secondly, it provides a classification of security measures for attacks
that occur in the IoMT edge network environment. Mudassar Mushtaq et
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al. published a paper with the purpose of introducing some threats that
target [oMT environments [26]. R. Somasundaram et al. [27] provided a
review that summarizes all confidentiality challenges related to the IoMT
and several countermeasures for these issues. The paper analyzes many
issues to identify several risk factors. The experimental results prove that
Distributed Denial of Services is the most dangerous attack in IoMT net-
works. Amsaveni Avainashiappan et al. [28] provided a chapter that pres-
ents an overview of security attacks and issues in the IoMT, then they
provide several proven solutions which can be implemented to improve
confidentiality in such environments. Neha Garg et al. [29] provided a
comprehensive review of security challenges in loMT-based smart health-
care. At first, they present several [oMT communication architectures.
Additionally, they highlight IoMT confidentiality requirements and pro-
vide an adversary model of IoMT communication. They also suggest a
simple taxonomy of security schemes and provide a detailed comparison
study between several protocols in terms of various parameters, such as
computational cost, communication cost, and security services.

5.3 BACKGROUND
5.3.1 Healthcare 4.0

The German manufacturing industries consolidated the competitiveness

of their sector in 2011 by supporting a new concept, thanks to the par-
ticipation of innovators from different fields such as medicine, academia,
and industries. The concept was named “Industry 4.0” at the first edition
of the Hannover Trade Fair. The German government has been very sup-
portive of this concept, considering that Industry 4.0 will develop in the
coming years [30]. Hence, Industry 4.0 has established a new model for
the manufacturing industry (Figure 5.1). Since then, emerging technolo-
gies such as data digitizing, data visualizing, business intelligence, and
machine learning are booming. A similar situation has happened in the
healthcare industry as well, particularly as it is now on the verge of a foun-
dational change in the new age with the emergent usage of intelligent and
interconnected healthcare-related devices [31].

In addition, Healthcare 4.0 identifies several key challenges and oppor-
tunities in applying robotics together with automated, novel processes to
revolutionize the current pharmaceutical systems, the IoT, and embedded
daily networks to empower and reinforce data for generating enhanced
healthcare implications for people [32].
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FIGURE 5.1 Healthcare capabilities
5.3.2 loT-Based Healthcare

Recently, the usage of IoT design, especially when it is implemented in the
manufacturing sector, is largely called IoT 4.0. It can actually be viewed
as moving past the IoT, whether that means the addition of baseline
infrastructures in conjunction with the specifics of manufacturing and
other logistics, or alternatively, it means the inclusion overlay of IoT capa-
bilities on existing automated processes, with some new opportunities as
a consequence [33]. Certainly, healthcare has emerged as being among
the most attractive domains for applying the IoT [34]. The successful
implementation of such an ecosystem model is remodeling the concept of
healthcare, showing great technological, business, and life opportunities.
Therefore, the IoT is probably the main enabler of distributed healthcare
applications [35], [36], significantly helping to decrease the aggregate cost
of healthcare as well as increasing health outputs, although behavioral
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changes to the system stakeholders are needed. Besides, the advancements
in Wireless Sensor Network (WSN) and the associated enhancements
in terms of performance significantly promote real-time monitoring of
human physiological metrics. Consequently, [oMT facilitates chronic ill-
ness treatments, allowing earlier diagnoses and managment of medical
emergency situations [23], [37-39]. In these terms, embedded devices,
wearable devices, and imaging devices are essential to facilitate the
deployment of the IoT in healthcare. Nevertheless, despite the great
advancement of IoT applications in healthcare systems, many challenges
and issues are waiting for novel solutions. Accordingly, in Section 5.2.2,
we discuss some challenges and issues that appear after the deployment
of the IoT in healthcare.

5.3.3 Challenges and Issues

5.3.3.1 Interoperability and Standardization Protocols

Indeed, there are many standards which can be used to implement vari-
ous applications developed by the different industries. More than that, the
interchange of a variety of datasets results in a large dataset in the IoMT
environment. This diversity among the various devices and acquired data
from multiple sources restricts the scale of usage, which is driven princi-
pally by interoperability between the operators. Hence, interoperability
is a challenge because the exchange and sharing of data between various
IoMT systems that have dissimilar specifications becomes problematic.
As a result, the ensuing standards for such systems become important,
particularly in those applications that allow for interorganizational cross-
platform systems.

5.3.3.2 Privacy and Security

One of the major difficulties and challenges in implementing the IoMT is
to ensure an adequate cybersecurity system. Hence, maintaining the con-
fidentiality and privacy associated with the overwhelming volume of per-
sonal health data shared between devices is always an ongoing challenge.
Usually, healthcare, and its related data security in an IoMT cloud-based
healthcare environment, is provided by using a deterministic algorithm
and a symmetric key that encrypts data in blocks. Recently, blockchain
technology has been used to address security and privacy concerns, as well
as to prevent the introduction of personal information while increasing
storage capacity. Table 5.1 illustrates some security threats.
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TABLE 5.1

Security threats

Attacks
Type

Active
attacks

Active
attacks

Passive
attacks

Description

This type of attack is mainly
designed to perform harmful
activities against the
operating system, causing
damage or disturbance to the
legitimate users’ services.
These attacks violate both the
system’s confidentiality and
integrity.

Attacks when an opponent
attempts to deny or repudiate
the actions that they have
taken. In other words, it refers
to the capability of
communicating parties to
deny the authenticity of their
signature on any document or
the transmission of a message
that they initiated.

This type of attack doesn’t have
any influence on the system
resources and can't change
data, however, it's dangerous
for confidentiality and
privacy. Its main object is to
observe communicated
messages and save them for
malicious purposes.

Target Layer

Network

Application

Network

Example of Attacks

DoS, DDoS,
Man-in-the-Middle

Message, transaction
repudiation attacks

Sniffing

5.4 INTRODUCTION DATA SECURITY REQUIREMENTS
IN SMART HEALTHCARE SYSTEMS

Cybersecurity goals in smart healthcare systems necessitate the usage of
precautions to deliver information security 17]. It is imperative that such
key security principles be addressed in IoMT-based solutions. In addition
to discussing the different security threats practiced and applied by hack-
ers, in the below section, we will mention some of the related security
requirements for smart healthcare systems. Thus, the goal of this section
is to present several security exigencies for a smart healthcare system. As
demonstrated in Figure 5.2, there are basic security services expected in
TIoMT smart solutions, such as authorization, authentication, confidential-

ity, availability, integrity, and non-repudiation.
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FIGURE 5.2 Security services required for smart healthcare

Non-repudiation: This is the assurance that someone cannot deny any-
thing. Generally, non-repudiation refers to the ability to guarantee that a
party to a contract or communication cannot deny the authenticity of their
signature on a document or the sending of a message that they originated.

Availability: A key availability requirement is to ensure that networks
are always working. In more detail, the availability of transmission band-
width and the necessary service or data should be guaranteed by a security
infrastructure at any moment. In the case of infrastructure, encryption
and trusted devices allow the security of the networks. Additionally, in
situations that are completely distributed, the trust-based approach stand-
ing by itself can provide a preferred alternative to cryptographically based
approaches.

Authentication: This is the procedure that permits the verification
of the system user’s identity. Therefore, it is vital to make sure that the
data comes from a reliable source. If the authenticity of the data is not
guaranteed, attackers may retrieve data exchanged in an IoT network, or
usurp fake data in the system, pretending to be from legitimate and reli-
able sources.

Integrity: This is one of the most important information security
requirements, which ensures protection against any illegitimate modifi-
cation of the data, whether voluntary or accidental, during transmission,
processing, or storage. Ensuring integrity is essential to ensure that the
information provided by the source is the information received by the des-
tination or destinations.

Confidentiality: This security service ensures that only authorized
entities can access data resources. In IoT systems and especially in
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communication, cryptographic mechanisms are used to guarantee the
confidentiality of data.

5.5 AUTHENTICATION PROTOCOLS CLASSIFICATION

Security issues include weak login and password security. Several IoT sys-
tems currently use password security to prevent hackers from trying to
obtain unauthorized access. Such passwords in many instances are poten-
tially very weak, so criminals could easily have remote access to an IoT
unit. Currently, no standards have been set regarding the sophistication
and complexity required for passwords [40-42]. Nonetheless, recent stud-
ies demonstrate that using more complex passwords combined with other
factors in IoT systems could prevent even more attacks. Generally, the
authentication procedure in IoMT structures might depend on four dif-
ferent schemes including basic, key-based, certificate-based, or cryptogra-
phy-based. However, scientists have newly approved crossbreed patterns
to enhance the security capabilities of IoMT systems.

In the case of simple authentication, the factors that identify an object
or user are used for performing the authentication process of this object
or user. Hence, the manners in which the factors are used determine the
effectiveness of each authentication scheme. Even if only two factors are
used in the situation of basic authentication, many protocols are sub-
ject to three factors by joining knowledge, inheritance, and possession
credentials.

With the recent use of the IoT in the field of healthcare, a lot of patient
data is being transmitted and made available online. This necessitates
sufficient security measures to be put in place to prevent the possibility of
cyberattacks. In this regard, several authentication techniques have been
proposed recently to mitigate these challenges, but the physical security of
healthcare IoT'Ds against node tampering and node replacement attacks is
not addressed sufficiently in the literature. Therefore, in this section, we
discuss authentication protocols that have been proposed in the literature.

5.5.1 ECC-based

Based on elliptic curve cryptography (ECC), Xu et al. [20] proposed a
mutual authentication and key convention scheme as a solution to the
computational problem. Then, they demonstrated that the proposed pro-
tocol guarantees confidentiality by using a dynamic identity. Furthermore,
Yan et al. [21] proposed a user authentication system based on biometric
detection. However, this protocol cannot resist replay attacks and is not
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able to guarantee user anonymity. Furthermore, Mishra et al. proved that
Yan’s protocol is vulnerable to offline password guessing attacks. Based
on those issues, Mishra et al. [22] suggested a new reinforced biometric
authentication protocol that uses random digits. Afterward, Tan [23] pro-
posed a three-factor mutual authentication protocol.

In 2012, He et al. [25] proposed an authentication protocol which is
efficient for actual medical applications that are based on a sensor net-
work. Nevertheless, the scheme is prone to forgery attacks and password
guessing attacks. In addition, it is not capable of offering forward privacy
service. In 2014, Mishra et al. [26] relied on chaotic map computation for
presenting an authentication and key exchanging protocol for healthcare
information organisms. However, this scheme is vulnerable to password
guessing attacks

5.5.2 Blockchain-Based

A healthcare-oriented blockchain protocol was proposed by Zhao et al.
[43] in 2018. Within this protocol and, in order to protect the relevant
patient records, the blockchain is employed to secure the patient’s data.
Even though the blockchain is viewed as a very public network, the possi-
bility that attackers may be able to have access to sensitive details is present.
However, in this case, the actual data is saved in a public address, so it is
not easy for an attacker to compromise this data. Furthermore, the scheme
is appropriate when storing a high volume of content. Nevertheless, there
is no proper authentication process for transferring patients’ confidential
details between doctors, and therefore, the processing time becomes more
expensive and time-consuming. As a result, the computational complexity
increases in this scheme.

In 2022, Rajasekaran and Azees [44] proposed a mutual authentication
for smart healthcare based on blockchain. Initially, in this proposed proto-
col, the authentication is accomplished between all end-users. Hence, it is
followed by encryption/decryption of personal transmitted information.
Moreover, in order to eliminate the re-authentication of patients during
the movement of a patient from doctor to doctor, a handshake authentica-
tion procedure is executed between the doctors, which enhances the anal-
ysis of the performances. In the section on security analysis, the authors
demonstrated the resistance of their proposed scheme against different
susceptible attacks.

The authors of [45] proposed a dual centralized and distributed hybrid
authentication architecture using blockchain and Edge computing-based
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technologies. This protocol addresses efficiently the scale-up challenges
related to heterogeneous IoT networks, such as the possibility to connect
seamlessly a high number of trustworthy IoT nodes from various IoT
systems.

5.5.3 Smart Card-Based

There are many symmetrical keying approaches which have been sug-
gested in the published literature regarding smart card authentication in
both single-server and multi-server environments. In addition to smart
card authentication, three-factor authentication approaches that rely
on biometric credentials are discussed in the literature. However, the
incorporation of biometric data is tied to a static string and performed
in a similar way to entering a password. Such smart card-enabled pro-
cesses can be readily translated into a biometric shape and the other way
around. The majority of authentication methods based on smart cards
and provided biometrics are not safe for well-known attacks like smart
card steal attacks, replay attacks, impersonation attacks, and insider
attacks [46].

5.5.4 Signature-Based

In [47], an approach to better secure and enhance the quality of the
e-healthcare system in the COVID-19 scenario is addressed. A multifac-
tor authentication scheme using round-band signatures is evaluated to
ensure a high-quality IoMT system. The cryptosystem of KMOV ensures
confidentiality in the suggested scheme. In the proposed protocol, the
security evaluation model establishes that the asset is highly secured. Both
the formal and informal security analyses demonstrate that the proposed
scheme is resistant to all possible attacks.

5.5.5 Hash Function-Based

Recently, Abdussami et al. [48] presented a lightweight authentication and
key establishment protocol that is necessary for patient monitoring and
diagnostics systems. It ensures the anonymity of both patients and doc-
tors and also facilitates the task of patients’ family members with periodic
status updates. Formal evaluation using the real-or-random (ROR) model
demonstrates that this protocol is semantically secure. Furthermore, both
the simulation findings and the informal analyses prove that the suggested
scheme overcomes the various potential attacks.
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5.6 CONCLUSION

IoMT technology is the most widely used and discussed technology in
recent smart healthcare systems research. It is a matter of improving the
patient experience, based on various technologies and devices, that are
different in terms of energy, computing power, and storage memory. This
heterogeneity in technologies and standards and device limitation leads to
security issues that extend across all IoMT architecture layers. As a result,
security is always looking for ways to improve network reliability and pro-
tect from attacks. Authentication is the entrance gate that can be used by
user or device when they want to have an access to a network. It is one of
the most important parts in IoMT security. In this paper we presented
some challenges and threats to IoMT security, then we provided some
data security requirements in smart healthcare systems, and at the end,
we offered a simple classification of the existing authentication methods

which resist well-known attacks.
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CHAPTER 6

Intrusion Detection
Framework Using
AdaBoost Algorithm and
Chi-Squared Technique

Sara Amaouche, Chaimae Hazman, Azidine
Guezzaz, Said Benkirane, and Mourade Azrour

6.1 INTRODUCTION

VANET is an important part of intelligent transport systems (ITS) [1],
integrating ad-hoc networks, wireless local area networks, and cellular
technology to allow different sorts of communication, principally vehicle-
to-vehicle (V2V) and vehicle-to-infrastructure (V2I). VANET networks
contribute in a major way to better road traffic quality, by limiting the
risk of accidents and traffic problems. These advantages do not prevent
VANET networks from being vulnerable to many types of attacks. The
very high number of vehicles circulating in a VANET network, as well
as the rapid typology change due to the nature of VANETS as they con-
tain vehicles with continuous movement, are leading to increasing road
congestion issues, resulting in a rapidly increasing frequency of accidents,
affecting the safety of human life. Therefore, in order to develop a new
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transport system, it is essential to ensure road safety and effective trans-
port control [2]. On this point, security and safety of transportation repre-
sent a precondition for the development of a safe smart city [2], [29], [33].

This chapter presents an IDS framework dedicated to VANET net-
works, using AdaBoost to enhance the rate of detection. Several feature
selection techniques have been used, SMOTE to solve the class imbalance
problem, Chi-squared for feature selection, and one-shot coding for cat-
egorical value conversion. The proposed model was tested on the NSL-
KDD, UNSW-NBI15, and TON-IOT datasets using the following metrics
for evaluation: accuracy, precision, recall, and Fl-score. The structure of
the rest of this paper is as follows. Section 6.2 covers the related works
concerning VANETSs. Section 6.3 explains the proposed framework for
the classification of attacks that threaten VANET networks. Section 6.4
discusses in detail the simulation results. Finally, Section 6.5 presents the
conclusion.

6.2 RELATED WORKS

VANETs are a type of wireless network directly linked to the internet,
developed specifically to enhance V2V and V2I communication [3].
VANETSs possess distinctive characteristics that set them apart from other
wireless network types. Mainly, the high mobility of nodes in VANET [4],
as vehicles are continuously moving, leading to an extremely dynamic net-
work topology. As a result, this poses challenges for maintaining strong
communication connections among vehicles [4]. The fact that VANETSs do
not require any infrastructure is also an advantage, as they are generally
constructed independently of any infrastructure [5]. VANET networks
are based on ad-hoc connectivity, which enables vehicles to exchange data
directly with neighboring vehicles or infrastructure elements. Such types
of links are quickly broken as vehicles are moving [5]. VANET networks
use dedicated short range communication (DSRC) [6], which is a wire-
less communication based essentially on IEEE 802.11p. DSRC works at a
frequency of 5.9 GHz and is dedicated to V2V communication, offering
ultra-reliable and lower latency links [6]. The processing capacity, mem-
ory, and energy efficiency of vehicles in VANET networks are restricted.
Consequently, it is essential to carefully optimize protocols of commu-
nication to guarantee optimum use of resources while minimizing their
impact on the performance of the vehicle [6]. Despite all these advantages,
VANETs face considerable challenges in terms of confidentiality and secu-
rity, reflecting the sensitivity of the data transmitted [7]. In particular,
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ensuring the security of communication and safeguarding driver and
passenger confidentiality are critical factors in designing a VANET net-
work [7]. When deploying this type of network in urban areas, the fact
that they must be scalable to handle greater volumes of vehicles and adapt
to changing densities of traffic must be considered. VANETs must also
be able to manage time-sensitive communications such as broadcasting
urgent messages or avoiding collisions [7]. Reduced-latency communica-
tions and robust routing systems are required to guarantee the accurate
delivery of time-sensitive data. These features determine the design and
functioning of VANET networks, which respond to the specific condi-
tions and requirements of vehicular traffic, allowing a huge variety of uses
to improve safety and efficiency as well as the quality of the driving [6].
The use of IDSs [8] in VANET networks represents an important tool for
improving the security and robustness of the network. IDSs can identify
and address possible vulnerabilities and malevolent activities [34], guar-
anteeing the integrity and confidentiality of communications [8]. IDSs
represent a technology designed to survey traffic on networks to detect
any abnormal activities or attempts to gain unauthorized access [14]. IDS’s
main aim is to identify and react to possible vulnerabilities in real time [9],
[19]. Two main types of IDS are available: Network-based IDS (NIDS) [9],
which surveys network traffic at special positions on the network, typi-
cally on routers or switches. It scans packets and looks for models that
identify possible attacks or malware sources. NIDS can identify attacks
on more than one system. Host-based IDS (HIDS) [9], which functions on
hosts or servers, checks logs. IDSs can identify attacks or illegal operations
that may be missed through network surveillance. Strategic placement of
IDS sensors within the VANET infrastructure is essential for effective
monitoring [10], [37]. These sensors can be strategically positioned at key
locations, including roadside units (RSUs) and specific points within the
network [10]. This placement enables comprehensive monitoring of both
V2V and V2I communication. When determining the placement of IDS
sensors, important considerations include network coverage, communica-
tion range, and the criticality of network segments [10]. To enhance secu-
rity in VANETS, it is crucial for IDS systems to analyze network traffic
effectively. This involves scrutinizing packet headers, payload data, and
communication patterns to identify any irregularities or suspicious pat-
terns that may indicate potential security breaches or attacks. Employing
machine learning techniques can be beneficial for the detection of known
attack signatures or identifying abnormal behavior [11]. In VANETSs, IDS
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systems can be categorized into two primary types: Signature-based IDS
and anomaly-based IDS [12]. Signature-based IDSs rely on a database of
pre-defined attack signatures to identify and match patterns of malicious
activities. While these systems are effective in detecting known attacks,
they may face challenges in detecting novel or zero-day attacks [12]. On
the other hand, anomaly-based [35] IDSs establish a baseline of normal
behavior and flag any deviations from this baseline as potential anoma-
lies. This type of IDS is suitable for detecting unknown or evolving attacks
[36], but it is important to note that it can also generate false positives [12].

Various machine learning (ML) and deep learning (DL) algorithms
have utilized IDSs to identify intrusions in VANETS (refer to Figure 6.1).
In this study [13], researchers proposed an evaluation model that specifi-
cally focuses on ML methods for misbehavior analysis (MA) in VANETs.
To assess the effectiveness of ML, they integrated the model-based devel-
opment (MBD) process into an extended version of the VEINS simulator.
The study demonstrated that ML techniques facilitate accurate classifica-
tion of reported Security Threat Indicators (STIs) and enable the iden-
tification of various types of misbehaviors. In this paper [30], authors
introduced a multi-decision intelligent detection model named CEAP,
specifically designed to accommodate the dynamic nature of VANETs.
The model aims to achieve a high detection rate while minimizing over-
head. To implement this model, the researchers employed the support
vector machine (SVM) technique for classifying vehicles as cooperative
or mischievous. In their paper, the researchers presented ML techniques,
specifically k-nearest neighbors (KNN) and SVM algorithms, for clus-
tering and classifying intrusions in VANETs. The proposed intrusion
detection technique primarily focuses on analyzing the delay and timing
ratio of request and reply messages within the controller area network
(CAN). In this article [15], a novel intrusion detection model utilizing
ML techniques is introduced to enhance the detection rate in the context

<M Evaluation:

Training and Accuracy
Data Feature classification: | —»| Precesion
Dataset preprocessing engineering AdaBoost Recall

Fl1-score

FIGURE 6.1  Scheme of proposed approach
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of the Internet of Things (IoT) environment. This research paper [16]
introduces a novel intrusion detection approach for securing VANETS
by incorporating ML and game theory techniques. The proposed method
addresses the security of VANETSs from upper units, including roadside
units (RSUs) and cluster heads (CHs), down to individual vehicles. The
detection of malfunctioning CHs is achieved using an artificial neural
network (ANN) implemented in the RSUs, while a real-time SVM is
employed for detecting malfunctioning vehicles within the clusters. In
their research paper [2], the authors put forward a mechanism utilizing
ML to enhance the efficiency of IDS specifically for position tamper-
ing attacks. The proposed model was evaluated by comparing two ML
methods, namely k-nearest neighbor (KNN) and random forest (RF),
which were employed for detecting malicious vehicles. Additionally, an
ensemble learning algorithm that combines KNN and RF was utilized
to improve the overall detection performance. In the study conducted by
researchers [17], an enhanced IDS called DEIGASe is introduced. This
IDS utilizes information gain (IG) and genetic algorithms (GA) to select
the most relevant features for improved performance. Authors in [18]
conducted a study where they integrated RF with forward and reverse
ranking feature selection techniques. To ensure data integrity, the KDD-
CUP99 dataset underwent thorough cleaning, eliminating any redundant
information. The researchers employed various preprocessing methods
including normalization, discretization, and balancing. The outcomes
revealed that RF-FSR attained an impressive classification accuracy of
99.90%, while RF-BER achieved 99.88%. The authors of [27] developed
an enhanced intrusion detection framework for VANETSs using feature
selection, class imbalance handling, and RF as the classifier. The model
achieved exceptional performance with high accuracy, precision, recall,
and Fl-score, along with a perfect area under the curve (AUC) score on
multiple datasets. This paper [28] aims to analyze the various applica-
tions, use cases, issues, and challenges of the IoT in smart agriculture,
with the ultimate goal of providing guidelines for the development of a
tailored intrusion detection system for agricultural networks. This paper
[32] presents a novel cloud-based IDS model using RF and feature engi-
neering. The proposed approach achieves high accuracy, precision, and
recall, outperforming recent studies on two datasets, Bot-IoT and NSL-
KDD, with 98.3% and 99.99% accuracy respectively (Table 6.1).
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TABLE 6.1 Classification and comparison studies of some recent researches

References Used Learning Method Accuracy (%) Type
[31] Threshold 0.98 Multiple Misbehaviors
N-CTB 0.98
CTB 0.99
XGBoost 0.98
LinearSVC 0.98
SVM-SVC 0.98
MLP-T1 0.98
MLP-T10 0.99
LSTM 0.99
[13] RF 0.98 Multiple Misbehaviors
XGboost 0.99
LightGBM 0.99
Neural networks 0.97
LSTM 1
[30] Linear kernel 0.98 Multiple Misbehaviors
Multilayer percepton 0.97
kernel 0.98
Quadratic kernel 0.98
Polynomial kernel 0.98

Gaussian radial basis
function kernel

[20] KNN 0.98 Multiple Misbehaviors
SVM 0.97

[16] Senior2Local 0.98 Multiple Misbehaviors
SVM-case 0.90
CEAP 0.90

[2] RF 0.92 Multiple Misbehaviors
KNN 0.91

6.3 PROPOSED WORK

In this section, we present our novel IDS designed specifically for VANET
networks. Our IDS aims to accurately identify and classify malicious vehi-
cles within the network. To achieve this, we utilize the AdaBoost algo-
rithm for detecting known attacks. Additionally, we optimize the dataset
by employing the chi-squared technique for efficient feature selection,
reducing computational time and resource requirements. We also address
the issue of class imbalance in the datasets by applying the SMOTE tech-
nique. Subsequently, the AdaBoost classifier is trained using 15 selected
features to establish our robust intrusion detection system. To evaluate the
performance of our model, we conduct experiments using three distinct
datasets: NSL-KDD, UNSW-NBI15, and TON-IOT. The proposed system




98 m Blockchain and Machine Learning for loT Security

is visually depicted in Figure 6.1, illustrating three key steps: data prepro-
cessing, feature selection, and classification. In the following section, we
will discuss each technique utilized during the development of our IDS in
detail.

In order to ensure meaningful analysis, proper processing of the data
is essential. In our model, missing values will be replaced with the most
recent value. To convert categorical values into numeric ones, we employ
the one-hot encoding technique. To address the issue of class imbalance,
we utilize the SMOTE technique, an oversampling method that aims to
balance the attack class by increasing the minority class, and for feature
selection, we use chi-squared.

6.4 EVALUATION STUDY
6.4.1 Environment Description

The NSL-KDD dataset [21] is an enhanced version of the KDD’99 data-
set that was specifically created to overcome the limitations associated
with it. Several improvements were made to address these limitations.
Firstly, redundant data in both the training and test sets were eliminated.
Additionally, the records in the KDD’99 dataset were balanced based on
their difficulty classification level, resulting in a more useful and relevant
dataset for evaluating learning algorithms. These enhancements ensure
that the NSL-KDD dataset provides a more effective platform for evaluat-
ing the performance of various learning algorithms. A security dataset
for computer networks called UNSW-NB15 [22] was released in 2015. The
dataset is composed of 2,540,044 realistic modern, normal, and assault
actions. The IXIA traffic generator used three servers to gather these
recordings. A third server was configured for the collection of abnormal
traffic statistics, and two of them were configured for distributing nor-
mal traffic. The ToN-IoT dataset [23] contains varied data from numer-
ous sources, including telemetry data, Windows, Linux, and traffic from
the network. It was created to investigate and assemble IoT and IIoT
data sources. The targeted class comprises nine different types of attacks
(XSS, DDoS, DoS, password cracking attacks, recognition or verification,
MITM, ransomware, backdoors, and injection attacks), and the informa-
tion in it is displayed in CSV format with one column categorized as nor-
mal or abnormal.

We run our tests on an Intel(R) Core(TM) i7 CPU @ 1.90GHz 2.11
GHz, and 16GB in RAM, with Windows 10 x64-bit. We implemented our
model and feature engineering using Python v3.10.6 (Figure 6.2).
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6.4.2 Discussion of Results

6.4.2.1 Using NSL-KDD Dataset

The results of the class attack before and after implementing the SMOTE
technique on the NSL-KDD dataset are depicted in Figures 6.3 and 6.4.
The SMOTE technique was employed to address the issue of imbalanced
classes within our dataset, as evident in Figure 6.3. By examining the
outcomes presented in Figure 6.4, it can be inferred that the applica-
tion of the SMOTE technique successfully resolved the problem of class
imbalance.

To determine the features of our model, we employed the Chi-squared
technique. Figure 6.5 displays the outcomes of the influential features
identified within our dataset. In constructing our model, we utilized
the top 20 features: ‘service’, flag’, ‘src_bytes’, ‘dst_bytes’, ‘logged_in’,
‘count’, ‘serror_rate’, ‘srv_serror_rate’, ‘same_srv_rate’, ‘diff srv_rate’,
‘srv_diff_host_rate’, ‘dst_host_count’, ‘dst_host_srv_count’, ‘dst_host_
same_srv_rate’, ‘dst_host_diff_srv_rate’, ‘dst_host_same_src_port_rate’,
‘dst_host_srv_diff host_rate’, ‘dst_host_serror_rate’, ‘dst_host_srv_ser-
ror_rate’, ‘level’.

Our model employed the AdaBoost classifier and was evaluated on the
NSL-KDD dataset. The confusion matrices of the classification results
on this dataset presented in Figure 6.2 illustrate that our model achieved

Normal

2 Class

i. F5 Normal (53.46%)
E 7] Attack (46.54%)
©

Attack

FIGURE 6.3 Diagram of the class of attack before applying the SMOTE tech-
nique when using NSL-KDD dataset
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4 Class
ol Fwd Normal (50.00%)
£ 7] Attack (50.00%)

FIGURE 6.4 Diagram of the class of attack after applying the SMOTE technique
when using NSL-KDD dataset

exceptional performance with a low false positive rate (FPR) and false
negative rate (FNR).

6.4.2.2 Using UNSW-NB15 Dataset

The imbalance of classes within our UNSW-NBI15 dataset is evident in
Figure 6.6. In order to address this issue, we employed the SMOTE tech-
nique, the outcomes of which can be observed in Figure 6.7. Through the
application of SMOTE, we successfully achieved balance between the two
classes, attack and normal.

To identify the features of our model, we utilized the chi-squared
technique. Figure 6.8 illustrates the results of the influential features
within our dataset. In constructing our model, we specifically employed
the top 20 features: ‘id’, ‘dur’, ‘state’, ‘dpkts’, ‘sbytes’, ‘dbytes’, ‘rate’, ‘sttl’,
‘dttl’, ‘sload’, ‘dload’, ‘sinpkt’, ‘dinpkt’, ‘tcprtt’, ‘synack’, ‘ackdat’, ‘smean’,
‘dmean’, ‘ct_state_ttl’, ‘ct_dst_sport_Itm’.

Furthermore, the confusion matrices of the UNSW-NB15 dataset pre-
sented in Figure 6.2 indicate that our model has been successfully con-
structed with two false positive rates (FPRs) and zero false negative rates
(FNRs) (Figure 6.9).
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NSL-KDD dataset
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FIGURE 6.6 Diagram of the class of attack before applying the SMOTE tech-
nique when using UNSW-NBI5 dataset

Class
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§ Attack (50.00%)
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FIGURE 6.7 Diagram of the class of attack after applying the SMOTE technique
when using UNSW-NBI5 dataset

6.4.2.3 Using TON-IOT Dataset

When working with the TON-IOT dataset, we encountered the common
issue of imbalanced classes, as depicted in Figure 6.10. To overcome this
challenge, we implemented the SMOTE technique, as shown in Figure 6.11,
which successfully balanced the two classes, namely attack and normal.
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FIGURE 6.9 Diagram of the class of attack before applying the SMOTE tech-
nique when using TON-IOT dataset
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FIGURE 6.10 Diagram of the class of attack after applying the SMOTE tech-
nique when using TON-IOT dataset

Upon observing Figure 6.10, it becomes evident that the issue of class
imbalance depicted in Figure 6.9 has been effectively addressed through
the utilization of the SMOTE technique. The results of the chi-square
technique are presented in Figure 6.11, and for our model implementation,
we selected the top 20 features: ‘ts’, ‘src_ip’, ‘src_port’, ‘dst_ip’, ‘dst_port’,
‘proto’, ‘service’, ‘duration’, ‘conn_state’, ‘dns_AA, ‘dns_RD’, ‘dns_RA,
‘dns_rejected’, ‘weird_name’, ‘weird_notice’, ‘label’. With the TON-IOT



106 m Blockchain and Machine Learning for loT Security

00

vy sup

ay sw

2po2sSup

I- $31Aq passau

paypalalsup

YY sup

ssepb sup

uoneinp

ERIINES

adA3b sup

dn0u”param

aweu piam

spdIsp

spd s

Asanb sup

s3q 25

s3)4q 1

ojoxd

e3s uum

saq diIsp

yod 25

dinsp

sa)kq di 25

vodisp

dins

12qe|

Feature selection in case of using TON-IOT dataset

FIGURE 6.11



Intrusion Detection Framework = 107

dataset, our model achieved satisfactory outcomes. The results showcased
in Figure 6.4 demonstrate the excellent performance of our model, attain-
ing 100% accuracy, precision, recall, and F1-score. The provided confusion
matrices in Figure 6.4 further emphasize the successful execution of our
model, achieving zero false positive rates (FPRs) and zero false negative
rates (FNRs).

To conduct a comprehensive comparison, our model underwent test-
ing on three distinct datasets: NSL-KDD, UNSW-NBI5, and TON-IOT.
Through this evaluation, our model demonstrated remarkable efficiency
and achieved a high detection rate. The comparative analysis, as depicted
in Table 6.2, along with the accompanying figures, clearly indicates that
our proposed model outperforms other IDSs in terms of robustness and
execution time. These results reaffirm the superior performance of our
model.

TABLE 6.2  Experimentation result on TON-IOT dataset

References Algorithm Accuracy Precision Recall F1-Score
[24] Random Forest 0.96 — — 0.94
Bayesian-Coresets 0.82 0.77
SVM 0.85 0.82
CNN 0.95 0.93
[25] Logistic regression 0.66 0.57 0.57  0.57
Naive Bayes 0.62 0.55 0.55 0.55
Decision tree 0.88 0.91 0.91 0.91
Random forest 0.87 0.91 0.91 0.91
AdaBoost 0.41 0.23 0.23 0.23
K-nearest Neighbor 0.97 0.97 097 097
SVM 0.77 0.75 0.75 0.75
XGBoost 0.98 0.97 0.97 0.97
[26] RF — 0.94 0.93 0.93
KNN 0.86 0.84 0.85
Naive Bayes 0.69 0.62 0.62
Logistic Regression 0.78 0.65 0.65
Decision Tree 0.93 0.93 0.93
MLP 0.86 0.76 0.78
ANN 0.88 0.85 0.86
CNN 0.87 0.77 0.78
LSTM 0.93 0.92 0.93
Proposed AdaBoost (with 0.987 0.986 0.986  0.986
Model NSL-KDD)
AdaBoost (with 0.924 0.999 0.999  0.999
UNSW-NB15)

AdaBoost (TON-IOT) 1 1 1 1
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6.5 CONCLUSION

Intrusion detection plays a crucial role in enhancing the effectiveness
of security measures to counteract attacks. This study introduces a
network-based solution for VANET security in the context of intru-
sion detection. The research findings, based on diverse datasets, along
with a performance comparison, highlight the exceptional efficiency
and effectiveness of our proposed model. This study further under-
scores the significance of AdaBoost as a robust algorithm. Subsequent
research endeavors will encompass multi-class classification and the
development of an intrusion detection model utilizing deep learning
algorithms.
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CHAPTER 7

A Collaborative Intrusion
Detection Approach
Based on Deep Learning
and Blockchain

Chaimae Hazman, Sara Amaouche,
Mohamed Abdedaime, Azidine Guezzaz,
Said Benkirane, and Mourade Azrour

7.1 INTRODUCTION

The widespread usage of the internet in the current contemporary world
facilitates data sharing and interchange. As a result, security becomes a
major concern. The majority of data transferred via a network is secure
and confidential. A secure mechanism is required to protect this infor-
mation. Criminals utilize assaults to breach network security and steal
information transmitted. The intrusion detection system (IDS) provides
network security. An IDS is employed to defend a network from threats. It
aids in keeping track of both normal and aberrant network activity. Once
a computer system is attacked, the IDS generates an alarm. Signature-
based surveillance (SIDS) and anomaly-based detection (AIDS) are
two ways of detecting malicious activity. SIDS methods detect harmful
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network activity by utilizing a common dataset of detection of intrusion.
Trademarks define the sequence of attack in a standard dataset. This data-
set is used to examine packets entering the system. If a particular pattern
is found, it is considered malicious conduct, and an alarm is sent to the
supervisor. Alternatively, the message is regarded as regular and is sent
across the entire network. The system is unable to manage unidentified
attacks, which is a constraint of SIDS. If an old or out-of-date dataset is
used, it lacks the hallmark of unidentified assaults.

Because novel threats emerge in the 21st century, there is a demand for
clever and creative IDSs for the exchange of information and cooperation.
The nodes in a distributed system may cooperate to exchange informa-
tion that includes trademark datasets, network assets, attack signatures,
and information notifications. The transmission of information amongst
endpoints may be jeopardized if an intruder gains access to the system
and is able to see all actions and data transfer. A hacker can intercept,
change, or destroy data as it travels across the network. To offer security
for data shared or transferred inside the network’s boundaries, an addi-
tional robust approach is necessary. The manipulation of data during node
swaps might cause network damage. Hackers can simply alter signatures,
datasets, files, records, and other data. Access to information in the hands
of a hacker puts the computer system in danger [33-44].

Blockchain is an accepted framework for providing privacy to infor-
mation shared through distributed nodes on a network [1-4]. It offers a
decentralized and shareable structure of data for information sharing in
a peer-to-peer network [5]. Another aspect of blockchain is the ability to
replicate data across many nodes. Replication of information improves
safety, and an individual node cannot serve as the network’s bottleneck
(6], [7]. Due to its inviolability and consensus protocols that are executed
by nodes, blockchain is utilized to improve protection in decentralized
IDS networks [8]. Most safety applications use blockchain technology for
multi-media and confidential exchange of information [9], [10]. Because
of its many benefits, blockchain architecture is now used by the majority
of computer applications [11], [12]. Blockchain is being used to improve
the effectiveness of several safety applications [13], [14]. Blockchain has
recently been employed in areas that include the Internet of Things (IoT)
[15], security monitoring [16], monetary services, and a number of other
areas [17]. Blockchain is an essential study subject in the building of web
apps [18] and computing on clouds 19].
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In this study, a blockchain-based system is suggested for exchang-
ing fingerprints of new assaults in a network of nodes. In a hybrid
approach, the proposed anomaly attack detection techniques. Identity
detection is used to evaluate packets in the system. Alternatively, it is
routed to the detection of anomalies process. Identification of anoma-
lies methods examine packets and look for regular activity. If the data
is typical, it is forwarded across the system; alternatively, it is transmit-
ted to the blockchain architecture. This structure is in charge of signa-
ture generation and dissemination in the network. Blockchain ensures
the safety of identities sent across dispersed nodes within a network.
Hackers are unable to play with signatures since they are duplicated
over an immense amount of nodes within a network. Every single node
will utilize the recently created fingerprint to modify the dataset. An
upgraded dataset aids in assessing the efficacy of pattern detection.
The suggested structure is the first to employ blockchain for signature
swapping.

7.2 OVERVIEW
7.2.1 Blockchain Structure

In the year 2008, Nakamoto established the blockchain system as a foun-
dation for Bitcoin for tracking transactions. Every transaction made with
Bitcoin offers protection against any assaults.

A blockchain is a linked data structure in which every block of data
is divided into two parts: the header and the body. Once in a while, the
header section includes an earlier hash, a Merkle Consulting root hash, a
date and time stamp, and a difficulty goal. A list of activities appears in
the body part. The construction of a blockchain is depicted in Figure 7.1.
The primary block is usually used as a genesis block, all blocks are crypto-
graphically connected, and blocks are dispersed over a network of nodes
[27], [29].

In addition, every single node in the blockchain network requires an
identical block list in order to follow the principles of the technology
called blockchain. Whenever the latest block arrives to the network, it
broadcasts across all nodes. Each of the nodes validates the newly created
block by confirming any transactions in the block using an agreement
technique. Evidence of activity and evidence of stake are two consensus
techniques used to verify that all endpoints have an identical blockchain
list [30], [31].
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FIGURE 7.1 Blockchain structure

7.2.2 Fundamentals of the Blockchain Technique

There are several blockchain-based ideas utilized on three basic layers of
the network, data, and application. Initially the networking layer is peer-
to-peer (P2P) network architecture acceptable, which allows for decen-
tralized network links and dispersed network functions. The network
layer is in charge of transmitting and validating data throughout nodes.
Furthermore, blockchain technology maintains the identical sequence
over every point in a network, ensuring that all endpoints are synced
(Figure 7.1). As a result, when a new block is created, it is confirmed using
an algorithm for consensus. If the latest block is genuine, it will be dis-
tributed across all peers. If not, it is discarded. Furthermore, there are
numerous varieties of algorithm consensus (Table 7.1), all of which follow
the same two principles: (1) The freshness concept supports fair competi-
tion by allocating new resources for each new block produced, and (2) the
improbability principle prohibits any player from guessing exactly which
node will generate the next block.

7.2.3 Long Short-Term Memory (LSTM) Neural Network

LSTM is a method for creating a model with long-term memory while
also forgetting irrelevant details in the training data. LSTM differs from
traditional RNN in three ways.

There are two distinct kinds of LSTM activation functions: The first
is tanh, which happens to be the most often used. It has a result value
range of 1 to 1. This function controls networked communication and
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TABLE 7.1 Consensus algorithm demonstrations

Algorithm Overview Benefit Drawback

Proof-of- To confirm data The PoW testing The use of electricity
Work (PoW) through difficult approach is quite is high.

mathematical effective.
computations, PoW is

commonly utilized in

blockchain

confirmation.

The initial node
resolves the crypto
problem, then creates
a fresh block which
will subsequently be
validated by existing
verified nodes in the
wider network.

Proof-of- PoS chooses users It minimizes PoW It is vulnerable to DoS
Stake(PoS) depending on their energy usage and attacks and lacks

bitcoin stake. is suitable for coordination among
networks with a players.
large-scale
networks

Proof-of It produces time-limited It uses less energy It does not specify
Elapsed time slots for everyone who than PoW. It also how the method will
(PoET) participates at random, ~ maintains the resolve the conflict.

and the person with concepts of Furthermore, its
the least amount of novelty and voting procedure is
waiting time is surprise. quite difficult.
included in the next

block.

Proof-of- A validator demands It minimizes power ~ Generating an

Space (PoSp) from the provider that ~ usage, making it additional block is
a disk space be harder for hostile complex; hence,
reserved for storing network members addressing the
the necessary data, to join. distributed
and then the prover unanimity problem
transmits to the is complicated.
validator to guarantee
that disk space is
reserved.

Practical To properly add a new It is capable of The node in question
Byzantine block to the chain, dealing with a is unable to join
Fault three actions must be third malicious another network

completed sequen- network. until it has been
tially: (1) fresh circular, verified by the entire
(2) check all informa- network.

tion, and (3) broadcast
the block to all nodes
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prevents the rising gradient phenomenon. The tanh function is described
as follows:
X —-X
e —e
tanh(x ) =
e +e
These sigmoid functions of activation are a second type of activation func-
tion. Its outcomes vary from 1 to 1, allowing the neural network’s algo-
rithms to eliminate unnecessary input. The following is the definition of
the sigmoid function:

1
1+¢”

o(x)=

Hidden state and cell state: In the standard RNN design, the state that is
hidden serves two functions: as the network’s memory and as the result of
the network’s hidden layer of memory. In addition to the hidden metrics,
the LSTM networks give a cell status. The hidden state of cells in RNN
functions as a short-term memory for working purposes, whereas the cell
state in LSTM acts as a long-term memory for storing relevant historical
data.

7.2.3.1 Gates

In LSTM, the status’s values may be changed via methods known as gates.
The LSTM has four gates, as shown in Figure 7.2: the gate that forgets f, the
admission gate i, the cell status candidacy gate c, and the outcome gate o.
[32] has further information about these gates.

FIGURE 7.2 'The LSTM cell structure
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7.3 REVIEW AND RELATED WORKS

Multiple methods are currently being developed and put into effect to
safeguard the IoT from intrusions and assaults, but they remain insuf-
ficient due to difficulties such as speed of response, delay, and enormous
information size. To protect fog and cloud in IoT environments, it is
required to augment safeguards; Software-Defined Networking (SDN),
blockchain, and IDS are examples of emerging technologies, as are
Machine Learning (ML) and Deep Learning (DL) algorithms [20]. The
IDS has been one of the most successful approaches to tracking network
activities and identifying vulnerable endpoints. Scientists have realized
that blockchain has tremendous potential to address the issues of estab-
lishing confidence across networks while dispersing assaults. This iden-
tification-based technique’s goal is to detect and restrict offenders. IDSs
monitor network transmissions and assess if they are malicious attacks.
Furthermore, IDSs can be improved with ML and DL algorithms. It also
helps to design preventative systems by recognizing the type of assault
[21]. Several new studies suggested the use of blockchain to strengthen
IDSs and enhance detection of attacks. The integration of IDSs, block-
chain, and ML requires countering network assaults and flaws while also
protecting crucial healthcare data. The background of networked systems

for intrusion detection is extensive; academics have worked to enhance
the safety of decentralized and distributed networks by coordinating
with numerous IDSs; however, this past is not particularly relevant to
today’s growth of the IoT. In 2018 [22] examined the junction of digi-
tal currencies and Collaborative Intrusion Detection in Cloud Systems
(CIDS) on the same study axis. They presented a framework for imple-
menting digital currencies into CIDS, utilizing the technology as a way to
enhance monitoring trust. Hu et al. [23] developed an entirely novel CIDS
methodology based on blockchain for distributed intrusion detection
in Multimicrogrid (MMG) systems in 2019. The blockchain agreement
method and incentive systems are employed to provide CIDS without
the need for a central management or trustworthy authority. According
to Li et al. [24], Collaborative Blockchained Signature-Based Intrusion
Detection System (CBSigIDS) is a general design of cooperative blockchain
signature-based IDSs that build and maintain an established signature in
an interconnected IoT network. CBSigIDS provides an accurate detection
mechanism in distributed systems that is robust and effective without the
need for a trusted intermediary. [25] proposed a distributed CIDS in 2019
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where any IDS safely sends trusted data regarding outside networks and
hosts to other CIDS members. This data is aggregated securely depend-
ing on source trustworthiness, calculated according to issue replies, and
stored on a blockchain. Alkadi et al. [26] launched a CIDS aiming to
enable privacy and security in IoT networks using distributed intrusion
detection and a blockchain with intelligent contracts in 2020. A simul-
taneous long-term memory DL algorithm (BiLSTM) detects intrusions.
Li et al. [28] recently proposed a novel architecture of blockchain-based
cooperative intrusion detection in SDN Blockchain-Based Collaborative
Intrusion Detection in Software Defined Networking (BlockCIDSDN)
that enhances resilience and safety by merging SDN, CIDS, and block-
chain in the year 2022. The results demonstrated the method’s validity
and usefulness in rejecting threats from within, boosting alarm aggre-
gate resilience, and saving bandwidth on networks.

7.4 PROPOSAL MODEL

The goal of our suggested strategy is to safeguard smart cities by safe-
guarding nodes in the case of an unlawful assault through the integra-
tion of IDS in smart cities. An IDS is an efficient safety tool that might
be upgraded using ML and DL algorithms; nevertheless, since smart cit-
ies are scattered, one IDS is insufficient to adequately recognize diverse

!Eﬂ

-%- \

© node

creation of
blockchain

---------- normal communication
exchange alerts
ert

FIGURE 7.3  The suggested method for cooperative intrusion detection
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assaults. Actually, we propose an interactive distributed smart cities-
based IDS that employs DL approaches with the successful LSTM to
develop an intrusion detection system that recognizes attacks at every
node, as well as BT to transfer and safeguard attacks identified by points
in complete security, as well as to guarantee confidence and dependabil-
ity between nodes. Furthermore, using the GPU to gain advantages from
the LSTM model allows for faster capture identification and computation
time (Figure 7.3).

7.5 CONTRIBUTION

For improved security, the IDS ought to be used at every component in
the IoT environment to observe network activity and identify nodes that
have been abused. Cooperative detection of intrusions encourages IDS

nodes to share essential data with one another in order to increase detect-
ing abilities. In contrast, the blockchain is seen as a translucent, dispersed,
decentralized, and ordered record. Blockchain technologies have lately
proved their value in assuring reliability and confidence in decentralized
networks due to the way they work. It is an effective solution to overcome
the core difficulties of CIDS since, due to its decentralized structure, it
substitutes central handling with a safe cooperative process. When the
blockchain is created, the analysis nodes are going to possess the comput-
ing capacity they need to calculate and deal with the information, yet they
are also capable of serving as tracking units that monitor and transmit the
alert. Since all nodes in the distributed ledger network alert recognition
and administration, all nodes act entirely as tracking and analyzing units.
Each alarm identified by an IDS is recorded in a public blockchain under
our proposal. Following that, using the blockchain idea with peer-to-peer
construction, each alert produced has to be broadcast and discussed with
every other node in order to guarantee that all assaults are transmitted.
Alerts on the blockchain are organized within blocks. Every block con-
tains alerts as well as past and current hashes. The hash of the information
contained in the block functions similarly to a hallmark key. Every record
is cryptographically linked by the hash. The initial block is the Genesis
Block. Each component is reliant on the previous one. In order to col-
laborate, the blockchain is passed on among several nodes.In addition,
the sharing of alerts enables the assessment of the dependability of other
nodes in the network. As a result, it has the potential to improve the con-
fidence assessment process.
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CHAPTER 8

GVGB-IDS: An Intrusion
Detection System Using
Graphic Visualization
and Gradient Boosting
for Cloud Monitoring

Hanaa Attou, Hasna Hissou, Azidine Guezzaz,
Said Benkirane, and Mourade Azrour

8.1 INTRODUCTION

In today’s digital landscape, cyber security has become increasingly cru-

cial as organizations face a rising tide of cyber threats and attacks [1]. The
prevalence of data breaches and the potential for financial loss, reputa-
tional damage, and privacy violations emphasize the utmost importance of
robust security measures [1]. Moreover, CC is a transformative technology
(2], [3]. It offers unparalleled scalability, cost-effectiveness, and flexibility
for organizations across various sectors [2], [3]. By leveraging CC, busi-
nesses can optimize their operations, enhance collaboration, and achieve
greater agility [2], [3], [4]. However, the inherent shared infrastructure and
network connectivity of cloud environments introduce security challenges
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that must be addressed to protect sensitive data and ensure the integrity
of systems [4], [5]. The Intrusion Detection System (IDS) is essential for
preserving the integrity and security of computer networks [4], [5]. IDS
solutions monitor network traffic, detect suspicious activities, and alert
administrators to potential security breaches [6], [7]. By identifying and
responding to intrusions, IDS helps organizations mitigate the impact of
cyber-attacks, protect valuable data, and ensure the continuous availabil-
ity of services [6-8]. To further strengthen security measures, machine
learning (ML) and ensemble learning have emerged as powerful tools in
cybersecurity [8]. ML algorithms can analyze vast amounts of data and
detect attacks to identify malicious activities. In the context of IDS, ML
techniques can enhance the accuracy (ACC) of detection, enable proac-
tive threat response, and adapt to evolving attack vectors [7-9]. In this
regard, we present an enhanced system applying Graphic Visualization
(GV) and Gradient Boosting (GB) to enhance the capabilities of IDS
within cloud environments. By integrating GV techniques, the proposed
approach aims to improve feature selection, allowing for the identification
of relevant and discriminative features for accurate intrusion detection.
Additionally, the use of GB, a powerful ensemble-learning algorithm,
enhances the IDS’s effectiveness by constructing a robust classifier. The
combination of these techniques addresses the weaknesses of traditional
IDSs and aims to enhance the detection of ACC and recall in cloud envi-
ronments. Experiments are carried out using the CICIDS 2017 dataset, to
assess the efficacy of the suggested approach. The results obtained demon-
strate the improved detection capabilities and performance metrics, such
as ACC, precision, and recall.

This paper is structured as follows. Section two demonstrates the Cloud
Computing (CC) architectures, IDS, and ML algorithms used to detect
intrusion. Section three highlights our novel system. In Section four, the
experimental environment is illustrated. The collected results are then dis-
cussed in section five. The conclusion and next steps are then presented.

8.2 BACKGROUND AND RELATED WORKS

This section presents a state-of-the-art overview of CC architectures,
intrusion detection approaches, and ML techniques that are relevant to
our research on securing data in the cloud using IDS.

CC has revolutionized the IT industry by offering a range of service
models, such as Infrastructure as a Service (IaaS), Platform as a Service
(PaaS), and Software as a Service (SaaS) [2], [3], [10], [11]. IaaS enables
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enterprises to scale resources as needed by offering virtualization, such
as virtual machines and storage space, allowing organizations to scale
resources as needed [10], [11]. PaaS provides platforms for development and
deployment, allowing developers to concentrate on creating applications.
Saa$ provides ready-to-use software applications [3], [11]. CC provides
organizations with scalability, cost-efficiency, and agility, enabling them
to meet dynamic business requirements [3], [10], [11]. However, despite its
advantages, CC poses security challenges. The shared infrastructure and
network connectivity increase the attack surface and service interruptions
(3], [12]. Therefore to protect sensitive data, organizations must establish
strong security procedures, maintain privacy, and ensure the availabil-
ity and integrity of their cloud-based services [12]. Therefore, IDS is one
of the robust security measures that plays a critical role in safeguarding
computer networks against security threats. TheIDS monitors network
traffic, system logs, and events to detect suspicious activities and poten-
tial security breaches [4], [5]. By analyzing network packets and compar-
ing them against known attack signatures or abnormal behavior, the IDS
can identify and alert administrators about potential threats in real time
(6], [7]. However, IDS has its limitations. Traditional IDS relies heavily on
predefined signatures or rules, often inadequate to detect new and evolv-
ing threats [6]. Zero-day attacks and sophisticated malware can bypass
traditional IDSs, resulting in undetected intrusions [7]. Additionally,
the increasing volume and complexity of network data make it challeng-
ing for manual rule creation and analysis. In this regard, ML techniques
offer a promising solution to enhance IDS capabilities. ML algorithms
can analyze large-scale and high-dimensional data, identify complex pat-
terns, and detect anomalies that may indicate malicious activities [7], [11],
[12]. ML-based IDSs can learn from historical data, adapt to new attack
vectors, and improve detection ACC [12-16]. In this context, some stud-
ies have developed IDSs by employing ML and ensemble-learning algo-
rithms. In 2023, H. Attou et al. [16] proposed a novel model for intrusion
detection. This model uses GV to choose the most important features and
a Random Forest (RF) classifier to detect attacks. To evaluate this study
the NSL-KDD and BoT-IoT datasets were used achieving 98.3 and 100% of
ACC respectively. In [17], authors suggested an IDS using RF for security
detection and correlation coeflicients for feature selection. Their acquired
findings on both used datasets are shown in Table 8.1. Authors in [18] pro-
posed a novel model to secure the IoT from intrusion. They use K- Nearest
Neighbor (KNN) and Principal Component Analyses (PCA). Their model
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TABLE 8.1 A comparison of the most recent works

References Year Methods Datasets Accuracy (%)
[16] 2023 RF NSL-KDD 98.3
BoT-IoT 100
[17] 2022 RF BoT-IoT 99.99
wustl_iiot_2021 99.12
[18] 2022 KNN NSL-KDD 99.1
BoT-IoT 99.2
[19] 2023 KNN BoT-IoT 99.99
[20] 2022 AdaBoost ToT-23 99.9
BoT-IoT
Edge-IIoT
[21] 2022 GB NSL-KDD 99.9
DT BoT-IoT
IoT-23
Edge-IIoT
[22] 2018 LSTM NSL-KDD 98.4

achieves NSL-KDD and BoT-99.1% and 98.2% of ACC, respectively. In
2023, M. Mohy-eddine et al. suggested efficient intrusion detection for
IoT security based on the KNN classifier and feature selection. The model
achieves on the Bot-IoT dataset 99.99% of ACC. In (20), the authors sug-
gested a novel system to secure the IoT based on the AdaBoost classifier.
The model achieves 99.9% of ACC on three datasets. In 2022, authors
in [21] proposed an efficient IDS to secure the IoT. They apply GB and
Decision Tree (DT) to detect intrusion. The results obtained demonstrate
how well this model performs. In 2018, authors in [22] applied Long Short
Term Memory (LSTM), a Deep Learning (DL), algorithm for intrusion
detection. They evaluate their model using NSL-KDD.

8.3 OUR PROPOSED MODEL

In this research, we propose the integration of ML techniques, specifically
GV and GB, to enhance IDS capabilities within cloud environments as
presented in Figure 8.1.

Model 1: detection with GB
using 2 features

Model 2: detection with GB Model 1
using 1 features is selected

Detection &
testing

Selected

Data CICIDS2017 Featuros

preprocessing Features
selection

Model 3: detection with GB using
another feature

FIGURE 8.1 Diagram of the suggested IDS
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Through the integration of ML techniques with IDS, this research aims
to address the limitations of traditional IDSs and provide a proactive and
efficient approach to secure data in cloud environments. By integrating
GV and GB algorithms.

« Firstly, after the preprocessing phase, GV techniques will be employed
to visually represent the complex network traffic data. Visualizations
will provide valuable insights into the relationships between features
and aid in identifying patterns and anomalies. This visual explora-
tion will facilitate the selection of relevant features and improve the
understanding of the underlying network behavior, leading to more
effective detection of intrusions.

« Secondly, the GB algorithm will be utilized as the core ML technique
for intrusion detection tested on a different subset. GB is a power-
ful ensemble-learning algorithm that combines weak classifiers, in
the form of decision trees, to create a strong and accurate classifier.
It iteratively builds a series of decision trees, with each subsequent
tree focusing on correcting the errors made by the previous ones.
This iterative process results in a robust model that can effectively
capture complex relationships and distinguish between normal and
malicious network traffic.

The combination of GV and GB offers several advantages. Visualizations
help in identifying relevant features and reducing the dimensionality
of the dataset, enabling more efficient and accurate training of the GB
model. Furthermore, visualization aids in interpretability, allowing ana-
lysts to gain an understanding of how decisions are made in the process
of the IDS and understand the factors contributing to the classification
results. By integrating these techniques, the proposed model aims to
enhance ACC.

8.4 EXPERIMENTAL SETTING

We use a computer outfitted with a Core TM- i5 8250U CPU clocked
at 1.8 GHz and 12 GB of RAM, and our investigation is carried out and
evaluated in an experimental setting. After features are condensed using
the GB classifier is implemented in Python 3. The proposed model will
be implemented and evaluated using the CICIDS 2017 dataset, following
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the methodology outlined earlier. The performance of the model will be
assessed based on various metrics, including ACC, precision, and recall.
Therefore, based on recent studies we select the variables to use in our
novel system. Firstly, the selected variables from the other studies are
the “Total Length of Fwd Packets”, “Flow Duration”, “Active Mean”,
“ActiveStd”, “Active Min”, and “Active Max”.

According to the following figures we select the best variables for our
study.

» As shown in Figure 8.2, we can detect the type of activity based on
the information extracted from the Total Length of Fwd Packets. If
the Total Length of Fwd Packets > 0 we have a BENIGN activity.

+ According to Figure 8.3, we can detect intrusion if the Flow Duration
variable > 0.8.

» Focusing on GV obtained in Figure 8.4, we can conclude that if we
have 0.6 < Active Mean < 0.1 we can’t confirm if the confronted
activity is BENIGN. Their obtained figures are similar to Figure 4 for
the rest of the variables.

+ Then we conclude that the selected variables are 2: “Total Length of
Fwd Packets” and “Flow Duration”.

Graphique de dispersion

DDoS 1 ®

type

BENIGN G GOoOaED 00 © 000 @ o

0 20000 40000 60000 80000 100000 120000
Total Length of Fwd Packets

FIGURE 8.2 GV of Total Length of Fwd Packets and variable type
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FIGURE 8.3 GV of Flow Duration and variable type
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FIGURE 8.4 GV of Active Mean and variable type

8.5 RESULTS AND DISCUSSIONS

This section discusses the results obtained from the experiments con-
ducted to evaluate the proposed model for securing data in cloud environ-
ments. The performance of the model is analyzed and discussed, along
with relevant insights and observations.

Table 8.2 shows the obtained results of the three models.

TABLE 8.2 Obtained results on CICIDS 2017 dataset

Proposed Models ACC (%) Precision (%) Recall (%)

Model 1: “Total Length of Fwd Packets” 99.99 99.99 99.99
and “Flow Duration”

Model 2: Total Length of Fwd Packets 98.7 99 99

Model 3: Flow Duration 79.2 81 78
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FIGURE 8.5 Performance and the comparison of the three proposed models

« Model 1 showcases exceptional performance, with an ACC 0f 99.99%
and precision and recall values of 99.99%. These results indicate a
highly accurate and reliable IDS in securing data within cloud envi-
ronments. The model effectively classifies network traffic instances as
either normal or malicious with minimal misclassifications, ensur-
ing the robustness and efficiency of the proposed approach.

o Model 2 achieves 98.7% of ACC, 99% of precision, and 99 % of recall.
But model 1 is still the best if we compare the outcomes shown in
Table 8.2 and Figure 8.5.

o Model 3 achieves weak performances based on Table 8.2 and
Figure 8.5.

According to Figure 8.5, we conclude that model 1 and model 2 give the
best performances in terms of true negative, true positive, false negative,
and false positive. In addition to the suppression of Model 3.

8.6 CONCLUSION

In conclusion, this study proposed an enhanced approach to enhance
intrusion detection in cloud environments using a combination of GV
and GB. The integration of these techniques offers improved ACC, effi-
ciency, and interpretability in detecting intrusions and securing data in
the cloud. The obtained results demonstrated the effectiveness of the sug-
gested model in accurately differentiating between normal and malicious
network traffic. The findings highlight the importance of leveraging GV to
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gain insights into complex network behavior and aid in feature selection
for intrusion detection. Additionally, the application of GB as a powerful
ML algorithm enhances the model’s ability to capture intricate relation-
ships and detect intrusions with high precision. Future work in this area
can focus on several directions. Firstly, exploring different visualization
techniques and algorithms to further enhance the interpretability and
usability of the proposed model. Additionally, investigating advanced
feature selection methods helps to refine the model’s performance and
reduce false positives.
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CHAPTER 9

Design and
Implementation of
Intrusion Detection
Model with Machine
Learning Techniques
for loT Security

Mouaad Mohy-eddine, Kamal Bella, Azidine
Guezzaz, Said Benkirane, and Mourade Azrour

9.1 INTRODUCTION

The emergence of information technology in many fields of human life has
raised more security concerns [1]. Many technologies and programs have
been developed to improve cyber-security and solve security concerns [2].
The IoT is the conjunction of billions of embedded sensors [3], providing a
useful purpose [4]. Because of the rapid development of IoT technologies,
the fundamental concept of IoT security is to maintain confidentiality,
privacy, availability, and data [5]. The merging of diverse protocols and
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data in the IoT makes using safety techniques in IoT frameworks increas-
ingly challenging [5], [6]. Applying IoT security approaches is difficult due
to the number of sensors, limited memory and processing capacity, and
limited energy [7, 4]. Many solutions, such as antiviruses, firewalls, and
intrusion detection systems (IDSs), have been implemented to protect sys-
tems from intrusion [8], [9], [10], [11]. IDS is designed to detect normal and
abnormal system behavior based on signatures, rules, or behaviors [8]. It
performs a key role in capturing disallowed uses and detecting modifi-
cations and destructions in the systems [9]. It attracted much attention
because of its proven productivity and dependability [12]. Intrusion detec-
tion techniques are signature detection methods that compare the signa-
tures database or patterns to the detected events to identify intrusions.
The anomaly detection approach learns typical behavior and interprets
deviation as an assault. The hybrid detection technique is a combination
of signature and anomaly detection approaches that try to combine their
benefits. Many recent papers [13] emphasize the significant benefits of data
quality and machine learning (ML) approaches in increasing IDS perfor-
mance. Furthermore, the limit of detecting zero-day assaults is gained by
utilizing IDSs in conjunction with ML models [14]. This work seeks to
design and evaluate a network IDS (NIDS) model for Internet of Things
(IoT) security. To identify threats, the k-nearest neighbor (KNN) algo-
rithm is applied to the Bot-IoT dataset. According to our observations, the
method employed outperforms different approaches.

The rest of this paper is organized as follows: Section two provides an
overview of IoT, IDS, and ML. We also offer relevant IDS works, notably
those involving ML approaches. Section three displays our KNN-based
NIDS and the feature selection method we applied. Section four contains
experimental research that outlines how to implement proposed solutions.
Following that, we look at the outcomes to see how successful our pro-
posed model is. The conclusion and future work complete the paper.

9.2 BACKGROUND

There is no agreed-upon definition of what the things in the IoT might be
[15], nor is there a standardized architecture, for there is no normalized
architecture for the IoT [1], [4], [16]. As a result, numerous researchers have
suggested alternative IoT architectures.

The most fundamental IoT architecture has three layers: application,
network, and perception [4], [15]. The perception node for data collecting
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and control [7] is one of two components of the perception layer [1]. The
control commands are carried out via the perception network. The core
layer of the IoT is the network layer [1] which carries data from sensors
and may also handle processing [17] and data security [7]. The availabil-
ity of services [7] such as the smart grid, the smart environment [18], the
healthcare system, and intelligent transportation, might influence how the
application layer is constructed in various ways [3].

An attempt to automate [18], [20] and maintain the security system
[14]is made by an IDS, which can be either a hardware or software sys-
tem [19], [20]. IDSs can be used to increase system security with other
security measures [21], such as access control, authentication systems,
and encryption methods [22], It is thought of as a surveillance system
919]. IDSs scan the network and assess the collected packets against a
database of known threats [21]. Additionally, it monitors the system and
categorizes passing packets as intrusions or normal [10]. IDSs come in
three different varieties: Signature based Intrusion Detection Systems
(SIDS), Anomaly-based Intrusion Detection Systems (AIDS), and hybrid
IDS (HIDS). SIDS matches the patterns or signatures to the discovered
events [14], [8], [9], [19]. SIDS has been less effective as zero-day attacks
have increased since no prior signature was kept for any new assaults. As
a result, AIDS is viewed as a panacea. It can detect zero-day attacks by
deducing typical activity patterns and classifying aberrant deviations as
assaults [14], [8], [9], [19] SIDS and AIDS are combined in HIDS. The train-
ing step discovers the appropriate characteristics and classes, after which
the algorithm learns from this data, and the testing phase applies the
trained model to classify new data. ML approaches are either supervised
or unsupervised learning [23]. Supervised learning [23] methods require
labeled data to prepare a model. Some of the classification approaches
used to create IDS include KNN [24], naive Bayes (NB) [25], support
vector machine (SVM) [8], [13], decision tree (DT) 26], random forest
(RF) [27], and artificial neural network (ANN) [28]. The KNN [29] classi-
fier is a non-parametric classifier that approximates the function locally
and delays all calculations until the function is assessed. Using a labeled
database, it can categorize data among its KNN. Unsupervised learning
23] approaches employ unlabeled data to train the model. Unsupervised
learning approaches present in IDS works include K-means [30], density-
based spatial clustering of application with noise (DBSCAN) [31], [32],
and isolation forest (IF) [33, 34].
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9.3 RELATED WORKS

In their study, Mohy-eddine et al. [35] describe an ensemble learning-
based intrusion detection strategy for IoT networks. The RF classifier
was implemented for the classification process. They combined IF and
Pearson’s correlation coefficient (PCC) for the feature selection phase.
For evaluation, they used the Bot-IoT and NF-UNSW-NBI15-v2 datasets.
They investigated the impact of the applied order of the IF and PCC on
intrusion detection by applying IF+PCC and PCC+IF, then compared it
with IF only and PCC only. The model resulted in 99.98% and 99.99%
accuracy (ACC) and 6.18s and 6.25s prediction time on Bot-IoT (IFPCC
and PCCIF), respectively. The two models also scored 99.30% and 99.18%
ACC and 6.71s and 6.87s prediction time on NF-UNSW-NB15-v2. Using
the CICIDS2017 dataset, Ahmim et al. [36] created a HIDS incorporat-
ing tree-based approaches such as REP Tree, JRip method, and RF. The
first uses dataset characteristics to assess whether each row is normal or
intrusive. The second one works similarly to REP Tree, allowing you to
choose the attack category. The final classifier uses the dataset attributes
as inputs and outputs of the first and second models to recognize typical
incursions. Using this hybrid method, they hope to discern the proper
sort of captured assaults with a low False Alarm Rate (FAR) and a high
Detection Rate (DR). According to Jie et Shan [8], data quality is crucial
for enhancing IDS performance. Their suggested solution employed SVM
and the NB feature transformation technique to produce new high-quality
data from the original features. They build their model using the SVM
classifier on the changed data. On diverse datasets, their experiment accu-
racies were 93.75% on UNSW-NBI15, 98.92% on CICIDS2017, 99.35% on
NSL-KDD, and 98.58% on KYOTO 2006+. Jie and Shan claim that their
technique outperforms existing SVM-based algorithms in terms of ACC,
FAR, and DR. Guezzaz et al. [37] present a network intrusion detection
model based on DT and enhanced with data quality on the NSL-KDD
and CICIDS2017 datasets. They compared their model to others that used
the same data. Their model achieved 99.42% accuracy with the NSL-KDD
dataset and 98.80% 3 with CICIDS2017. Meidan et al. [38] suggested a
novel approach for detecting vulnerable IoT devices. They employed
LGBM, DNN, and SVM. They plan to use the following performance indi-
cators to assess their proposed model for the techniques above training
time, classifier size, flow classification time, and area under the precision-
recall curve (AUPRC). The LGBM took the shortest time to train, the SVM
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TABLE 9.1 Summary of proposed models

References Methods Year Datasets Accuracy (%)

Jie and Shan [8] SVM/NB 2020  UNSW-NBI5 93.75
CICIDS2017 98.92
NSL-KDD 99.35
KYOTO 2006+ 98.58

Ahmim et al. [36] REP Tree, 2019 CICIDS2017 96.66

JRip, and RF

Guezzaz et al. [37] DT 2020 CICIDS2017 98.80
NSL-KDD 99.42

Meidan et al. [38] LGBM 2021 CIDDS-001, Other metrics

DNN UNSW-NBI15, and
SVM NSL-KDD
Mohy-eddine etal. ~ KNN 2023 Bot-IoT 99.99
[35]

Hazman et al. [39] AdaBoost 2022 IoT-23 99.98
Bot-IoT 99.99
Edge-IIoT 100

Douiba et al. [40]  Catboost 2022 IoT-23 99.99
Bot-IoT 99.99
NSL-KDD 99.92

had the smallest classifier size, the SVM outperformed the other classifiers
in the AUPRC, and the LGBM outperformed the different classifiers in
the AUPRC. Hazman et al. [39] developed an intrusion detection frame-
work for an intelligent environment security model. The model is based on
an ensemble learning technique such as AdaBoost and combines differ-
ent feature selection techniques such as Boruta, mutual information, and
correlation. They evaluated their model on IoT-23, Bot-IoT, and edge-IIoT
datasets, resulting in 99.98%, 99.99, and 100% ACC, respectively. Douiba
et al. [40] designed an anomaly detection model based on catboost library
to validate the developed model. They evaluate their model on NSL-KDD,
Bot-IoT, and IoT-23 datasets. The approach resulted in 99.92% ACC on the
NSL-KDD dataset, 99.99% on the Bot-IoT dataset, and 99.99% on the IoT-
23 dataset (Table 9.1).

9.4 OUR APPROACH

We presented our technique based on the KNN model in detail in this
section. The feature selection methods are applied to enhance data quality

and save time.
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9.4.1 Proposed Approach of the Schematic

Figure 9.1 depicts the components of our proposed architecture, which
are characteristic of an IDS [8, 22]: data source module, pre-processing
module, decision core module, and response module. In addition, the pre-
processing portion received a lot of attention. We used feature selection
algorithms to reduce training time and increase model performance.

We employed GA and PCA for the feature selection stage to save time,
minimize computation costs, improve model performance, and aid in
model convergence [41], [42]. Feature selection aims to locate the char-
acteristics most relevant to the output while increasing data quality and
conserving important information. This contributes to the development
of an effective KNN model for NIDS.

9.4.2 Description of Solutions

We substituted string column values with numerical values to increase the
classifier’s performance and data quality. We deleted redundant columns,
such as the textual presentation of the utilized protocols, while retain-
ing the numerical presentation column. Unneeded columns were deleted,
including category, subcategory, and incremental ID. We discovered some
duplicate rows in the pre-processing portion as well. We propose applying
feature selection algorithms to avoid the dataset’s excessive dimensional-
ity. Many feature selection algorithms have been developed to reduce the
number of features before training. We employed PCA and GA to com-
plete the feature selection method in this article. The PCA is a multivariate
data analysis tool that attempts to minimize the size of a dataset while pre-
serving important information. The GA selects the optimal set of features
as a fitness function based on a combination of the most excellent Area
Under the Curve - Receiver Operating Characteristic (AUR-ROC) score,

=|] R q|°
2 B8 %@ -

Resulted
Attack

\

loT Dataset Preprocessin Generated Dataset Dataset
P 9 Model

FIGURE 9.1 Proposed approach scheme
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the highest ACC, and the lowest FPR. Using these tactics, we want to min-
imize training and testing time and computation costs and increase data
quality and model performance. Using these strategies, we created data-
sets with the top ten performing features. We should use 10-fold cross-
validation (CV) to validate our model. This technique aims to randomly
choose nine chunks of the same size from the dataset to train the model
and then test it. The 10-fold CV procedure does not waste much data since
it repeats the operation ten times, resulting in a classifier that can iden-
tify fresh data and resists overfitting by utilizing earlier predictions as the
new training data for the subsequent fold. We used the KNN classifier
for classification, which assigns a label to each row. During the training
and validation phases, the KNN gained classification capacity, correctly
categorizing the cases.

9.5 EXPERIMENTAL STUDY
9.5.1 Dataset and Experiments Evaluation

The validation of intrusion detection systems is highly reliant on model
assessment. A vast number of datasets are publicly accessible for testing
ML-based IDSs. Our proposed model was trained, analyzed, and vali-
dated using the Bot-IoT dataset. It has lately gained popularity, notably in
the IoT domains.

Koroniotis et al. [41] used a testbed, an environment designed to pro-
duce network traffic, to create the Bot-IoT dataset. The testbed was devel-
oped at the University of New South Wales Canberra’s Research Cyber
Range Lab. To make the dataset, they used five IoT scenarios [41]. With a
total of 73.370.443 instances, the Bot-IoT dataset has 9.543 normal traffic
and 73.360.900 attacks (Table 9.2).

Our experiments used a 2.30GHz Intel(R) Core(TM) i5-6200U CPU,
12GB DDR3 RAM, and Windows 10 Pro-x64-bit.

The performance of a classifier varies as its parameters are altered. As
a result, we will use a grid research strategy to discover the best KNN
classifier parameters for the dataset. Creating a grid of hyperparameter
values and evaluating each combination in the grid provides an ensemble

TABLE 9.2 Bot-IoT dataset details

Normal instances 9.543
Attack instances 73.360.900
Total 73.370.443
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of hyperparameters with high accuracy and low error. GridSearchCV is a
hyperparameter optimization or tuning approach that produces a single
set of high-performing hyperparameters for our model. Our primary aim
is to decrease detection mistakes. Thus we developed and compared sev-
eral feature selection algorithms, such as PCA and GA. We investigated
the performance of KNN on our ten selected features, and the ten best
features presented in [41].

6.5.2 Performance Metrics

In this study, we evaluated the classifier’s performance using a variety of
metrics (Table 9.3).

TP+TN
(1) Accuracy :
TP+TN + FP+ EN
TP
(2) Recall: ——
TP+ EN
. TP
(3) Precision: ————
TP + FP

Precision x Recall
(4) Fl-score: 2x —
Precision + Recall

()AUC: [ (TPR)d(EPR)

True positive (TP): is the number of correctly recognized attacks.

False positive (FP): is the number of incorrectly classified attacks.

True negative (TN): is the number of correctly recognized normal
instances.

False negative (FN): is the number of incorrectly classified normal
instances.

TABLE 9.3 Confusion matrix

Actual Values

Attack Normal
Predicted Values Attack TP FP
Normal FN TN
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9.5.3 Discussion of Results

After applying our suggested feature selection to the dataset, we achieved
the result presented in Table 9.4 , where we individually compared the
performance of our classifier on PCA, 10-Best, and GA.

Table 9.4 compares the 2 proposed approaches with the 10 character-
istics used in [41]. The study findings are practically comparable, with
99.99% accuracy for all techniques and 99.99% recall for all methods except
KNN-PCA, which obtained 100%, 99.99% precision for all 3 approaches,
and 99.99% F1-Score for all methods.

Figure 9.2 shows the impact of our model on the prediction time. We
studied the prediction time of the three models, and the KNN-GA scored
a superior result. The 10 best features scored 57.35 seconds, the KNN-PCA
scored 580.23 seconds, and the KNN-GA scored the best prediction time
with 51.89 seconds.

Our approaches produce excellent results and have excellent detection
capabilities. In addition, Table 9.5 compares our model with several cur-
rent systems based on the Bot-IoT dataset. Some ML approaches, includ-
ing NB, C4.5, RF, and CNN, are used in the works listed in Table 9.5.

TABLE 9.4 Performance metrics of KNN-PCA, 10-Best, and KNN-GA

Model Accuracy (%) Recall (%) Precision (%) F1-Score (%)
KNN-PCA 99.99 100 99.99 99.99
10-Best 99.99 99.99 99.99 99.99
KNN-GA 99.99 99.99 99.99 99.99

TABLE 9.5 Comparison of our model with previous work on Bot-IoT dataset

Method Accuracy (%) Recall Precision
Ullah I. et al. [43] CNN1Dim 99.96 0.99 0.99
CNN2Dim 99.98 0.99 0.99
CNN3Dim 99.98 0.99 0.99
Shafig M. et al. [44] RT 99.99 1 1
Bayes Net 99.77 0.99 1
C4.5 99.99 1 1
NB 99.79 0.98 0.99
RF 99.99 1 1
Our Approach KNN-PCA 99.99 1 0.99
10-Best 99.99 0.99 0.99

KNN-GA 99.99 0.99 0.99
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FIGURE 9.2 The evolution of the prediction time of the 10-Best, KNN-PCA, and
KNN-GA

As indicated by the results obtained using the Bot-IoT dataset, our
technique produces more convenient results than previously presented
approaches. We were able to attain outstanding results for our model by uti-
lizing feature selection approaches. However, the GA method used did not
incorporate prediction as a parameter in the fitness function and therefore is
unconcerned with the correlation or any other information in the features.

9.6 CONCLUSION AND FUTURE WORK

IDS has proven to be a vital tool for protecting hosts and networks since
its inception. In this study, we developed an effective intrusion detection
system based on KNN and feature selection methods. The data quality is
critical for enhancing detection capabilities in the pre-processing portion.
We suggested two feature selection algorithms, PCA and GA, to choose a
subset of the entire dataset and then used KNN to evaluate the intrusion
detection model. The results indicate that our method has the potential
to produce good results, emphasizing the importance of feature selection
approaches in boosting the effectiveness of intrusion detection systems.

To summarize, compared to existing intrusion detection algorithms, our
solution outperforms them.
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