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Preface

As Data Analytics Specialist Architects at Amazon Web Services (AWYS),
we—Sakti, Dylan, and Anusha—spent more than five years collaborating to
solve some of the most challenging and innovative data problems for
diverse clients. Our collective experience spans a wide range of industries
and use cases: helping Chief Data Officers shape organizational data
strategies, architecting petabyte-scale lakehouses, and building
operationally excellent data platforms through proven best practices in
performance, cost optimization, security, and comprehensive data
governance. In today’s landscape, the demand for skilled data professionals
has become more critical than ever, with the rise of generative Al
compelling companies to leverage their data as a key business differentiator.

Throughout our tenure at AWS, we were constantly asked by colleagues
from diverse backgrounds how they could break into the dynamic field of
data engineering. Our consistent recommendation was to use the AWS
Certified Data Engineer Associate (DEA-CO01) certification as a starting
point. Our rationale is not simply about acquiring another credential but
about leveraging the certification’s curriculum as a structured framework to
gain a fundamental understanding of data engineering principles, both in
general and specifically on the AWS Cloud. This book is the result of that
shared experience and our passion for teaching, created to provide the clear,
comprehensive, and practical guide we wished we had.



What This Book Isn’t

Before we detail what this book covers, it’s important to clarify what it
isn’t. This book is not an exhaustive deep dive into a single AWS service,
nor is it a comprehensive manual for hands-on implementation. While many
excellent books approach data engineering from a specific technology
perspective, their focus can be narrow. Instead, our goal is to provide
comprehensive coverage of the fundamental concepts and architectural
patterns for data engineering on AWS.



What This Book Is About

This book is designed to be your comprehensive guide to mastering the
skills for the AWS Certified Data Engineer Associate (DEA-C01)
certification. Our goal is to provide a clear path from foundational concepts
to advanced, practical application.

By the end of this book, you will understand:

The format of the DEA-CO01 exam, how to prepare effectively, and
strategies for success on test day

The key responsibilities and mindset of an AWS Certified Data
Engineer

How core AWS database, analytics, and auxiliary services function
and how to apply them to solve real-world data challenges

The art of selecting the right services to architect solutions that are
optimized for cost, performance, security, and high availability

Who Should Read This Book

Our primary audience is any technical practitioner who wants to prepare for
the DEA-CO1 certification. This guide is crafted to serve a diverse group of
professionals, and you will find this book especially valuable if you are:

A software engineer, data scientist, or data analyst interested in
transitioning into data engineering. We provide the foundational
knowledge and practical AWS skills needed to make a successful
career pivot.

A current data engineer focused on specific technologies who
wants to broaden their perspective across the entire AWS data
ecosystem. This book will help you connect the dots and build a
more comprehensive skill set.






How This Book Is Organized

The book is organized into four parts, each building upon the last to create a
complete learning journey:

Chapters 1 to 3

This part lays the essential groundwork. We begin by defining the data
engineer’s role and breaking down the AWS Certified Data Engineer
Associate exam itself—what it covers, how to register, and a
recommended study plan. We then cover the prerequisite knowledge
every data engineer needs, including foundational concepts in
databases, data lakes, distributed processing frameworks like Spark and
Flink, and the fundamentals of the AWS Cloud. This part ensures you
have the solid base needed to tackle the core technical content.

Chapters 4 to 7

This is the heart of the book, diving deep into the four technical
domains of the certification. This part is meticulously structured to align
with the official exam guide, helping you build a solid understanding of
the required knowledge. You will learn to design and implement
pipelines for data ingestion and transformation (Chapter 4), select and
manage the right data stores for any use case (Chapter 5), maintain and
optimize data pipelines for operational excellence (Chapter 6), and
secure your data with robust governance and security controls

(Chapter 7).

Chapters 8 and 9

Here we transition from theory to practical application and exam
readiness. In Chapter 8, we provide a hands-on implementation guide
for building both batch and real-time streaming data pipelines, allowing
you to apply the concepts learned in previous chapters. To solidify your
knowledge and build confidence for the exam, Chapter 9 provides an
extensive practice exam with over 40 certification-style questions,



complete with detailed explanations and rationales that guide you on
how to approach and solve them.

Chapter 10

Finally, we look to the future, covering the latest services and features
in the AWS data landscape. While some of these newer capabilities may
not yet be on the current exam, understanding them is vital for any
forward-looking data engineer. We are committed to keeping this guide
relevant and will update this section in future editions as the
certification scope and AWS services evolve.

Accessing the Book’s Images Online

Readers of the printed book can access large-format versions of the book’s
Images at https://oreil.ly/aws-certified-data-engineer-images.

Conventions Used in This Book
The following typographical conventions are used in this book:
Italic

Indicates new terms, URLS, email addresses, filenames, and file
extensions.

Constant width

Used for program listings, as well as within paragraphs to refer to
program elements such as variable or function names, databases, data
types, environment variables, statements, and keywords.

Constant width bold

Used to highlight snippets of special interest in program listings.


https://oreil.ly/aws-certified-data-engineer-images

TIP

This element signifies a tip or suggestion.

NOTE

This element signifies a general note.

O’Reilly Online Learning

NOTE

For more than 40 years, O’Reilly Media has provided technology and business training,
knowledge, and insight to help companies succeed.

Our unique network of experts and innovators share their knowledge and
expertise through books, articles, and our online learning platform.
O’Reilly’s online learning platform gives you on-demand access to live
training courses, in-depth learning paths, interactive coding environments,
and a vast collection of text and video from O’Reilly and 200+ other
publishers. For more information, visit https://oreilly.com.

How to Contact Us

Please address comments and questions concerning this book to the
publisher:

O’Reilly Media, Inc.

141 Stony Circle, Suite 195


https://oreilly.com/
https://oreilly.com/

Santa Rosa, CA 95401

800-889-8969 (in the United States or Canada)
707-827-7019 (international or local)
707-829-0104 (fax)

support@oreilly.com

https://oreilly.com/about/contact.html

We have a web page for this book, where we list errata and any additional
information. You can access this page at https://oreil.ly/aws-certified-data-
engineer.

For news and information about our books and courses, visit
https://oreilly.com.

Find us on LinkedIn: https://linkedin.com/company/oreilly-media.

Watch us on YouTube: https://youtube.com/oreillymedia.
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Chapter 1. Certification
Essentials

Welcome to your journey toward becoming an AWS Certified Data
Engineer Associate! This comprehensive study guide is designed to equip
you with the essential skills and knowledge to excel as a proficient AWS
data engineer and assist you in passing the certification.

In today’s data-driven landscape, organizations are grappling with an
avalanche of data, seeking ways to unlock its potential and gain valuable
insights. As a data engineer, you hold the power to transform raw data into
actionable intelligence, driving innovation and business growth.

In this chapter, you will learn the following:

» Understand the role and responsibilities of a data engineer.

» Gain a comprehensive overview of the AWS Certified Data
Engineer Associate certification, establishing a foundational
understanding of the domains covered in the exam.

» Learn the significance of obtaining this certification, the topics
covered in the exam, and the exam format.

« Gain insights into the registration process for the exam and a
recommended study plan to prepare effectively.

By the end of this chapter, you will have a clear grasp of the certification’s
importance, the exam structure, and other key information required for
successful preparation.



Who Is a Data Engineer?

Data engineers are the architects behind the scenes, building the critical
infrastructure that powers all data solutions, from real-time analytics to
artificial intelligence. These professionals design and implement
sophisticated systems that transform vast amounts of raw data into valuable
business insights.

At its core, data engineering involves creating high-performance data
workflows that handle petabytes of information with low latency while
providing high reliability. This includes developing robust ETL (extract,
transform, load) processes as well as data warehouses and lakes,
implementing real-time streaming solutions, and ensuring data quality at
scale. Data engineers serve as the bridge between raw data and actionable
insights, enabling data scientists to build machine learning models, analysts
to generate business intelligence, and applications to access data seamlessly.

AWS offers a comprehensive set of capabilities that data engineers can
leverage to build data pipelines. From data processing and SQL analytics to
streaming, search, and business intelligence, AWS delivers unmatched price
performance and scalability with governance built in. In this book, we’ll
explore AWS’s powerful suite of data engineering services, diving deep into
how industry leaders architect solutions for massive-scale data processing.
You’ll master services like Amazon EMR, AWS Glue, Amazon Redshift,
and Amazon Kinesis, understanding not just how to use them individually
but how to orchestrate them into comprehensive data platforms that drive
business value.

Whether you’re preparing for the AWS Certified Data Engineer Associate
certification or advancing your technical expertise, this guide will equip you
with the skills required for success. Through real-world scenarios and
hands-on examples, you’ll learn to design and implement data architectures
that scale effortlessly, handle complex transformations efficiently, and
deliver insights reliably in the AWS ecosystem.



Becoming an AWS Data Engineer Associate

Amazon Web Services (AWS) holds a leading position in cloud computing
and offers an extensive suite of data analytics services. Many organizations
of varying sizes use AWS to store, process, and analyze their data. As data
continues to proliferate and organizations increasingly rely on cloud-based
solutions for their data analytics needs, there are several compelling reasons
to obtain your AWS Certified Data Engineer Associate certification. The
five major benefits are as follows:

Gain comprehensive and applicable knowledge

The AWS Certified Data Engineer Associate certification and
accompanying study resources provide a thorough and practical
understanding of AWS data engineering principles, best practices, and
services. You’ll acquire knowledge and skills applicable to roles such as
data engineer, data architect, and other AWS data-related positions.

Enhance career opportunities

AWS Data Engineer is an in-demand role with a limited supply of
skilled professionals. Organizations across industries are actively
seeking professionals with proven expertise in cloud-based data
analytics solutions. Holding the AWS Certified Data Engineer Associate
certification can open doors to new career opportunities or career
progression within your current organization.

Stay current with best practices and industry standards

The certification process requires you to demonstrate a deep
understanding of AWS best practices for data analytics, including data
governance, security, operational excellence, and compliance. By
achieving this certification, you demonstrate your ability to design
analytics solutions that meet industry standards, best practices, and
regulatory requirements.

Join a thriving community of innovators



Earning your AWS Certified Data Engineer Associate credential
connects you with a global network of professionals who share your
passion for data and innovation. From meetups and conferences to
online forums, you’ll have countless opportunities to network, share
insights, and collaborate with industry leaders and peers.

Future-proofing your skills in an Al era

Here’s the secret no one tells you: Al is only as good as its data. Behind
every ChatGPT, DeepSeek, or self-driving car are armies of data
engineers who cleaned, structured, and delivered the training data. By
earning this certification, you position yourself at the heart of the Al
revolution.

Exam Topics

AWS Certified Data Engineer Associate certification validates skills and
knowledge in core data-related AWS services, including the ability to ingest
and transform data, orchestrate data pipelines while applying programming
concepts, design data models, manage data lifecycles, and ensure data

quality.
The exam has the following content domains and weightings:
Domain 1: Data Ingestion and Transformation (34% of scored content)

This domain assesses your understanding of how to perform data
ingestion, transform and process data, orchestrate data pipelines, and
apply programming concepts to your pipelines and queries.

Domain 2: Data Store Management (26% of scored content)

This domain focuses on evaluating your understanding of choosing the
right data store, comprehending data catalog systems, managing the data
lifecycle, designing data models, and handling schema evolution.

Domain 3: Data Operations and Support (22% of scored content)


https://oreil.ly/6qdmH

For this domain, the focus is on analyzing data with AWS services,
automating data processing, maintaining and monitoring data pipelines,
and ensuring data quality.

Domain 4: Data Security and Governance (18% of scored content)

For this domain, the focus is on evaluating your knowledge of applying
authentication and authorization mechanisms, ensuring data encryption
and masking, preparing logs for auditing, and understanding data
privacy and governance.

Exam Format

The exam contains two styles of questions:
Multiple choice

These have exactly one right answer and three wrong ones (distractors).
The distractors are designed to seem reasonable, especially to someone
with partial knowledge of the topic.

Multiple response

These questions may have several correct answers.

For multiple-choice questions, while several answers might technically
work, pay close attention to specific requirements in the question, such as
“lowest cost” or “least operational overhead.” The correct answer must
satisfy these specific criteria.

Multiple-response questions, on the other hand, have two or more correct
responses out of five or more response options. You’ll need to select all the
correct responses to answer these questions successfully.

Unanswered questions are scored as incorrect, and there is no penalty for
guessing, encouraging you to attempt every question.

Exam details are as follows:



 Type: Associate-level certification

e Delivery method: Available at Pearson VUE testing centers or
through online proctored exams

e Number of questions: 65 (50 scored, 15 unscored)
e Time: 130 minutes

e Cost: $150 USD. Refer to the exam pricing page for prices in local
currency for other countries (look for the Associate row in the
pricing table).

e Language: English, Japanese, Korean, and Simplified Chinese

The 15 unscored questions are used by AWS to evaluate their suitability for
future exams and do not contribute to your final score. These questions are
not identified on the exam. For more information about the exam, visit the

AWS Certified Data Engineer Associate page.

Registering for the Exam

To register for an exam, navigate to aws.training. Next, click Certification
in the top menu and sign in using your AWS Builder ID (or create one if
you don’t already have one). Then, choose Exam Registration in the left
navigation pane and click on “Schedule an exam.” Find the exam using the
title “AWS Certified Data Engineer — Associate” or the code “DEA-C01”
and click the Schedule button. You will then be redirected to the test
delivery provider’s scheduling page, where you will complete your exam
registration.

Exam-Style Questions

In skillbuilder.aws, AWS has provided a free Exam Prep Official Practice
Question Set for AWS Certified Data Engineer Associate, which features 20
questions developed by AWS experts, designed to simulate the style and


https://oreil.ly/4Np6C
https://oreil.ly/dxrPK
https://oreil.ly/j78c6
http://skillbuilder.aws/
https://oreil.ly/IU4Ji

format of the certification exam. These exam-style questions come with
detailed feedback and recommended resources, aiding your preparation
efforts for the actual exam.

Furthermore, each domain chapter within this book presents additional
exam-style questions, allowing you to hone your skills. The final chapter
provides an extensive collection of exam-style queries, enabling you to
further explore and solidify your understanding.

Think Like an AWS Solutions Architect:
Translating a Real-World Problem-Solving
Framework into Certification

AWS certification exams do more than just test your memory—they
validate your ability to think systematically and solve practical business and
technical problems effectively. The questions you encounter in these exams
are deliberately designed to mimic the real-world challenges faced by AWS
Solutions Architects and Data Engineers. By adopting a structured approach
to interpreting and responding to these questions, you not only boost your
chances of certification success but also sharpen the same skills you’ll need
daily in your role as an AWS professional.

In this section, we’ll explore how the structured thought process used by
AWS Solutions Architects to solve real-world problems translates directly
into successfully navigating certification scenarios. You will see how
applying a clear, repeatable framework can help you quickly detect question
intent, eliminate distractors, and pinpoint the best answers efficiently.

The Solutions Architect’s Problem-Solving Framework

Whether addressing a complex customer requirement or deciphering an
intricate certification scenario, a successful solutions architect follows a
structured, repeatable thought process. This approach ensures that solutions
align closely with customer needs, constraints, and business goals. Here’s a
practical framework that solutions architects commonly follow:



1. Understand the use case.

First, get a clear picture of what problem needs to be solved. This means
actively listening to the customer’s description of their challenge or
goal. For example, is the customer trying to process streaming data in
real time, migrate a database with minimal downtime, or ensure their
data lake is secure? Knowing the core use case sets the target for the
solution.

2. Gather current solutions and pain points.

In many cases, the customer already has some legacy solution that
might not fit their forward-looking use cases. The architect’s job here is
twofold: to understand what currently exists and to identify where it
falls short. Are there performance bottlenecks during peak usage? Is the
current solution too costly to maintain? Does it require excessive
manual effort or lack the flexibility to support new data formats or
sources? By surfacing both the strengths and limitations of the current
state, the architect builds a strong foundation for designing a solution
that delivers measurable improvements and aligns with the customer’s
evolving goals.

3. Determine and rank success criteria.

It’s crucial to know what a successful solution looks like for your
customer. This might be defined by key performance indicators (KPIs)
or outcomes (e.g., reducing latency by 50%, cutting costs by 30%,
achieving 99.9% availability, etc.). Success criteria help prioritize trade-
offs. For instance, if the top success metric is cost reduction, the
architect will favor a simpler, cost-efficient design over a feature-rich
but expensive one.

4. Consider customer specificity and context.

Every customer has a context—their industry, their existing
architecture, the skill set of their team, and so on. Are they a startup all-
In on serverless, or an enterprise with legacy systems? Do they have a



strong preference for open source technologies, or do they prefer
managed proprietary solutions for simplicity? Context helps tailor the
solution. Great architects frame the problem within the bigger picture of
the customer’s environment. They carefully consider these specifics to
ensure that solutions are not only technically viable but also practical
and culturally aligned.

5. Explore possible solutions.

Only after understanding the preceding points do architects start
brainstorming solutions. They will typically consider multiple
approaches—for example, if the use case is ““real-time analytics on
streaming data,”” possible solutions might include Amazon Kinesis Data
Streams, Amazon MSK (Managed Kafka), or even nonstreaming
options if near real time is acceptable.

6. Evaluate trade-offs and choose the best fit.

Finally, solutions architects evaluate each potential solution against the
previously defined success criteria and customer context. They
explicitly address trade-offs—such as cost versus performance or
feature richness versus operational simplicity. This step results in
selecting the optimal solution that aligns closely with customer
objectives while respecting their constraints and specific circumstances.

Following this structured approach ensures the solutions architect delivers
effective, practical, and customer-aligned recommendations. In essence,
they act as the customer’s trusted advisor, balancing what’s ideal with
what’s practical.

Real-World Example: Designing a Serverless Stream
Analytics Platform to Detect Fraud

Let’s apply this framework to a real-world use case from a leading fintech
company focused on delivering fast and reliable banking services. The
customer needed to detect fraudulent activity on their platform in near real



time, requiring a scalable and low-latency analytics pipeline capable of
handling millions of events per day:

1. Understand the use case.

The core challenge was to analyze incoming transaction data in near
real time and identify suspicious behavior patterns, allowing them to act
swiftly against potential fraud.

2. Gather current solutions and pain points.

The customer had legacy detection mechanisms that were batch-
oriented, leading to several minutes of delay between event ingestion
and fraud detection. These systems also lacked scalability and required
heavy operational management.

3. Determine and rank success criteria.

The primary goals were low-latency detection (subsecond), high
scalability to support business growth, and a reduction in operational
overhead.

4. Consider customer specificity and context.

As a fintech startup, the customer was cloud-native with a preference
for managed, serverless technologies to minimize undifferentiated
heavy lifting. Their engineering team was small but skilled in event-
driven architectures.

5. Explore possible solutions.

For the streaming layer, the customer had two main options: Amazon
Kinesis Data Streams or Amazon MSK (Managed Kafka). On the data
processing side, they considered Spark Structured Streaming hosted on
AWS Glue or Amazon EMR, and Apache Flink hosted on Amazon
Managed Service for Apache Flink. Each option came with trade-offs in
terms of operational complexity, performance tuning, and developer
familiarity.



6. Evaluate trade-offs and choose the best fit.

Given the need for simplicity and tight AWS integration, Kinesis was
favored over MSK. While MSK offered more flexibility and control, it
required more operational overhead. On the processing side, the
customer team had stronger technical experience with Spark Structured
Streaming than with Flink. As a result, Spark hosted on AWS Glue was
chosen as the best fit. This combination provided the necessary
scalability and low latency while minimizing operational complexity
and aligning with the team’s existing expertise. Figure 1-1 illustrates the
design fitting these needs.
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Figure 1-1. Stream-based fraud detection system

How This Thought Process Applies to Certification
Questions

| hope you’ve realized by this time that AWS certification questions are, in
many ways, simplified customer case studies. The exam presents you with
condensed versions of real-world problems—focused on a specific
requirement, constraint, or outcome. What these questions are really testing
is your ability to think like a solutions architect under time constraints.



Let’s walk through the same reference customer example we discussed
earlier but in a certification question format, to see how the six-step
problem-solving framework maps to a certification-style scenario.

Here’s our sample question:

A data engineering team is building a new analytics pipeline to process real-
time clickstream data from their mobile app. The solution must support
rapid ingestion and low-latency processing. The team has limited
operational capacity and prefers managed services. They already use
Apache Spark for batch jobs and are familiar with its APIs. Which solution
will meet the requirement with the least operational overhead?

A. Amazon MSK with Apache Flink on Amazon Managed Service for
Apache Flink

B. Amazon Kinesis Data Streams with AWS Lambda
C. Amazon MSK with Spark Streaming on Amazon EMR

D. Amazon Kinesis Data Streams with Spark Structured Streaming on
AWS Glue

Let’s apply the framework:

1. Understand the use case.
The question is about processing real-time clickstream data, so it’s a
streaming analytics use case with low-latency requirements.

2. Gather current solutions and pain points.

The team currently uses Spark for batch jobs—indicating they are
familiar with Spark’s ecosystem. Their stated pain point is limited
operational capacity, so self-managed or complex services may not be a
good fit.

3. Determine and rank success criteria.



The key phrase here is “least operational overhead.” This is the
dominant decision factor, more important than flexibility or advanced
capabilities.

4. Consider customer specificity and context.

They prefer managed services and have Spark experience. That suggests
a solution combining managed infrastructure and Spark would align
best with their context.

5. Explore possible solutions.

Here we consider each of the possible solutions:

e A (MSK + Flink): Managed Flink is good, but the team lacks Flink
familiarity. MSK requires cluster management.

» B (Kinesis + Lambda): Operationally light but limited for complex
analytics.

e C(MSK + EMR + Spark): More operational burden with EMR and
MSK.

e D (Kinesis + Glue + Spark): Fully managed, Spark-friendly, and
minimal overhead.

6. Evaluate trade-offs and choose the best fit.

Option D stands out as the best combination of managed services and
Spark compatibility, with minimal operational overhead. Others either
require more setup/management or are mismatched with the team’s
expertise.

Correct answer: D. Amazon Kinesis Data Streams with Spark Structured
Streaming on AWS Glue



This approach mirrors how you’d think through real customer problems.
Certification questions just compress the story and require you to apply this
structured mindset quickly and confidently.

A WORD ON THE AWS CERTIFIED DATA ENGINEER
ASSOCIATE EXAM

This particular certification targets the data engineering persona. While
many questions follow the data architecting patterns we’ve discussed so
far, expect some to test hands-on familiarity with data engineering
workflows and tools. These questions may evaluate your experience
working directly with services like AWS Glue, Amazon Redshift, or
Lake Formation, including configurations, CLI usage, performance
tuning, and troubleshooting. They’re designed to reflect real-life
experience using the technology, beyond architectural knowledge. We
will cover many such examples in the sample questions later in this
book.

Study Plan

Preparing for the AWS Certified Data Engineer Associate exam requires a
structured approach. Here is a sample study plan that you can follow while
tailoring it to your specific studying style:

1. Get to know the exam-style questions as described in the preceding
section.

2. Refresh your AWS knowledge and skills by reading this study
guide. Complete the practice questions at the end of each chapter
and in Chapter 9 to assess your understanding and readiness.

3. Get hands-on experience using:
AWS Builder Labs


https://oreil.ly/vLAKN

These AWS Skill Builder self-paced labs provide hands-on
cloud skills practice in the AWS Management Console. They
are available with an AWS Skill Builder individual subscription
and team subscription.

AWS Cloud Quest (Choose Data Analytics domain)

AWS Cloud Quest is the only 3D role-playing game to help
you build practical AWS Cloud skills. Choose your role—Data
Analytics Specialist—then learn and apply your cloud skills to
help the citizens of your virtual city.

AWS Jam

AWS Jam is an immersive gamified training that helps you
apply your AWS Cloud skills to solve real-world, open-ended
problems using AWS services.

4. Assess your exam readiness by taking the AWS Certification
Official Practice Exam. You will get access to this exam after you
register for the exam.

Conclusion

In this chapter, we explored the fundamental role of data engineers and their
critical responsibilities in modern organizations. We delved into why the
AWS Certified Data Engineer Associate certification is valuable for your
career growth and professional development. You’ve gained a clear
understanding of the exam’s structure and registration process as well as
familiarity with the exam question formats and key content domains that
you’ll need to master.

OceanofPDE.com
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Chapter 2. Prerequisite
Knowledge for Aspiring Data
Engineers

Before being introduced to AWS services, you need to have some
prerequisite knowledge on data engineering concepts. This chapter briefly
covers the foundational knowledge related to databases, data lakes, data
ingestion, data processing, data consumption, working with code
repositories, and AWS Cloud that you’re going to need before you begin
preparing for AWS Certified Data Engineer Associate certification.

Databases and Types of Databases

Most applications require persistent storage of their data and an efficient
way to query it. The data can be stored in different formats depending on
use case, but for most use cases, storing in databases is one of the best
solutions for persistent storage (if the data is available in structured or semi-
structured format). Let’s understand what a database is, and the different
types of databases that you can consider while designing your application.

What Is a Database?

A database is a collection of data that can help represent an entity as a table
or view having a fixed or flexible set of attributes stored electronically for
easier access and management. It provides better performance compared to
storing data in files and reading from them.



What Is a Database Management System?

The software system that integrates database features such as create, insert,
update, and delete is called a database management system (DBMS). It acts
as an interface between the database and the end user. Apart from the end
user operations, a DBMS also provides support for administrative tasks
such as managing performance, in-memory cache, storing indexes,
export/import, and many more. DBMS systems store data in a proprietary
format that is efficient for data ingestion and queries. Some examples of
DBMSs are MySQL, PostgreSQL, Oracle, MSSQL Server, and Amazon
Aurora.

Types of Databases

There are several types of databases such as hierarchical, relational, and
NoSQL. Each one of them excels in performance for different use cases.
Let’s learn a bit more about these databases.

Hierarchical Databases

Hierarchical databases became popular around 1970. They store data in a
tree kind of structure that maps parent records to child records and each one
of them is treated as a node of the tree. For example, if you need to design a
hierarchical database for a university, you can define a department as a
parent with employees and courses as child records. Similarly, you can also
map students as parents and courses as child records. In hierarchical
databases, you can maintain a one-to-many relationship by mapping
multiple children to one parent with a constraint that a child can have only
one parent.

Over time, adoption of these kinds of databases has reduced because of
their complexity and inability to scale with data size and number of entities.



Relational Databases

Around the 1980s, relational databases became very popular because of
their simple tabular storage structure where each entity type is treated as a
table or view, entities within the tables and views are treated as records, and
attributes of the entity are treated as columns of the table or view. It is very
simple for end users to visually understand the data and represent it as
records and columns. If you consider the same university example, then the
department can be treated as a table within which each department will be
treated as a record and the attributes of the department such as department
name and department ID will be treated as columns.

Even today, after so many years, relational databases are the most popular
database type and are a great fit for a lot of use cases. Next, let’s understand
what SQL is and how it relates to relational databases.

Structured Query Language (SQL) is a programming language that interacts
with databases. You can leverage SQL client tools or programming SDKs to
submit SQL queries to the database engine for the operations the database
engine supports. The database operations may include create table,
select/insert/update/delete records, execute stored procedures, and many
more.

Relational databases provide SQL interfaces to insert, update, and query
data. They also provide PL/SQL (Procedural Language for SQL), which is a
procedural language that combines more than one SQL statement to achieve
a common task or return a set of values.

SQL commands are categorized as follows:

Data Definition Language (DDL)
DDL helps manage objects and their structures, such as CREATE tables,
views, indexes, and more.

Data Manipulation Language (DML)

DML helps modify the data using INSERT, UPDATE, and DELETE
statements.



Data Query Language (DQL)
DQL helps retrieve data from the database using SELECT statements.

Data Control Language (DCL)

DCL helps database administrators manage authorization on database
objects and data in tables using GRANT statements.

Transaction Control Language (TCL)

TCL helps the database engine make automatic changes to the database,
for example reverting erroneous transactions using ROLLBACK
statements.

Next, let’s learn about NoSQL databases.

NoSQL Databases

Relational databases are great when you have a fixed schema and the values
across columns are well populated or expected to be populated. When you
have a use case that will have variable schema, which means each record
may have a different set of attributes, then NoSQL databases are a great fit.
You can still leverage relational databases in this case, by adding more
columns with ALTER statements, but that will create a sparse table, which
has a lot of NULL values and is inefficient. In addition, NoSQL databases
do not provide referential integrity between multiple tables and you cannot
perform table JOINSs to retrieve data.

There are other use cases that may require you to choose a NoSQL database
as well, as there may be a specific query pattern for which a specific type of
NoSQL database may give better performance. Some of the popular NoSQL
database types are key value store, document store, graph database, in-
memory database, and search database. We will dive deep into each of these
NoSQL database types in future chapters.



Now let’s understand the difference between two data processing systems,
OLTP and OLAP.

OLTP Versus OLAP

Online transaction processing (OLTP) and online analytical processing
(OLAP) are two different data processing systems designed for two
different purposes. OLTP systems primarily perform record-level
processing and serve frontend applications that require request responses in
a few seconds. Conversely, OLAP systems primarily perform column-level
operation and serve analytics and business intelligence (Bl) reporting use
cases.

OLAP system response time varies depending on the data volume it scans,
data distribution, query complexity, and the architecture of the compute
system. But the response time of queries and concurrency for queries are
generally lower than OLTP systems. In general, OLTP databases are more
suited for record-level operations that require high concurrency (e.g., insert
product or order record as it is placed by the user through frontend
applications), whereas OLAP systems are more suited for analyzing larger
volumes of records to find insights (e.g., find month over month sales
growth for the last five years).

In terms of storage, data lake and data warehousing systems are primarily
leveraged for OLAP use cases. Next, let’s learn about the big data and
distributed processing frameworks that are popular in the OLAP world.

Overview of Big Data

Traditional database technologies are not able to scale to process petabyte-
scale data volume. This triggered the next stage of innovation for
distributed processing frameworks that can scale horizontally by adding
more nodes to an existing cluster. Let’s understand what big data represents,
and from a technology standpoint, what options are available today.



In simple terms, big data represents terabyte- to petabyte-scale data,
collected from various sources through different frequencies, that is
complex to process. These datasets are large enough that traditional data
processing software can’t efficiently process or manage their storage and
retrieval. But these massive volume datasets add a lot of value.
Organizations can derive insights using analytics, provide forecasts for the
future using machine learning, or generate new content using generative Al.

Oftentimes big data is referred to as the five Vs. It started with three Vs,
including Volume, Velocity, and Variety, but as it evolved, Veracity and
Value also became major aspects of big data. The following provides an
explanation of each of the five Vs:

\Volume

This represents the amount of data you have or receive for analytics,
which depends on your organization and the use case. It can range from
terabyte to petabyte scale. Depending on the volume of data, you can
design your data processing pipeline and align the compute capacity
needed.

\elocity

This represents the speed or the frequency at which data is being
collected or processed for analysis. This can be a daily data feed you
receive from your vendor or it can be a real-time streaming use case,
where you receive data every few seconds.

Variety

This refers to the different forms or types of data you receive for
processing or analysis. In general, there are three types of data:

Structured

This refers to data that has a fixed schema or is readable by
distributed processing frameworks such as MapReduce, Apache
Spark, or Apache Flink. We commonly treat data from relational
databases, CSVs, and delimited datasets as structured.



Semi-structured

Data where some parts of fields are structured and other parts are
unstructured, are treated as semi-structured. JSON, XML, and
emails are good examples of semi-structured datasets.

Unstructured

Datasets on which a schema cannot be applied are treated as
unstructured. Media files such as audio, video, and PDF documents
are good examples of unstructured data.

\eracity

This represents how reliable or truthful your data is. The accuracy or
quality of the data is critical to deriving the correct insights. For
example, you may expect one data source to send a 5 GB file every day
with 100 attributes, and the attributes or columns in the structured
dataset should be at least 70% populated.

Value

This is often referred to as the worth of the data you have collected, as it
IS meant to give insights that can help a business drive growth.

The primary challenge from big data is to efficiently process it, as single-
server-based processing frameworks cannot scale to process such a large
volume of data. Big data needs a distributed processing framework that can
process data in parallel with a cluster of servers. After understanding what
big data represents, let’s learn about Hadoop, Spark, and a few other data
processing frameworks that have become popular to process big data.



Distributed Processing Frameworks for Big
Data

In simple terms, distributed processing means that the processing happens
in a multinode cluster instead of a single virtual or physical machine. In the
past 10 to 15 years, the Apache Hadoop framework has become popular
because of its massive parallel processing capability on top of commodity
hardware and its fault-tolerant nature, which has made it more reliable. It
has been extended with additional tools and applications to form an
ecosystem that can help to collect, store, process, analyze, and manage big
data.

Hadoop clusters consist of a master node and several data nodes that can
scale horizontally as the data or processing volume increases. The common
storage layer built on top of all the data node disks is called Hadoop
Distributed File System (HDFS).

There were several distributed processing frameworks or applications
during the evolution of the Hadoop framework; let’s learn about some of
the popular ones.

MapReduce

MapReduce is a distributed processing framework, originally designed to
process data concurrently from HDFS by splitting data into 64 MB or 128
MB chunks. It primarily consists of the following processes:

A map process

This process takes input as key-value pairs then processes and
transforms them and writes another key-value pair as intermediate
output.

A reduce process

This takes key-value pairs as input, aggregates them, and writes output
as another key-value pair.
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A combiner process

The combiner process is an optional stage that acts as a mini-reducer. It
aggregates records available in a single data node before it reaches the
reducer stage.

With the growing popularity of Hadoop and MapReduce, continued
innovations have resulted in several other frameworks built on top of
Hadoop that provide better performance and address different use cases.
Let’s look at a few other frameworks.

Spark

Apache Spark is an open source framework that provides optimized query
execution compared to MapReduce and does most of its processing in-
memory to boost performance. Similar to MapReduce, it provides batch
processing capability but also provides real-time streaming, machine
learning, and graph processing capabilities. Another reason for its wide
adoption is that Spark provides, as shown in Figure 2-1, its APIs in the Java,
Scala, Python, and R programming languages.

MLIib Streaming SQL GraphX
Machine Real-time Interactive Graph
learning analytics queries processing

AN ANA

Apache Spark Core

Scala Java

Figure 2-1. Apache Spark languages and library support
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Spark represents the data it reads or writes as Resilient Distributed Datasets
(RDDs), DataFrames, or Datasets and it provides the following two
operations:

Transformations

Transformations are operations in which you create a new RDD,
DataFrame, or Dataset from an existing one after applying
transformation rules such as map, filter, join, and more. It is executed in
a lazy manner, which means transformations are only executed when
Spark invokes an action operation.

Actions

Actions are operations that trigger transformations and write the final
output to an external location or return the output to the Spark driver
program.

Figure 2-2 shows the high-level Spark architecture, where:

» Spark provides the option to execute in a standalone mode or in a
cluster mode. In cluster mode, you have a cluster manager and the
driver program submits a job to the cluster. The job gets split into
multiple tasks that get executed in different worker nodes.

» Each worker node may have more than one executor, with each
executor having a fixed amount of memory and CPU cores for
execution. The executor may execute a map transformation task, or
an action that writes to the output location.

» Each worker node has its own cache memory to which you can
write small datasets that may be repeatedly used by multiple tasks;
the tasks will get performance boost as the requested dataset will
be available in memory. A great example of this is caching
reference lookup data that transformation tasks may use.
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Figure 2-2. Apache Spark architecture in cluster mode

Next, let’s learn about Apache Flink.

Flink

Apache Flink is an open source distributed processing framework primarily
designed for real-time stream processing of high throughput workloads.
Similar to Spark, Flink also does most of its processing in-memory and is
stateful while processing both unbounded streaming data or bounded data
as a batch. It provides advanced capabilities such as out-of-order event
processing, exactly-once semantics, and backpressure control.

Figure 2-3 shows the high-level Flink architecture and its two primary
components—JobManager and TaskManager:

JobManager

JobManager has three subcomponents (ResourceManager, Dispatcher,
and JobMaster) that help to schedule new tasks, coordinate checkpoints,
react to task failures or completion, and more. You can increase the
reliability of a cluster by having more JobManagers where one becomes
the leader and the other stays on standby to provide high availability.
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TaskManager

TaskManagers or workers execute the tasks of a dataflow that includes
multiple task slots. For a job, you will have at least one TaskManager
and one task slot that scale horizontally for concurrent execution.
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Figure 2-3. Apache Flink high-level architecture

Client applications or programs submit a job to the JobManager and may
stay active to receive the result; they can also close the session to let the job
run in background. Next, let’s learn about Hive, Presto, and Trino, all of
which provide SQL interfaces to end users to analyze big data.



Hive

Apache Hive is a popular open source application that data analysts and
data scientists use to query or prepare data for analytics. You need not write
complex Java or Scala programs using MapReduce or Spark APIs to
analyze the data and you can write your transformation logic using SQL. It
was originally created at Facebook (now Meta) around 2008 to simplify
data processing on Hadoop clusters.

Hive is positioned as the data warehouse in the Hadoop ecosystem and
users can configure it to leverage MapReduce, Tez, or Spark as its backend
processing engine. It provides a SQL-like query interface called Hive Query
Language (HiveQL).

Hive keeps all its schema metadata in a relational database, maintained by
the Hive Metastore Server (HMS). HMS enables you to define a virtual
table schema on top of the data available in HDFS (or other object stores),
so that end users can query them using SQL standards.

Presto

Similar to Hive, Presto (or PrestoDB) is also an open source, distributed
SQL query engine that is optimized for low-latency data access from the
distributed file system. It’s used for complex queries, aggregations, joins,
and window functions. It is capable of querying from the schema defined in
HMS or other object stores.

The Presto engine complies the end user SQL queries, executes them
through multiple stages in-memory, and takes the compute capacity of the
Hadoop clusters. You can scale the parallelism of Presto queries with
additional nodes.

Presto has become a popular alternative to Hive because of its higher
performance and in-memory processing capability. It was also open sourced
by Facebook around 2013. Presto provides a lot of connectors to query data
from additional sources such as object stores, relational databases, and
NoSQL databases such as Cassandra, MongoDB, and HBase.
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Trino

In January 2019, a few engineers of the original Presto project left Meta
(formerly known as Facebook) and forked the open source Presto to better
serve the open source community. They named it PrestoSQL, which got
rebranded as Trino in December 2020.

Today, Spark for batch processing, Spark Structured Streaming, and Flink
for real-time streaming are very popular among data engineers. Similarly
Hive, Presto, and Trino are very popular among data analysts and data
scientists to analyze or prepare data using SQL-like queries.

Next, let’s understand what a data lake is and how it helps optimize data
analytics.

What Is a Data Lake?

A data lake is treated as a centralized repository that can store structured,
semi-structured, and unstructured datasets at any scale. Data lakes store the
raw data as it is, on top of which you can integrate distributed processing
frameworks to process and query the petabyte-scale datasets.

Data lakes became popular with the growing popularity of Hadoop clusters.
HDFS storage was treated as a data lake that can scale horizontally with the
addition of more nodes to the cluster. Later, cloud object stores such as
Amazon S3 got widely adopted for data lake storage compared to disc-
based block storage, because of its higher reliability, scalability, cheaper
cost, and operational efficiency.

A data lake can bring in all data together to build one source of truth and
make it available for analytics. Data lakes enable data science teams to
leverage historical data for machine learning, transforming a subset of data
for downstream systems, and many more use cases. While managing a data
lake, it is important to make sure the data lake does not end up as a data
swamp. A data swamp represents a repository of data that has become
unmanageable over time and lacks structure, metadata, and governance
around it.
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What Is a Data Warehouse?

Data warehouses (DW) are also meant to act as a centralized repository to
enable data analysis and Bl reporting, but they are primarily built to support
structured and semi-structured relational datasets, and the compute
architecture supports low-latency queries. DW systems store data in a
proprietary format designed to analyze larger volumes of data efficiently.

Most data warehouses support tiered storage and different data distribution
techniques that you can integrate based on your use cases. Different data
warehousing systems may have different options, but at a minimum they
support storing some of the frequently accessed data in-memory (less
frequently accessed data is in SSD storage). DW systems support
distributing the data through different mechanisms for efficient querying
based on the use cases. The mechanism may include distributing the data
across all nodes evenly, or by the unique key of the records to facilitate
faster joins, or storing all the data in every node if the data is smaller and
needs to be cached in each node.

In addition to centralized data warehousing systems, certain organizations
integrate data marts that may hold subsets of data for a specific business
unit or department such as finance, marketing, or human resources. Data
marts are smaller in data size compared to data warehouse and may have
aggregated data for a specific use case.

Data Warehouse Versus Data Lake

Ideally you need to have both data lakes and data warehouses in your
organization as both serve different use cases. Data warehouses are not
meant to store all historical data and are best utilized to store the last few
years of data needed for analytics with lower latency. Compared to that,
data lakes are generally meant to store both structured and unstructured
datasets and store historical data to support analytics as well as time series
or machine learning use cases.



Data warehouses support SQL for data analysis, as the data is generally
structured, and are built on top of database engines. Similar to databases,
data warehouses follow a “schema on write” approach where the schema of
the tables are defined first and then the data is ingested. But data lakes
follow a “schema on read” approach, which means the data is stored in a
storage layer and a virtual schema is applied on top of it while reading or
querying the data to represent the datasets as a table or view.

While data warehouses support SQL-focused interfaces, data lakes
primarily support programming interfaces with Python or distributed
processing frameworks like Spark, Flink, Hive, or Tez. Irrespective of use
case requirements, sometimes customers choose commercial licensed data
warehouses that have better technical support to meet service-level
agreements (SLAS) defined for their production applications as compared to
open source technologies.

ETL Versus ELT

When you plan to ingest data to your data lake or data warehouse and make
it available for consumption, depending on the usage pattern you may
choose between extract, transform, and load (ETL) or extract, load, and
transform (ELT):

Extract

Extract represents fetching the data from a data source such as
databases, third-party APIs, FTP systems, or object stores. The
extraction process may involve fetching all datasets or incremental
datasets based on the use case.

Transform

Transform represents modifying the data based on consumption pattern.
The transformation process can be done using SQL or a distributed
processing framework, such as Spark, or any single-threaded
programming language, such as Python.



Load

Load represents saving the data in a storage layer from which end users
intend to query the data. The storage layer can be a database, data lake,
or data warehouse.

ETL and ELT vary based on what stage the data transformation occurs. If
the data gets transformed first before getting loaded into the target, then it is
ETL,; if the extracted data gets loaded first and then gets transformed, then
itis ELT.

Let’s assume the data is completely structured and the data analysts would
like to access the raw data first (because the data freshness latency
requirements are low), then write their own SQL-based transformation for
consumption. In that case, ELT is a great approach. Compared to that, let’s
assume the data is semi-structured or in a format that cannot be consumed
directly and needs to be transformed first. In that case, ETL is better. There
are other factors that customers consider while choosing between ELT and
ETL. For example, if the data is structured and the data analysts are not
comfortable with data processing frameworks like Spark, then they choose
ELT.

There is no clear winner between ETL and ELT; you need to choose the
approach that provides better efficiency for your use case. Next, let’s
understand the different ways to ingest and process the data.

Different Ways to Process Data

The frequency of data extraction and processing varies depending on use
case and different factors such as processing the data in a scheduled
manner, triggering the processing when the data arrives, or processing the
data on a continuous basis if the data source is a streaming data. Let’s
understand how batch and stream processing methods vary and what factors
to consider.



Batch Processing Pipeline

If you have datasets that need to be processed in a regular interval by
combining data collected over time, then it’s treated as a batch execution.
The size of data in every batch may vary depending on the amount of
change that happens in the source system and whether the business has a
need to process it in real time.

Here are a few example scenarios that we can treat as a batch execution:

e The source system sends files every few hours that need to be
processed nightly.

» Process all the files that arrive every hour (for example, application
logs).

 Pull all the data from the source database or SaaS system and
process them at once.

In general, batch jobs process a higher volume of data, and they may take
more time to process.

Real-Time Stream Processing

Batch jobs are best suited for bounded datasets, but you may have data
sources that are unbounded, such as streaming data, which need to be
processed on a continuous basis and therefore require real-time stream
processing.

Here are a few examples of real-time stream processing:

* Ingesting or processing user clicks from a website or mobile app as
soon as they are received

e Processing events coming from 10T devices

 Ingesting database changes (e.g., inserts, updates, deletes) to a data
warehouse system as they happen through the change data capture
(CDC) mechanism



» Processing incremental data from SaaS sources

In general, the data volume for real-time stream processing systems are
smaller compared to batch jobs and involve additional complexities such as
processing out-of-order records, late arriving records, checkpointing, and
retries for failed processing.

Event-Driven Processing

Event-driven processing is somewhat similar to batch processing but is
triggered on a particular event. You may have a requirement to process the
data as soon as it arrives, but you cannot keep a real-time streaming
infrastructure active as the data does not flow continuously or the source
system does not send it in regular intervals. In such scenarios, to reduce cost
you may prefer event-driven processing. The volume of data may be smalli
or big depending on the source system. The compute infrastructure
generally scales to accommodate the variable data volumes.

High-Level Architecture Overview of Data
Processing Pipelines

Figure 2-4 shows a high-level architecture for a data pipeline irrespective of
the technologies you choose to integrate. This architecture can evolve based
on specific use case requirements.
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Figure 2-4. High-level architecture for data pipeline

Let’s understand each block of the architecture diagram:
Data sources

This component of the architecture highlights different data sources that
you may plan to integrate in your data pipeline.

Ingestion

You need to extract the full or incremental data from the data sources
through the ingestion layer. It may include scheduled batch jobs to
extract data from a source, a message bus such as Kafka to which the
data source pushes incremental data, or a queue that keeps the filepaths
or messages that need to be processed sequentially.

Distributed storage

The ingestion layer pushes raw input data to the distributed storage
layer, which may include a data lake, data warehouse, or database for
further processing.

Processing



The raw input data gets validated against data quality, then enriched,
transformed, and pushed to the final distributed storage layer.

Technical and business catalog

Once the data is in the storage layer, you can integrate a metadata
catalog (which may include databases, table, and column-level
information) for data discovery.

Consumption

Data consumers consume data from a data lake or data warehouse for
analytics, Bl reporting, machine learning, or to further transform the
data to push to downstream systems.

Data security and governance

This spans all preceding components to enable data security and
governance that includes fine-grained access control, data encryption,
data masking, data lineage, data sharing, and more.

Workflow orchestration

The data ingestion and processing jobs can be orchestrated through a
workflow service that may help monitor job execution status, enable
retry in case of job failures, and build reporting for all pipelines.

Monitoring

This component helps monitor compute infrastructure health, analyze
logs for troubleshooting, audit access logs, and build alerting for
failures.

Next let’s get an overview of code repositories and what value add they
provide during software development.



Working with Code Repositories

Code repositories are basic core components of application development.
They improve developer productivity and provide an efficient way to
release and deploy approved code.

What Is a Code Repository?

Code repositories provide centralized storage and management of
application codes where multiple developers can collaborate. They provide:

Collaboration

Multiple developers can push code or pull code from a single repository
and modify a single file.

\ersion control

Any change to the repository and code files are tracked incrementally
with an ability to revert back to any previous version.

Security

An organization or team can define access control to define who from
the team can read, write, or merge code in the repository.

Productivity

When a team of developers work on a single project and can efficiently
collaborate to read and write code, maintenance time is reduced and
accuracy improves.

Code review and release

Repositories facilitate team members’ ability to review code, test it, and
merge the changes with production branches for smoother release.



How to Work with Code Repositories

There are several popular code repositories such as GitHub, BitBucket,
Gitlab, and more. Let’s use GitHub as an example to learn a few ways to
manage your code and interact with repositories.

You can interact with GitHub using its web interface or command-line
utility, or via third-party source control tools such as Sourcetree. The
following are some example commands that show how you can interact
with the repository.

The following command shows how you can clone a repository from
GitHub to your local system:

$ git clone https://github.com/<YOUR-USERNAME>/<YOUR-REPOSITORY>

If you already have a local codebase directory that is linked to a specific
GitHub repository, then you can execute the following command to fetch all
the new changes pushed by others to your local directory to keep it up to
date. Please note, this command points to the “origin/main” branch of the
remote repository:

$ git fetch <REMOTE-NAME>

There might be a different branch of the Git repository to which your other
members pushed code and if you would like to merge those changes, then
you can execute the following command:

$ git merge <REMOTE-NAME>/<BRANCH-NAME>

You may also consider using the rebash command, which is a process of
combining a sequence of commits to a new base:

$ git rebash <REMOTE-NAME>/<BRANCH-NAME>

Alternatively, you can also use the git pull command, which is a
combination of git merge and git fetch:



$ git pull <REMOTE-NAME> <BRANCH-NAME>

The following command shows how you can push code from your local
system to the GitHub repository:

$ git push <REMOTE-NAME> <BRANCH-NAME>

If someone else from your team modified the same file and same line
number that you modified, then the above push command will fail by
highlighting a conflict in merging the file. In such cases, you take the
following steps:

1. From the command-line terminal, navigate to your local directory:
$ cd <REPOSITORY-DIRECTORY>.

2. Execute the following command to list all the files that have a
conflict: $ git status.

3. Using a code editor such as Visual Studio, navigate to the specific
file that has a merge conflict.

4. You will notice the following structure in the line where you have
conflict. The <<<<<<< HEAD represents the beginning of the line
from the base branch. The ======= represents a separator
between the base branch code and the other branch code that has a
conflict, and >>>>>>> branch-a represents the end of the
conflict and the branch name:

IT you have questions, please
<<<<<<< HEAD
open an issue

ask your question in IRC.
>>>>>>> branch-a

5. You should manually modify the preceding block of code to keep
the correct one for your application logic and delete the rest. Then



to add or stage your changes, use the following command: $ git
add.

6. Finally, execute git commit with a comment on the file
merging action: $ git commit -m ""Resolved merge
conflict by incorporating the correct code".

To learn more about GitHub commands, please visit the GitHub
documentation. Next, let’s understand what CI/CD is and what value it
brings while releasing or deploying applications.

Cl/ICD

CI/CD are the core components of DevOps that allow you to integrate and
validate code merged by developers and then create a build that can be
released for deployment. It makes software development and deployment
easier by automating most of the processes:

Continuous integration

Continuous integration (Cl) integrates code from multiple developers in
a repository and creates an automated build that has gone through test
case validations.

Continuous delivery

Continuous delivery (CD) delivers the code to a preproduction
environment for quality assurance and validates the build in an
equivalent runtime environment.

Continuous deployment

Continuous deployment (CD) automatically deploys the build to a
production environment.

You can leverage different tools to implement the CI/CD pipeline such as
Jenkins, GitHub Actions, and AWS CodePipeline.
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Cloud Computing and AWS

Traditionally if an organization needs a set of servers for their applications,
they need to pay in advance to preprovision the servers, configure them
with necessary software libraries, and then make them available for
application teams. Preprovisioning servers and maintaining one’s own data
center has several challenges, such as:

 Longer time for procurement
o Additional cost
« [nability to scale capacity when needed

» Complexity of managing infrastructure spread across different
geographies

Even if the application servers are needed for a short period of time,
customers need to go through the complete procurement cycle, which
delays projects. Let’s understand what a cloud is and how it addresses all
these challenges.

What Is Cloud Computing?

Cloud computing refers to a vast amount of remote computing resources
that may include physical servers, virtual machines, networking
components, managed services (related to storage, database, analytics),
machine learning, and many more that are available in various locations
throughout the world.

You can access these computing resources on demand with a pay-as-you-go
model or reserve them for a longer duration with a discounted price. The
availability of computing resources in specific parts of the world and their
capabilities depends on the cloud provider. The following are the key
benefits of cloud computing:

Agility



Amazon Web Services (AWS) offers multiple services that solve
different business problems and map to different technology domains
such as data, Al, 10T, AppDeyv, storage, and more. You get the flexibility
to choose, experiment, and deploy quickly to validate your business
idea.

Elasticity

This enables you to scale up server capacity or increase the number of
servers when needed and scale down when you have reduced
application load. In addition, with serverless services you can avoid
thinking about infrastructure scalability. Depending on business
demand, you can scale your capacity up and down, instead of
provisioning for the highest capacity you need.

Cost savings

You can access a pay-as-you-go pricing model, which means you pay
for what you use. Compared to traditional on-premises server
procurement processes, where you pay in advance and get resources for
the highest potential capacity you need, AWS gives you cost savings as
you can provision resources for a few minutes or few hours and then
terminate to save cost.

Deploy globally in minutes

Avoiding the server provisioning delay, you can make servers available
in any AWS region in minutes with a few clicks. You don’t need to go
through creating a data center in different regions of the globe, which
takes months to years of time and involves a huge investment as well.

There are many popular cloud providers such as AWS, Microsoft Azure,
Google Cloud Platform, Oracle Cloud, and a few others. Each of these
cloud providers offer computing resources through infrastructure as a
service (laaS), platform as a service (PaaS), and software as a service
(SaaS).



Let’s learn more about AWS.

An Overview of Amazon Web Services

AWS is a cloud computing platform that provides computing resources (i.e.,
servers) plus many managed services to reduce the operational burden of
customers. The following are some key benefits of AWS:

« |t provides agility and the flexibility to choose from 200+ services
based on the use case.

« |t offers cost-saving measures with a pay-as-you-go model,
reserved instances, savings plans, and more.

« [t enables developers to choose from many purpose-built services
and exposes automation using AWS CDK, SDK, and
CloudFormation services.

* |ts services and compute/storage resources are available across the
globe through its Regions and Availability Zones, which allows
users to provision resources within minutes.

Let’s learn how AWS makes computing resources available across the globe
using Regions and Availability Zones.

The AWS global infrastructure consists of Regions and Availability Zones
(AZs). AWS Regions are geographically separated areas that consist of two
or more Availability Zones, which are separated from each other but are
connected through low latency, high throughput, and a redundant network.
Figure 2-5 shows an AWS Region with three Availability Zones that are
connected through the network.
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Figure 2-5. AWS Region and Availability Zone example

In AWS, most of the services are regional, which means you need to first
choose an AWS Region based on your business and customer presence, then
choose the AWS services in that Region. But there are few services that are
global in nature, such as AWS Identity and Access Management (IAM).

Some of the regional managed services of AWS leverage multiple AZs for
reliability and scalability, and there are some services that are AZ
dependent, meaning that you will have to choose an AZ where you plan to

deploy the resources.

TIP

If a managed service has multiple AZs built into it, then there is no additional cost for
data transfer between AZs, whereas applications you deploy across multiple AZs will
incur AZ data transfer charges. Similarly, data getting transferred between AWS Regions

also incurs data transfer charges.

Please refer to the AWS documentation to identify the list of Regions and

Availability Zones available across the world.
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Getting Started with AWS

AWS outlines a sequence of steps to onboard someone new to it. At a high
level, here are the steps you will need to take to get started with AWS:

1. Set up an AWS account.

2. Configure access with AWS IAM.

3. Choose the primary AWS Region for your account.

4. Provision compute and storage services as per your needs.

As you continue to operate, there are a few best practices you can follow for
operational efficiency, such as:

Defining a budget in AWS Budget and monitoring cost using AWS
Cost Explorer

Having a tagging strategy to tag resources by team, application,
and other criteria for cost reporting

Implementing logging with Amazon CloudWatch and audit
reporting with AWS CloudTrail

Having a disaster recovery strategy for your application data and
workloads so you can recover within a defined recovery point
objective (RPO) and recovery time objective (RTO)

Implementing security controls by leveraging AWS security best
practices and integrating AWS security services

Optimizing cost by monitoring your usage and integrating
serverless services, utilizing capacity reservations, integrating
autoscaling, and optimizing storage costs

Next, let’s look at how you can set up an AWS account.
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How to Set Up an AWS Account

An AWS account is a formal business relationship with AWS. To set up an
account, you will need to provide the following details:

e Root user email address
¢ AWS account name
e Address

e Phone number

Navigate to the Amazon Web Services home page and click “Create
account” to get started. You need to specify the root email address and
verify the email address to proceed. You can follow the detailed steps
outlined in the AWS documentation to create an account.

TIP

Please note AWS offers a Free Tier for more than 100 AWS products. Please refer to the
AWS website to identify which AWS services are eligible for the Free Tier and how
much free credit they offer.

The following are a few of the best practices you can follow while setting
up your AWS account:

 |f the AWS account is for a business, then it is important that you
use a corporate email address that is managed by a group and a
corporate phone number instead of any individual employee’s
details, so that you can retain the account even if the employee
leaves the organization.

» To keep your account secure, turn on multifactor authentication
(MFA) for the root user after signing in to the AWS console. It
provides additional security in case your password gets
compromised.
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« |If you have multiple business units or workloads that need to be
isolated through multiple AWS accounts, then it is recommended to
leverage AWS Organizations, which enables you to link accounts
with parent—child relationships for better structure and governance.
In addition, leverage AWS Control Tower to set up a multiaccount
environment quickly.

e Understand the AWS Shared Responsibility Model to be clear on
what part of cloud security is owned by AWS and how you can
follow security best practices to secure your AWS account and
deployed resources.

Next, let’s learn how you can configure access using AWS IAM.

Configure Access with AWS IAM

AWS ldentity and Access Management is a global AWS service that helps
to define and manage access to AWS resources using |AM users, groups,
policies, and roles. To define permissions, you need to create an IAM policy
that includes the AWS service, the service action you plan to allow, and the
specific resource 1D with any optional permission boundaries. The root user
of the AWS account ideally has all permissions to all the AWS services.

You can leverage AWS IAM features at no additional cost and most AWS
services support authorization with AWS IAM. For a complete list of
services that support AWS IAM, please refer to the AWS documentation.

Create an IAM User for Authentication

You can create an AWS IAM user using AWS console, AWS CLI, or AWS
APIs and then attach policies to it or to the role the user is going to assume
to manage access. It is recommended to follow the least-privilege access
principle and provide AWS console access or access keys to users based on
need. Users should change their password after first login and enable MFA
for better security.
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You can also integrate your existing Active Directory with AWS ldentity
Center, which allows your existing corporate users to sign in to AWS using
the same corporate credentials.

Add Permissions to Authorize the User

Before you add permissions, you need to first come up with a strategy on
how many policies, roles, and groups you need to create to be able to
manage permissions efficiently. Lack of planning may lead to duplicate
policies and too many permissions to maintain and will create operational
overhead and security risk in the future. Let’s understand how IAM policies
and roles help define permissions.

What Is an IAM Policy?

An IAM policy is an IAM entity that enables combining multiple
permissions to create an object, which can be assigned to an IAM user, role,
or group. This improves operational efficiency as you do not need to attach
individual permissions to users or roles, rather you can group permissions
that serve the need of a specific function. Most policies are stored as JSON
documents in AWS.

AWS IAM supports three types of policies:

AWS-managed policies
You can attach these policies to your 1AM user or role directly, but you
cannot modify them.

Customer-managed policies

You can create these policies to meet your specific requirements.

Inline policies

You can add these policies to an IAM user or role directly. They are not
available for attachment to other users or roles.



What Is an IAM Role?

An 1AM role is an |AM entity that you can attach multiple IAM policies or
permissions to, so that different end users can assume the IAM roles to
interact with AWS services.

IAM roles provide several benefits, such as:

 Providing efficiency, as you can avoid attaching the same set of
permissions to all users, reducing operational overhead

» Improving security posture, as you can avoid providing long-term
credentials as users can use temporary credentials when they
assume the role

» Enabling you to delegate access to users, applications, or services
that do not have access to AWS resources

Next, let’s learn some of the best practices you can follow while integrating
AWS IAM.

Best Practices to Follow with AWS IAM

The following are a few of the best practices you can follow while
configuring access to AWS IAM:

» Enable MFA for IAM users to achieve tighter security for
authentication.

« Instead of attaching permissions or policies directly to the user, it is
recommended to create IAM roles and let the user assume roles for
different actions.

o Implement least-privilege permission, meaning that you should
grant only the required specific permissions, instead of providing
broader permissions. For example, a user who needs read-only
access to a specific Amazon S3 bucket should not get full S3
permission for that bucket, or an IAM user needing AWS console
access should not create access keys.



e Let human users use federation with an identity provider to access
AWS using temporary credentials instead of using IAM users with
long-term credentials. You should use IAM users only for specific
use cases that are not supported by federated users.

» Leverage IAM ldentity Center as a centralized way to manage
users across multiple AWS accounts or to easily connect to your
existing SAML 2.0 identity provider.

» Add metadata to IAM users, so that you can do user-based audit
reporting.

You can read more about AWS IAM in the AWS IAM documentation.

Conclusion

In this chapter, we have explained some of the prerequisite knowledge that
you should have before diving deep into AWS. We provided an overview of
the different types of databases and discussed how big data and distributed
processing frameworks help with OLAP. We also showed different ways to
ingest data, and how to work with code repositories. Then we explained
what benefits cloud computing provides over self-managed on-premises
infrastructure. We also provided an overview of AWS and how to get started
with it.

This chapter will help refresh your fundamentals and provide a stepping
stone before you learn about different AWS services in Chapter 3.

Resources

The following are a few additional resources that will help you dive deeper
and gain more knowledge on the fundamentals of databases, data lakes, data
warehouses, and more:

e NoSQL databases
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Key-value stores

Document databases

Graph databases

In-memory databases

Search databases

OLAP versus OLTP

Data lakes

Data warehouses

“Getting Started with an AWS Account”
AWS ldentity and Access Management

OceanofPDE.com
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Chapter 3. Overview of AWS
Analytics and Auxiliary
Services

This chapter aims to equip you with foundational knowledge of the primary
AWS services in scope for the AWS Certified Data Engineer Associate
certification. We will explore key analytics services, including Amazon
Redshift, Amazon Athena, Amazon EMR, and AWS Glue, among others,
highlighting their core functionalities and roles within a modern data
architecture. By understanding these services, you will gain insights into
how AWS enables scalable, flexible, and cost-effective data analysis
solutions.

Additionally, we will dive into auxiliary services that enhance and support
analytics workloads, such as Amazon S3 for data storage, AWS Lambda for
serverless processing, and AWS IAM for security and access management.
This comprehensive overview will include reference architectures to
illustrate how users can integrate these services to build robust and efficient
analytics solutions.

By the end of this chapter, you will be well versed in the AWS analytics
landscape, prepared to design and implement data engineering solutions
that leverage the full power of AWS, thus laying a strong foundation for
your certification journey.

AWS Analytics Services

AWS provides a comprehensive set of analytics services designed to meet
all your data analytics needs, enabling organizations of all sizes and
industries to reinvent their business with data. With the broadest selection
of analytics services, AWS empowers users to process, analyze, and
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visualize vast amounts of data efficiently and effectively. These managed
services are not only cost-effective but also simplify data management
across various data stores and data lakes, ensuring seamless integration and
accessibility. Moreover, AWS analytics services offer extension points to
machine learning and generative Al services, allowing businesses to derive
deeper insights and drive innovation. This section will dive into the key
AWS analytics services, exploring their features, benefits, and use cases to
help you harness the full potential of your data.

Amazon Kinesis Data Streams

Amazon Kinesis Data Streams is a real-time, fully managed, and scalable
data streaming service that allows you to collect, process, and analyze data
continuously. It enables organizations to ingest and analyze data streams
from a wide variety of sources, such as website clickstreams, database event
logs, financial transactions, social media feeds, and loT devices. With its
ability to handle large volumes of data in real time, Kinesis Data Streams
allows businesses to gain timely insights and react to new information
almost instantaneously.

Feature highlights include:
Easy administration

Amazon Kinesis Data Streams simplifies the administration of real-time
data streaming. The service is fully managed, meaning you do not need
to worry about provisioning, managing, or maintaining the
infrastructure. You can focus on building and deploying your
applications. This ease of administration reduces operational overhead
and allows you to rapidly develop and iterate on your streaming
applications.

Native AWS services integration

Amazon Kinesis Data Streams integrates natively with a range of other
AWS services, creating a seamless and cohesive ecosystem for your
data streaming needs. You can ingest data from AWS loT Core, Amazon
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CloudWatch Logs, or Amazon Database Migration Service, and process
it with AWS Lambda, Amazon Firehose, or Amazon Managed Service
for Apache Flink. These native integrations enable you to leverage the
full power of the AWS ecosystem to build comprehensive, end-to-end
data processing and analytics solutions.

Autoscaling with on-demand mode

Amazon Kinesis Data streams in the on-demand mode require no
capacity planning and automatically scale to handle gigabytes of write
and read throughput per minute. This means that your data streams can
handle spikes in traffic without any manual intervention. The on-
demand capacity mode is ideal for workloads with unpredictable traffic
patterns, ensuring that you always have the capacity you need without
overprovisioning resources.

Flexible retention options

Amazon Kinesis Data Streams provides flexible data retention options,
allowing you to retain data in your streams from 24 hours up to 7 days
by default, and up to 365 days with extended retention. This flexibility
enables you to revisit and reprocess data as needed, supporting use
cases like troubleshooting, historical analysis, and replays of data
streams for machine learning model training.

Reduced latency with enhanced fan-out

The enhanced fan-out feature in Amazon Kinesis Data Streams
significantly reduces latency by providing dedicated throughput per
consumer. Each consumer can receive up to 2 MB/second per shard,
ensuring that multiple consuming applications can process the data
stream concurrently without being throttled. This feature is particularly
beneficial for high-throughput, low-latency applications, such as real-
time analytics and complex event processing.

Some common use cases for this service include:
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Streaming log and event data

Ingest and collect terabytes of data per day from application and service
logs, clickstream data, sensor data, and in-app user events to power live
dashboards, generate metrics, and deliver data into data lakes.

Powering event-driven applications

Build applications that process and react to data in real time, such as
monitoring systems, fraud detection, and customer experience
personalization.

Evolving from batch to real-time analytics

Transition from traditional batch processing to real-time data analytics,
enabling faster decision making and more timely insights.

Amazon Data Firehose

Amazon Data Firehose, previously known as Amazon Kinesis Data
Firehose, is a fully managed near-real-time streaming ETL (extract,
transform, and load) service. It simplifies the process of capturing,
transforming, and loading vast volumes of streaming data from various
sources into data lakes, data warehouses, and analytics services. Amazon
Data Firehose continuously processes data streams, automatically scales
based on the data volume, and delivers data within seconds.

Feature highlights for this service include:
Native integration with AWS services

Amazon Data Firehose natively integrates with various AWS services,
facilitating seamless data flow and processing. It can ingest data from
sources like Amazon MSK and Amazon Kinesis Data Streams, apply
lightweight transformations using AWS Lambda, and deliver data to
destinations such as Amazon S3, Amazon Redshift, and Amazon
OpenSearch Service. This tight integration within the AWS ecosystem
streamlines the process of building comprehensive data pipelines.
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Integration with popular third-party destinations

Besides AWS services, Amazon Data Firehose integrates with popular
third-party services, enabling versatile data streaming solutions. You can
configure Data Firehose to deliver data to third-party destinations such
as Splunk, Datadog, Snowflake, MongoDB, and New Relic. This
integration extends the utility of Data Firehose, allowing you to
leverage various tools for data analysis, monitoring, and visualization.

Easy to set up

Amazon Data Firehose is designed to be straightforward and user-
friendly, requiring no custom code to set up data streams. You can
configure data producers to send data to Data Firehose, and it
automatically handles data capture, transformation, and delivery. This
ease of use allows you to quickly start loading stream data without
extensive development efforts.

Serverless

As a fully managed, serverless service, Amazon Data Firehose removes
the complexity of managing the underlying infrastructure. It
automatically scales to match the throughput of your data streams and
adjusts capacity based on the incoming data volume.

Enable lightweight transformation

Amazon Data Firehose allows for lightweight data transformations
before loading the data into the final destination. You can use AWS
Lambda functions to perform operations like data formatting, filtering,
and enrichment. Additionally, Data Firehose buffers incoming data to
optimize data delivery based on the destination’s requirements, ensuring
efficient and reliable data processing.

Some common use cases for this service include:

Streaming into data lakes and warehouses
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Seamlessly load streaming data into Amazon S3 and Amazon Redshift
for long-term storage, analytics, and reporting.

Streaming log data into SIEM tools

Deliver log data from applications and infrastructure to security
information and event management (SIEM) tools like Splunk for real-
time security monitoring and analysis.

Amazon Managed Service for Apache Flink

Amazon Managed Service for Apache Flink, previously known as Amazon
Kinesis Data Analytics, is a fully managed service that simplifies building
and running real-time streaming applications with Apache Flink. Amazon
Managed Service for Apache Flink provides the underlying infrastructure
for your Apache Flink applications. By leveraging Amazon Managed
Service for Apache Flink, you can process gigabytes of data per second
with subsecond latencies and respond to events in real time, enabling you to
make real-time decisions and insights.

Feature highlights include:
Fully compatible with Apache Flink

Apache Flink is an open source distributed processing engine, offering
powerful programming interfaces for both stream and batch processing.
It supports complex event processing, data enrichment, and machine
learning on streaming data. A standout feature of Flink is its support for
stateful computing, which allows applications to maintain and manage
state information over time, enabling critical tasks such as session
management, anomaly detection, and complex event processing.
Additionally, Apache Flink ensures exactly-once processing, which
guarantees that each event is processed precisely once, even in the case
of failures or retries. This ensures data consistency and reliability,
making Flink an ideal choice for building fault-tolerant, real-time data
processing applications that require high accuracy and precision.

Interactive development experience with Studio notebook
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The Studio notebook feature in Amazon Managed Service for Apache
Flink provides an interactive development environment that allows
customers to build, test, and deploy real-time streaming applications
with ease. Powered by Apache Zeppelin, the Studio notebook supports
SQL, Python, and Scala, enabling users to write and run code in a
serverless environment without worrying about infrastructure
management. This feature is particularly beneficial for data scientists
and developers who need to iterate quickly, visualize results, and
experiment with different data transformations in real time.

Flexible APIs with multilanguage support

Amazon Managed Service for Apache Flink offers flexible APIs in Java,
Scala, Python, and SQL specialized for different use cases including
stateful event processing, streaming ETL, and real-time analytics. This
feature significantly reduces development time and fosters collaboration
among teams with diverse skill sets.

AWS service integrations with connectors

Amazon Managed Service for Apache Flink offers seamless integration
with various AWS services through a rich set of built-in connectors.
These connectors enable you to easily ingest and process streaming data
from sources like Amazon Kinesis Data Streams and Amazon Managed
Streaming for Apache Kafka and deliver the processed data to
destinations such as Amazon S3, Amazon Redshift, and Amazon
OpenSearch Service. By leveraging these connectors, customers can
quickly deploy scalable, real-time analytics and processing solutions
that are deeply integrated with their existing AWS infrastructure,
ensuring consistency, reliability, and ease of use across their data
workflows.

Some common use cases for this service include:

Real-time analytics
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Amazon Managed Service for Apache Flink is commonly used for real-
time analytics, where it processes continuous data streams to generate
immediate insights. This is crucial for applications such as monitoring
user activity on websites, tracking financial transactions, or analyzing
sensor data from 10T devices. Flink’s ability to handle high-throughput
data with low latency ensures that businesses can react quickly to
changing conditions and make data-driven decisions in real time.

Fraud detection

Flink’s stateful processing capabilities make it ideal for detecting
fraudulent activities in real time. By continuously analyzing patterns
across multiple data streams, such as transactions or login attempts,
Flink can identify anomalies and trigger alerts when suspicious behavior
IS detected.

Event-driven applications

Amazon Managed Service for Apache Flink is often used to power
event-driven architectures where applications need to respond to
specific events or triggers in real time. This is especially useful in
scenarios such as dynamic pricing, personalized recommendations, or
automated responses in customer service. By processing events as they
happen, Flink enables businesses to offer highly responsive and
personalized user experiences, enhancing customer satisfaction and
engagement.

Amazon Managed Streaming for Apache Kafka

Amazon Managed Streaming for Apache Kafka (Amazon MSK) is a fully
managed service that simplifies the process of building and running
applications that use Apache Kafka to process real-time streaming data.
Amazon MSK provides high availability, security, and seamless integration
with other AWS services, making it an ideal choice for enterprises looking
to implement event-driven architectures and real-time data processing
pipelines.
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Feature highlights include:
Fully compatible with Apache Kafka

Apache Kafka is a distributed, open source event streaming platform
used by organizations to build real-time data pipelines and streaming
applications. It is highly scalable, fault-tolerant, and designed to handle
high-throughput, low-latency data streaming.

Amazon MSK runs native versions of Apache Kafka, ensuring complete
compatibility with existing Kafka applications and tools. This means
you can migrate your Kafka workloads to AWS without any code
changes and continue using familiar custom and community-built tools
such as MirrorMaker. Additionally, MSK integrates with AWS security
features like VPC isolation, encryption, and lAM-based access control,
making it easier to secure your Kafka workloads while focusing on
innovation and real-time data processing.

Managed scaling with Amazon MSK Serverless

Amazon MSK Serverless is an option within Amazon MSK that
automatically scales your Kafka workloads based on demand,
eliminating the need to manually manage cluster capacity. This feature
allows you to handle variable workloads efficiently, optimizing costs
and performance.

Extended data retention with tiered storage

Amazon MSK offers tiered storage, which enables you to retain data for
extended periods cost-effectively. With tiered storage, older data is
automatically moved to a lower-cost storage tier. This feature is
particularly useful for applications that require long-term storage of
streaming data, such as for compliance or historical analysis.

Amazon MSK Connect

Amazon MSK Connect is a managed feature of Amazon MSK that
streamlines streaming data between Apache Kafka and various sources
or destinations. It simplifies deployment and management of Kafka
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connectors without handling infrastructure, allowing seamless
integration with AWS services. MSK Connect offers scalability,
security, and reliability, making it ideal for real-time data movement
across diverse applications and platforms.

Automated data replication with Amazon MSK Replicator

Amazon MSK Replicator provides a fully managed solution for
replicating data across Amazon MSK clusters, even across different
AWS Regions. This feature ensures data consistency and availability
across multiple locations, enabling disaster recovery scenarios and
global data distribution. It also simplifies the migration process for your
Kafka workloads.

Some common use cases for this service include:
Real-time data analytics and processing

Amazon MSK enables organizations to ingest, process, and analyze
large volumes of data in real time, providing valuable insights for
business intelligence and decision making. This capability is
particularly valuable in industries such as ecommerce and fintech for
real-time analysis of user behavior, driving personalized
recommendations and fraud detection.

Building event-driven architectures and microservices

Amazon MSK provides a robust foundation for implementing event-
driven architectures and microservices. By using MSK as an event hub,
developers can decouple different components of their applications,
allowing for independent scaling and easier maintenance. This
architecture style is particularly beneficial for large-scale, distributed
systems where loose coupling between services is essential for agility
and scalability.

Implementing change data capture (CDC)



Amazon MSK facilitates efficient CDC processes, enabling real-time
database replication and synchronization across different systems. By
streaming database changes through MSK, organizations can maintain
consistent data across multiple data stores, power real-time analytics on
operational data, and implement robust disaster recovery solutions.

Powering loT data streaming solutions

Amazon MSK serves as a scalable and reliable platform for ingesting
and processing data from 10T devices, enabling real-time device
monitoring and management. Organizations can build sophisticated loT
applications that provide real-time insights, predictive maintenance
capabilities, and automated responses to device events by using MSK to
handle high-volume, high-velocity data streams generated by 10T
sensors and devices.

Reference Architecture: Streaming Analytics Pattern
with Apache Flink and MSK

The following reference architecture illustrates a streaming analytics
pipeline employing Amazon MSK and Amazon Managed Service for
Apache Flink for real-time fraud detection. As you’ll see in Figure 3-1,
events are ingested through an APl Gateway and then streamed into
Amazon MSK. Subsequently, Apache Flink applications perform real-time
computations, such as anomaly detection or data enrichment, utilizing
reference data from Amazon S3.

The processed output supports three primary use cases: (1) delivering fraud
detection notifications via Lambda and Amazon SNS; (2) enabling real-time
search and reporting with Amazon OpenSearch Service; and (3) facilitating
long-term log storage in Amazon S3. This architecture is well suited for
event-driven applications, fraud monitoring, and the processing of high-
velocity logs.
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Figure 3-1. Real-time fraud detection system
AWS Glue

AWS Glue is a fully managed, serverless data integration service that
simplifies the process of discovering, preparing, and loading data for
analytics. As you’ll see in Figure 3-2, AWS Glue provides a comprehensive
suite of tools, including a data catalog, ETL capabilities, and support for
event-driven workflows, enabling data engineers to quickly and easily build
scalable and cost-effective data pipelines. Glue reduces the time and effort
required to prepare data, allowing teams to focus more on deriving insights
and less on managing infrastructure.
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Figure 3-2. AWS Glue key capabilities
Feature highlights include:
Scalable data transformation engine

AWS Glue features a robust, serverless ETL engine that supports
various deployment options to match different workload requirements.
For batch processing, Glue provides Apache Spark—based ETL jobs that
can efficiently handle large-scale data transformations. For real-time
data processing, Glue Streaming ETL uses Apache Spark Structured
Streaming to manage continuous data flows. Additionally, Glue offers
lightweight Python shell jobs for simpler transformations. This

versatility allows organizations to select the most appropriate processing
model for their specific needs.

Centralized technical catalog and unified data quality control

AWS Glue provides a centralized platform for managing and governing
your data assets. The AWS Glue Data Catalog serves as a centralized
technical metadata repository. Glue Crawlers automatically discover,
catalog, and classify data from various sources, populating the Glue
Data Catalog with schema definitions and metadata. This catalog
integrates seamlessly with AWS Lake Formation and Amazon
DataZone, providing fine-grained access control and enabling data



sharing. Glue Data Quality features allow you to define, run, and
monitor data quality rules, ensuring the integrity and reliability of your
data assets. This unified approach enhances data discovery, compliance,
and consistent management practices across the organization.

Tailored ETL interfaces

AWS Glue enhances user productivity by providing a variety of
interfaces tailored to different personas, including data engineers, data
scientists, and data analysts. AWS Glue Studio offers a visual drag-and-
drop interface for designing ETL workflows, while notebooks and
interactive sessions cater to those who prefer a code-centric approach.
Additionally, AWS Glue includes robust monitoring and logging
capabilities, allowing users to track job performance, troubleshoot
Issues, and ensure that data operations run smoothly and efficiently.

Connect and ingest data with ease

AWS Glue simplifies the process of connecting to and ingesting data
from a wide array of sources through its extensive library of built-in
connectors. These connectors support a broad range of data stores,
including relational databases, NoSQL databases, data warehouses, and
SaaS applications. Glue’s ability to connect effortlessly to diverse data
sources and ingest data in various formats reduces the complexity of
data integration projects and accelerates time-to-insight for analytics
initiatives.

Some common use cases for this service include:
Building and managing data lakes

AWS Glue is often used to build and manage data lakes on AWS. By
automating the discovery, cataloging, and transformation of data, AWS
Glue simplifies the creation of a data lake, allowing organizations to
quickly ingest, store, and analyze large volumes of data from various
sources. Glue’s integration with services like Amazon Athena and
Amazon Redshift enables efficient querying of the data lake, supporting



a wide range of analytics use cases from ad-hoc queries to complex data
science projects.

Data warehouse ETL

AWS Glue simplifies the process of loading and transforming data for
data warehousing solutions like Amazon Redshift and Snowflake. It
efficiently extracts data from various sources, performs necessary
transformations such as data cleansing and format conversion, and loads
the processed data into data warehouse tables. Glue’s ability to automate
ETL code generation and support incremental data loading is
particularly valuable for maintaining up-to-date data warehouses.

Real-time data processing

AWS Glue supports real-time data processing scenarios where data
needs to be ingested, transformed, and analyzed on the fly. For example,
Glue can process streaming data from sources like Amazon Kinesis or
Amazon MSK, perform transformations with Apache Spark Structured
Streaming, and load the results into analytics-ready destinations.

Data preparation for machine learning

Data preparation is a crucial step in the machine learning (ML) process.
AWS Glue’s ability to clean, normalize, and transform large datasets
makes it an excellent tool for feature engineering and data
preprocessing. Glue’s integration with Amazon SageMaker streamlines
the process of moving prepared data to ML training environments,
accelerating the development and deployment of machine learning
models.

Data integration from multiple sources

AWS Glue allows organizations to easily extract, transform, and load
(ETL) data from a wide range of sources, such as on-premises
databases, cloud data stores, and third-party applications. It enables
automated schema discovery and provides prebuilt transformations to
streamline data integration. This use case is essential for businesses



looking to consolidate data into a unified format for analytics or
reporting.

AWS Glue DataBrew

AWS Glue DataBrew is a visual data preparation tool that allows users to
clean, normalize, and transform data without writing any code. With over
250 prebuilt transformations, DataBrew empowers users of all skill levels to
prepare data quickly and efficiently for analytics, machine learning, and
other data-driven projects. While AWS Glue (as introduced in the preceding
section) is tailored for developers, engineers, and analysts building scalable
ETL pipelines, DataBrew is designed for those who prefer a no-code, visual
interface for interactive data preparation.

Feature highlights include:
Visual data exploration and profiling

AWS Glue DataBrew offers robust data profiling capabilities. Users can
quickly understand data distributions, identify outliers, and detect data
quality issues through its interactive visualizations. The service
generates detailed profile reports that include column-level statistics,
data type suggestions, and correlation analysis. These features enable
users to gain a comprehensive understanding of their data’s
characteristics, facilitating informed decisions about necessary data
transformations and cleansing steps.

No-code data transformation

AWS Glue DataBrew enables users to perform complex data
transformations without writing code. Its drag-and-drop interface allows
users to apply a wide range of transformations—such as filtering,
grouping, joining, and pivoting data—using a library of over 250
prebuilt functions. This feature empowers users, regardless of their
technical expertise, to execute advanced data preparation tasks
efficiently.

Automated data quality and validation
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AWS Glue DataBrew includes automated data quality checks and
validation rules that can be applied to datasets. Users can define custom
data quality rules based on their specific requirements, such as value
ranges, data formats, or business logic. This feature ensures that the
resulting datasets meet predefined quality standards, enhancing the
reliability of downstream analytics and machine learning processes.

Reproducible and auditable workflows

AWS Glue DataBrew enables the creation of reusable recipes, which are
sequences of data transformation steps that can be applied to multiple
datasets or rerun on updated data. This automation reduces manual
intervention and ensures consistency in data preparation. The service
also maintains detailed logs of all data preparation activities, supporting
audit requirements and enabling users to track changes over time.

Some common use cases for this service include:
Ad-hoc data exploration and analysis

Data analysts frequently use AWS Glue DataBrew for ad-hoc data
exploration and analysis. The ability to quickly profile and transform
datasets allows analysts to gain insights into data patterns, identify
trends, and prepare data for more in-depth analysis.

Data preparation for business intelligence (Bl) reporting

AWS Glue DataBrew transforms raw data into structured formats that
can be easily ingested by Bl tools. By applying transformations such as
aggregations, calculations, and data enrichment, users ensure that the
data used in dashboards and reports is accurate, consistent, and up-to-
date, leading to more reliable business insights.

Data cleaning and preprocessing for machine learning

AWS Glue DataBrew is often used to clean and normalize data before
feeding it into machine learning models. By applying transformations
like handling missing values, standardizing formats, and normalizing



distributions, DataBrew ensures that the dataset is in optimal condition
for training accurate and reliable models.

Amazon Athena

Amazon Athena is a serverless, interactive analytics service built on open
source frameworks, supporting open table and file formats. It enables users
to analyze petabytes of data in Amazon S3 and 30 other data sources,
including on-premises and cloud systems, using SQL or Python. Built on
Trino, Presto, and Apache Spark, Athena requires no infrastructure
management, offering a simplified way to query data where it resides. Its
pay-per-query pricing model and support for various data formats provide a
cost-effective and flexible solution for ad-hoc analysis, log processing, and
building data-driven applications.

Feature highlights include:
Serverless SQL query engine

Athena’s core functionality is its serverless SQL query engine, which
allows users to analyze data using ANSI SQL. It supports a wide range
of data formats, including CSV, JSON, ORC, Avro, and Parquet. The
service automatically scales to handle query workloads, ensuring high
availability and performance. This design, coupled with a pay-per-query
pricing model where users are charged only for the amount of data
scanned by each query, makes Athena highly cost-effective for ad-hoc
analysis and intermittent workloads.

Amazon Athena for Apache Spark

Amazon Athena offers the ability to run Apache Spark workloads
alongside SQL queries. This feature allows data engineers and data
scientists to leverage the in-memory processing capabilities of Apache
Spark for faster, more complex data transformations and analyses.
Athena for Spark provides a simplified notebook experience in the
Athena console, with instant-on resources that start in seconds.

Native support for open table formats
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Athena provides native support for open table formats, most notably
Apache Iceberg. Iceberg tables offer advanced features like schema
evolution, hidden partitioning, and time travel queries. This feature
allows users to perform read, time travel, write, and use DDL operations
on Iceberg tables directly through Athena.

Federated query and prebuilt data source connectors

Athena’s federated query capability, coupled with its wide array of
prebuilt data source connectors, enables querying data from various
sources beyond Amazon S3 without data movement. With connectors
for popular systems like Amazon DynamoDB, Amazon Redshift,
MySQL, and PostgreSQL, Athena allows joining data from multiple
origins in a single query. This feature provides a unified interface for
querying distributed data ecosystems. It simplifies complex data
analysis by eliminating the need for data movement or ETL processes,
making Athena a powerful tool for organizations with heterogeneous
data environments.

Some common use cases for this service include:
Data lake exploration and analytics

Athena excels in supporting interactive, ad-hoc querying of large
datasets stored in S3. Data analysts and business users can quickly
explore data, test hypotheses, and answer business questions without the
need for complex ETL processes or data warehousing solutions. The
ability to run SQL queries directly on data in S3 enables rapid insight
generation, supporting agile decision-making processes across various
business functions.

Business intelligence reporting

Users can easily integrate Athena with Bl tools like Amazon QuickSight
to power dashboards and reports. The ability to query data directly in
S3, coupled with Athena’s support for various data formats and open



table standards, ensures that your Bl tools are always accessing up-to-
date data.

Log analysis and operational intelligence

Organizations frequently use Athena to analyze log and event data
stored in Amazon S3. Whether it’s analyzing application logs, security
events, or user activity logs, Athena provides the ability to query and
filter large volumes of log data quickly. This enables teams to
troubleshoot issues, monitor systems, and generate reports without
setting up complex data pipelines. However, for scenarios that require
keyword search, Amazon OpenSearch may be a more efficient choice
due to its optimized search engine.

Amazon EMR

As shown in Figure 3-3, Amazon EMR (Elastic MapReduce) is a cloud-
native big data platform that simplifies the processing and analysis of vast
amounts of data. It manages the complexities of running popular open
source frameworks like Apache Hadoop, Apache Spark, and Presto on
dynamically scalable clusters. By abstracting cluster management tasks,
EMR allows users to focus on extracting insights from their data efficiently
and cost-effectively.
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Figure 3-3. Amazon EMR value proposition

Feature highlights include:
Support for multiple big data frameworks

Amazon EMR natively supports a comprehensive range of open source
big data frameworks, including Apache Hadoop, Apache Spark, Apache
HBase, Apache Flink, and Presto. It also supports open table formats
like Apache Iceberg, Apache Hudi, and Delta Lake, enabling advanced
data management features such as time travel and schema evolution.
This broad support allows users to efficiently process and analyze large
datasets using the most suitable tools for their specific needs.

Versatile workload and user interfaces

Amazon EMR is designed to handle various workloads, including batch
processing, real-time streaming, interactive querying, and machine
learning. Users can interact with EMR through multiple interfaces, such
as command-line tools, APIs, or interactive notebooks. For SQL-based
analytics, EMR integrates with tools like Hive and Presto, allowing
users to run interactive queries on massive datasets.



Flexible deployment options

Amazon EMR offers flexible deployment options to meet different
operational needs. You can run EMR on EC2 instances for traditional
cluster-based processing, providing full control over the infrastructure.
For containerized environments, EMR on EKS integrates seamlessly
with Kubernetes, enabling consistent deployment and management
across hybrid environments. Additionally, EMR Serverless provides a
fully managed, autoscaling environment, eliminating the need for
cluster management. EMR also supports EC2 Spot Instances, offering
significant cost savings for fault-tolerant workloads. Amazon EMR on
AWS Outposts enables you to run big data applications in on-premises
facilities.

Some common use cases for this service include:
Large-scale batch data processing

Amazon EMR is widely used for batch ETL processes, transforming
large volumes of raw data into structured formats suitable for analysis.
With robust support for Apache Spark and Apache Hadoop, EMR
efficiently processes data stored in Amazon S3, enabling companies to
extract valuable insights and make data-driven decisions. Its distributed
computing capabilities make it ideal for handling large-scale data
transformation tasks.

Real-time data processing

Amazon EMR is an excellent choice for real-time data processing,
leveraging frameworks like Apache Flink and Apache Spark Streaming.
Organizations use EMR to process and analyze streaming data from
sources such as 10T devices, clickstreams, and social media feeds.

Big data analytics and machine learning

With its ability to run machine learning frameworks like Apache Spark
MLIib, Amazon EMR is often used for big data analytics and machine



learning workloads. Data scientists can process large datasets, train
models, and perform predictive analytics directly within EMR.
Integration with AWS services like Amazon SageMaker enhances

EMR’s capabilities, enabling end-to-end machine learning workflows
from data preparation to model deployment.

Amazon Redshift

Amazon Redshift is a managed, petabyte-scale data warehouse service that
enables users to store and analyze large volumes of data using standard
SQL. It is designed to handle datasets ranging from a few hundred
gigabytes to several petabytes, offering fast query performance through its
Massively Parallel Processing (MPP) architecture. As you’ll see in

Figure 3-4, it integrates seamlessly with other AWS services, making it an
ideal solution for businesses looking to leverage cloud-based data
warehousing for analytics, reporting, and machine learning needs.
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Figure 3-4. Amazon Redshift feature highlights
Feature highlights include:

Scalability and elasticity
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Amazon Redshift offers exceptional scalability and elasticity to meet
evolving data warehousing demands. With RA3 instances, Redshift
decouples storage and compute, allowing independent scaling for cost
efficiency. Redshift Serverless further enhances the storage-compute
decoupling by automatically adjusting the compute capacity for
analytics workloads without infrastructure management.

Seamless integration with the AWS ecosystem

Amazon Redshift integrates deeply with the AWS analytics ecosystem.
It works cohesively with services like AWS Lake Formation for data
governance and Amazon QuickSight for business intelligence. Redshift
Spectrum enables you to query and analyze data directly in Amazon S3
without the need to load it into your Redshift cluster. Redshift also
supports zero-ETL data ingestion from various data sources like Aurora
and DynamoDB, simplifying data collection and loading. This tight
integration accelerates analytics workflows and streamlines data
management across your AWS environment.

Secured data collaboration

With Amazon Redshift data sharing, you can seamlessly share live data
across Redshift clusters, workgroups, AWS accounts, and regions
without duplicating or moving the data. This enables database
administrators and data engineers to provide secure, real-time access to
data for analytics. Data sharing supports both read and write
permissions across different clusters, allowing users to access the most
up-to-date information immediately after it’s committed.

Maximize value with machine learning

Amazon Redshift empowers organizations to maximize the value of
their data by integrating machine learning capabilities directly within
the data warehouse. With Amazon Redshift ML, you can create, train,
and deploy machine learning models using familiar SQL commands.
This feature leverages Amazon SageMaker’s power without requiring
data movement, enabling advanced analytics and predictive insights.
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Some common use cases for this service include:
Empowering business intelligence and reporting

Amazon Redshift enhances business intelligence by enabling efficient
processing and analysis of large datasets. Its fast query performance and
integration with tools like Amazon QuickSight facilitate the creation of
detailed dashboards and reports.

Enabling big data analytics

Companies leverage Amazon Redshift for big data analytics on massive
datasets. With parallel processing and columnar storage, organizations
perform complex queries faster, uncovering patterns and deriving
insights from extensive data assets.

Accelerating machine learning with SQL

Amazon Redshift integrates machine learning into SQL workflows,
allowing users to build and deploy ML models directly within the data
warehouse. Using familiar SQL commands with Redshift ML, they can
predict customer behavior or detect anomalies without moving data to
separate ML platforms, streamlining predictive analytics.

Monetizing data assets

Redshift facilitates data monetization through secure sharing and
collaboration. Integration with AWS Data Exchange allows businesses
to license datasets to third parties, creating new revenue streams. By
combining internal and external data, organizations can offer enriched
products and expand market opportunities.

Amazon QuickSight

Amazon QuickSight empowers organizations with unified business
intelligence (BI) at scale. Designed to provide fast, easy-to-understand
insights from data, it helps businesses make informed decisions. QuickSight
Is both scalable and serverless, enabling it to support thousands of users
without requiring infrastructure management. With Amazon QuickSight Q,
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business analysts can use natural language to discover, build, and share
insights in seconds.

Feature highlights include:
Serverless and scalable architecture

Amazon QuickSight’s serverless architecture allows it to seamlessly
accommaodate varying numbers of users without requiring manual
infrastructure management. This scalability ensures consistent
performance, whether you have a handful of users or tens of thousands.
In addition to traditional per-user licensing, QuickSight offers a cost-
effective, pay-per-session pricing model, where organizations are billed
only when users access dashboards or reports. This approach reduces
costs, especially for organizations with large or fluctuating user bases.

Super-fast, Parallel, In-memory Calculation Engine (SPICE)

QuickSight’s SPICE engine delivers rapid data retrieval and analysis at
scale. By storing data in-memory, SPICE reduces data load times and
accelerates query performance. It automatically replicates data for high
availability, allowing thousands of users to simultaneously perform fast,
interactive analyses without compromising performance.

Embedded analytics

QuickSight enables organizations to embed interactive dashboards and
analytics into their own applications, portals, or websites. This feature
allows developers to integrate rich data visualizations directly into their
user experience, enhancing engagement and providing immediate
insights to end users without the need to switch contexts.

Generative Bl

Generative Bl, powered by Amazon QuickSight Q, allows users to
interact with their data through natural language queries. Users can ask
questions in plain English and receive accurate answers in the form of
visualizations or narratives, democratizing access to data insights across
the organization.



Pixel-perfect reports

Amazon QuickSight allows users to create and deliver pixel-perfect
reports tailored to specific formatting and layout requirements. This
capability is crucial for organizations needing high-quality reports for
regulatory compliance, financial reporting, or executive presentations.
QuickSight’s comprehensive reporting tools offer detailed
customization options to ensure alignment with organizational standards
and branding needs.

Some common use cases for this service include:
Business reporting

Organizations use Amazon QuickSight for business reporting by
connecting it to operational data warehouses or data lakes on AWS. It
provides an efficient way to generate reports and dashboards that help
track performance metrics, visualize trends, and make informed
decisions based on real-time data.

Embedded analytics in customer applications

Independent software vendors (ISVs) and enterprises embed QuickSight
dashboards into their customer-facing applications to enhance value
propositions. By providing users with interactive analytics within the
application context, companies improve user engagement and
satisfaction.

Reference Architecture: Lakehouse with Glue, Redshift,
and Athena

Figure 3-5 illustrates a modern lakehouse setup, combining a centralized
Amazon S3 data lake with Amazon Redshift as the data warehouse. Data is
initially ingested into the Amazon S3 data lake. Subsequently, an AWS
Lambda function triggers AWS Glue jobs to transform the raw data into
structured formats, storing the processed data back in Amazon S3 for
downstream analytics. Amazon Redshift then consumes this curated data



for high-performance SQL analytics. Simultaneously, Amazon Athena
enables interactive, serverless querying of raw and semi-structured data
directly within Amazon S3.

Amazon QuickSight provides business users and analysts with visualization
dashboards, while another AWS Lambda function triggers SPICE refreshes
for near-real-time reporting. This architecture supports ad-hoc queries,
batch reporting, and Bl use cases across large datasets.
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Figure 3-5. Lakehouse pattern with AWS Glue, Amazon Redshift, and Amazon Athena

Amazon OpenSearch Service

Amazon OpenSearch Service is a managed solution that simplifies
deploying, operating, and scaling OpenSearch workloads in the cloud. As
illustrated in Figure 3-6, OpenSearch, an open source search and
observability suite, empowers users to derive insights from large volumes
of unstructured data. With built-in visualization tools like OpenSearch
Dashboards, users can search, analyze, and explore their data without
worrying about infrastructure management complexities.
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Figure 3-6. Amazon OpenSearch reference use cases

Feature highlights include:
Managed OpenSearch solutions

Amazon OpenSearch Service provides both provisioned OpenSearch
clusters and OpenSearch Serverless options, offering flexibility for
different workloads. Provisioned clusters suit predictable workloads,
while serverless configurations are ideal for dynamic, on-demand
scaling, reducing the need for infrastructure management and improving
operational efficiency.

Price-performant features

Amazon OpenSearch Service offers multiple features designed to
optimize performance and cost. It supports Graviton instances for
enhanced performance and cost savings, as well as the OpenSearch-
optimized ORL1 instance type, designed specifically to deliver superior
performance for heavy operational analytics workloads. Additionally,
tiered storage allows users to store infrequently accessed data cost-
effectively while ensuring fast access to frequently queried data, helping
optimize costs for different data patterns.

Managed data ingestion and transformation



Amazon OpenSearch Service streamlines data ingestion through
OpenSearch Ingestion, powered by Data Prepper. This fully managed
service automates the process of ingesting, filtering, enriching,
transforming, and routing data to OpenSearch domains or serverless
collections. It scales automatically to accommodate changing data
volumes, eliminating the need for managing complex, multinode
ingestion pipelines.

Comprehensive security governance

Amazon OpenSearch Service provides comprehensive security
governance, including fine-grained access control, encryption at rest
and in transit, and integration with AWS Identity and Access
Management (IAM). These features ensure that your data remains
secure and compliant with industry standards.

Integration with open source tools

OpenSearch Service integrates natively with popular open source tools
such as OpenSearch Dashboards for data visualization, and log
ingestion solutions like Logstash, Fluent Bit, and Fluentd. This allows
users to maintain familiar workflows while leveraging the benefits of a
fully managed service.

Some common use cases for this service include:
Log analytics and observability

Amazon OpenSearch Service is ideal for real-time log analytics and
system observability. It enables users to monitor application
performance, detect security issues, and respond to incidents efficiently
by aggregating and analyzing logs from multiple sources in real time.
This proactive insight facilitates quick issue resolution, ensuring system
health and an improved customer experience.

Lexical search



Amazon OpenSearch Service delivers fast and precise lexical search for
applications like ecommerce, content discovery, and document
repositories. It supports key search features such as keyword search,
fuzzy matching, and auto-completion, allowing users to quickly locate
relevant information and improving the overall search experience.

Semantic search and retrieval-augmented generation (RAG)

Amazon OpenSearch’s advanced vector search capabilities improve the
accuracy of natural language queries. This feature is crucial for
applications requiring semantic understanding and context-aware
responses, such as personalized recommendations and Al-driven
chatbots. It plays a key role in RAG workflows, enhancing the
relevance of Al-generated results in knowledge-driven applications.

Amazon DataZone

Amazon DataZone is a data management service designed to streamline
cataloging, discovering, governing, and consuming data across various
sources, including AWS, on-premises, and third-party platforms. It provides
a unified portal for efficient data management, enabling collaboration
among data engineers, scientists, analysts, and business users while
ensuring appropriate data access and governance.

Feature highlights include:

Managed business data catalog

Amazon DataZone’s core feature is its managed business catalog, which
provides a centralized repository of data assets enriched with business
context. It automatically extracts metadata from sources like data lakes
and data warehouses, ensuring that the catalog is always comprehensive
and up-to-date. Additionally, Amazon DataZone leverages large
language models (LLMSs) to recommend accurate metadata, generating
consistent business descriptions and names for data assets.

Personalized data portal
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The personalized data portal offers a unified interface for data producers
and consumers. This web-based application allows users to access,
analyze, and collaborate on data assets without logging into the AWS
Management Console. Users can search the catalog, request access to
data, and perform analyses using tools such as Amazon Redshift or
Amazon Athena, all within a single, streamlined environment.

Governed data sharing

Amazon DataZone simplifies data sharing across teams, departments, or
business units with fine-grained access control and approval workflows
for data subscriptions. Additionally, Amazon DataZone offers the ability
to group data assets into predefined data products, simplifying
cataloging and discovery for specific business use cases.

Automated data quality and data lineage management

Amazon DataZone provides automated tools for managing both data
quality and lineage. Organizations can define rules to assess dataset
accuracy, completeness, and consistency. The data lineage capabilities
offer an end-to-end view of data movement over time, helping users
understand data provenance, trace changes, and conduct root cause
analysis.

Some common use cases for this service include:
Enterprise data cataloging

Large enterprises often struggle to maintain visibility into their scattered
datasets. Amazon DataZone helps build a unified, searchable data
catalog across multiple AWS services. It significantly enhances data
discoverability across an organization.

Cross-business unit or cross-account data sharing

Amazon DataZone facilitates secure and governed data sharing across
organizational boundaries, enabling self-service access for distributed
teams.



Streamlined analytics workflows

Amazon DataZone integrates with AWS analytics services and third-
party tools, allowing seamless transitions between different stages of the
data lifecycle—from discovery to analysis—without switching contexts.

AWS Lake Formation

AWS Lake Formation simplifies centralized data governance, security, and
global data sharing for analytics and machine learning workloads. It
integrates with the AWS Glue Data Catalog, providing a unified platform
for managing data permissions with fine-grained access controls. The
service facilitates both internal and external data sharing while offering
comprehensive auditing by tracking user- and role-based data interactions.

Feature highlights include:
Centralized data permission management

AWS Lake Formation provides a centralized interface to manage
permissions for data lakes and data warehouses in AWS. Users can
define and manage access controls using database-like grants. This
security model applies not only to AWS services such as Amazon
Redshift, Amazon Athena, and Amazon EMR, but also extends to third-
party platforms like Starburst and Dremio, ensuring a unified security
framework for all data consumers.

Advanced data governance at scale

Lake Formation helps organizations implement fine-grained access
controls (FGAC) and tag-based access controls (TBAC) for more
scalable data governance. With FGAC, users can control access at
multiple levels, including database, table, and column levels, allowing
for a granular approach to data security. With TBAC, users can label
data resources with tags and manage data access based on tags. This
feature enables organizations to enforce policies and track compliance
effectively across a large number of users and services.
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External data sharing

Lake Formation integrates with AWS Data Exchange to facilitate
external data sharing without requiring data movement. This allows
organizations to license structured tables to external parties such as
partners, vendors, or clients. Data consumers can query and analyze this
shared data using Lake Formation—compatible engines like Amazon
Athena, reducing ETL overhead and accelerating insights from third-
party data.

AWS Lake Formation plays a crucial role in simplifying data governance
within and beyond organizational boundaries. Internally, it allows
administrators to enforce fine-grained and tag-based access controls across
teams and accounts, ensuring users have appropriate access while
maintaining compliance. Externally, the integration with AWS Data
Exchange enables secure data sharing with partners and clients. This unified
approach ensures secure collaboration while meeting both regulatory and
organizational requirements.

Auxiliary Services for Analytics

In the previous section, we covered the core AWS analytics services that are
in scope for the AWS Certified Data Engineer Associate (DEA-C01) exam.
These services provide a comprehensive set of tools for data ingestion,
processing, storage, and analysis. However, to build complete and efficient
analytics solutions on AWS, it’s essential to understand the auxiliary
services that work in conjunction with these core analytics offerings.

In this section, we will explore the key auxiliary AWS services that support
and enhance analytics workloads. These services span various categories,
such as application integration, compute, containers, databases, and more.
By leveraging these auxiliary services, you can create robust, scalable, and
secure analytics architectures that meet your specific requirements. For a



comprehensive list of in-scope AWS services and features for the DEA-C01
exam, refer to the official exam guide.

Application Integration

Application integration services enable communication and coordination
between applications, microservices, and distributed systems. These
services facilitate event-driven architectures, workflow orchestration, and
decoupling of components, allowing developers to build scalable, resilient,
and modular applications that can respond quickly to changing business
needs.

In analytics workloads, application integration services play a crucial role in
enabling real-time data ingestion, triggering analytical processes, and
orchestrating data pipelines. For example, an organization might use
Amazon EventBridge to trigger real-time analytics workflows when new
data arrives in an Amazon S3 bucket. Additionally, AWS Step Functions
can be used to orchestrate an ETL pipeline that processes data as it becomes
available.

The application integration services covered in this certification include:
Amazon EventBridge

A serverless event bus that enables you to build event-driven
architectures by routing events from various sources to target services
for processing and analysis. The service makes it easy to connect
applications using data from your own applications, integrated SaaS,
and AWS services.

Amazon Simple Queue Service (Amazon SQS)

A managed message queuing service that enables decoupling and
scaling of microservices, distributed systems, and serverless
applications. It allows you to send, store, and receive messages between
microservices at scale.

Amazon Simple Notification Service (Amazon SNS)
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A managed pub/sub messaging service for application-to-application
and application-to-person communication. It enables message fan-out
from one producer to multiple subscribers.

Amazon Managed Workflows for Apache Airflow (Amazon MWAA)

A managed service for Apache Airflow that allows you to orchestrate
data pipelines and workflows. With Amazon MWAA, you can design
directed acyclic graphs (DAGS) that define and orchestrate your
workflows without the operational burden of managing the
infrastructure.

AWS Step Functions

Acts as a serverless orchestration service that provides tight integration
with over 220 AWS services, enabling you to define and execute
workflows that automate processes, handle errors, and ensure the proper
sequence of steps in your data pipelines.

Amazon AppFlow

A managed integration service that enables secure and automated data
transfer between SaasS applications and AWS services.

Compute and Containers

Compute and container services in AWS form the backbone of cloud-based
applications. These services encompass virtual servers, serverless
computing, and container orchestration platforms, enabling you to choose
the optimal compute model for your workloads. They allow you to run
code, manage applications, and process large-scale data efficiently without
the overhead of managing physical hardware.

In analytics workloads, these compute services are essential for processing,
transforming, and analyzing vast amounts of data, particularly for
customers who are self-managing their analytics workloads in the cloud.
For example, you can self-manage Amazon EC2 or Amazon EKS clusters
to run Spark or Hadoop workloads for distributed data processing. AWS
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Batch allows you to efficiently orchestrate batch computing jobs, such as
data preprocessing or model training. AWS Lambda enables you to run code
in response to events, making it ideal for event-level data processing and
lightweight transformations.

The key compute and container services include:
Amazon EC2

Provides scalable virtual servers in the cloud, allowing you to launch
virtual servers with a wide range of instance types and configurations.

Amazon Elastic Container Service (Amazon ECS)

A fully managed container orchestration service that simplifies running
and managing Docker containers. It deeply integrates with the AWS
environment and provides an easy-to-use solution for running container
workloads on AWS.

Amazon Elastic Kubernetes Service (Amazon EKS)

A managed Kubernetes service that makes it easy for you to run
Kubernetes on AWS and on-premises. Amazon EKS manages the
availability and scalability of the Kubernetes control plane, making it
easy to deploy, manage, and scale containerized workloads.

Amazon Elastic Container Registry (Amazon ECR)

A fully managed container registry that makes it easy to store, manage,
and deploy container images securely and at scale.

AWS Lambda

A serverless compute service that lets you run code without
provisioning or managing compute resources. It allows you to take
actions in response to events, ideal for event-driven or real-time data
processing tasks.

AWS Serverless Application Model (AWS SAM)
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An open source framework that streamlines the development and
deployment of serverless applications, offering a simplified syntax to
define functions, APIs, and databases.

AWS Batch

A fully managed batch processing service that dynamically provisions
the optimal compute resources based on the volume and specific
requirements of the batch jobs you submit. It can provision workloads
on ECS clusters, EKS clusters and EC2 instances.

By leveraging these compute and container services, you can build scalable
and efficient analytics solutions on AWS, whether you prefer the flexibility
of virtual machines, the simplicity of serverless, or the portability of
containers.

Database

AWS offers a wide range of database services designed to support diverse
data models and workload requirements. These include relational databases,
key-value stores, document databases, in-memory data stores, graph
databases, and more—providing the flexibility to choose the right tool for
each job. By managing the underlying database infrastructure, AWS enables
organizations to focus on application development and innovation rather
than database administration.

AWS database services are integral to analytics workflows, serving as the
original data store for structured and unstructured data. They act as data
sources for analytics workloads, enabling real-time analytics, data
warehousing, operational analytics, and more. For example, Amazon
Aurora powers high-performance transactional workloads for ecommerce or
financial applications, while Amazon DynamoDB is ideal for ingesting
high-velocity data from web applications, gaming, ad tech, and IoT devices.
By integrating these databases with analytics services like Amazon Redshift
or AWS Glue, organizations can perform comprehensive data analyzes to
support decision making and strategic planning.
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Key database services include:
Amazon Relational Database Service (Amazon RDS)

Simplifies the setup, operation, and scaling of relational databases in the
cloud. It supports multiple database engines like MySQL, PostgreSQL,
Oracle, and SQL Server.

Amazon Aurora

A high-performance, fully managed relational database compatible with
MySQL and PostgreSQL. It offers enhanced speed and availability by
separating compute and storage layers, allowing for automatic scaling
and replication across multiple Availability Zones.

Amazon DynamoDB

A fast and flexible key-value database providing single-digit
millisecond latency at any scale. It’s ideal for applications requiring
consistent, low-latency performance.

Amazon DocumentDB

A fully managed NoSQL database service compatible with MongoDB,
optimized for JSON documents and scalable performance.

Amazon Keyspaces (for Apache Cassandra)

A scalable, highly available, and managed Apache Cassandra—
compatible database service. Apache Cassandra is an open source,
distributed NoSQL database engine ideal for handling large volumes of
data across many servers without a single point of failure.

Amazon MemoryDB

A durable, in-memory database service that delivers ultra-fast
performance for modern applications, compatible with Redis data
structures and APIs.

Amazon Neptune
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A managed graph database service for building and running applications
that work with highly connected datasets, optimized for storing and
navigating graph structures.

We will dive into when to use each database in more detail in Chapter 5.

Storage

AWS offers a comprehensive suite of storage services designed to cater to
various data types and access patterns. From block-level storage for EC2
instances to object storage for massive amounts of unstructured data, these
services provide the flexibility and reliability needed to meet the diverse
requirements of modern applications.

In analytics workloads, these storage services are foundational for storing,
managing, and archiving data. For example, Amazon S3 is commonly used
as the storage layer for data lakes, enabling easy access for analytics
services like Amazon Athena. Additionally, Amazon EBS can serve as the
underlying storage for Hadoop workloads, allowing for distributed
processing of large datasets.

Key storage services include:
Amazon Elastic Block Store (Amazon EBS)

Provides easy-to-use, scalable, and high-performance block-storage
volumes for Amazon EC2 instances. EBS volumes deliver consistent,
low-latency performance, making them suitable for applications that
require rapid access to data.

Amazon Elastic File System (Amazon EFS)

A scalable, elastic file storage service that lets you share file data across
Amazon EC2 instances. It supports the Network File System (NFS)
protocol, enabling concurrent access and file sharing among instances.

Amazon S3
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An object storage service that allows organizations to store and retrieve
any amount of data from anywhere. It offers industry-leading
scalability, data availability, security, and performance, making it ideal
as the storage layer for data lakes.

Amazon S3 Glacier

A secure, durable, and low-cost storage class within Amazon S3
designed for data archiving and backup use cases. It provides a cost-
effective solution for infrequently accessed data, with retrieval times
ranging from milliseconds to hours.

AWS Backup

A fully managed backup service that simplifies the creation,
management, and restoration of backups across multiple AWS services,
including Amazon EBS, Amazon EFS, and Amazon S3. It helps ensure
data protection and enables quick recovery in case of disasters.

Machine Learning

Machine learning (ML) is a field of study within artificial intelligence that
focuses on developing algorithms using mathematical and statistical
models, with an objective to imitate human intelligence. Machine learning
models are trained with a huge volume of historical data and are expected to
predict future patterns, derive insights, or generate new data. For example,
an organization’s data science team can train an ML model with the last 10
years of sales data to help them predict the sales growth in the next quarter.
The accuracy of ML models depends on various factors such as the quality
of data, volume and veracity of the data, training process, and model
evaluation process.

There are multiple ways to integrate ML models such as developing your
own custom model by training it with your own data, fine-tuning an
existing ML model with data that is already trained with historical data, or
integrating a purpose-built ML model that is already trained with similar
data as your use case.
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AWS offers a few services to serve different use cases of customers with
different integration options. Let’s learn about some of the popular services
AWS offers under the machine learning domain:

Amazon SageMaker

A fully managed machine learning service that enables data scientists
and ML engineers to build, train, and deploy ML models into a
production-ready environment. It provides features and workflows that
can help developer productivity and fast-track your model development
and deployment. SageMaker natively integrates with other AWS
services that enables data science teams to query data from their data
lake or data warehouse, store model artifacts in an object store, integrate
security with AWS IAM, enable model inference with an API service
layer, and provide end-to-end monitoring capability for operational
efficiency.

Amazon Bedrock

A fully managed service that enables you to choose from high-
performing foundation models (FMs) available in Bedrock or import
your own custom model to fast-track your generative Al application
development. Some of the popular model providers available in
Bedrock are Anthropic, Meta, Cohere, Mistral Al, Stability Al, Al21
Labs, and Amazon’s own Titan models. In addition to a managed
environment to host foundation models, Bedrock also provides
knowledge bases to support RAG architecture, agents to perform
complex tasks, and Guardrails to filter harmful content and safeguard
from prompt attacks.

Amazon Q

A generative Al-powered assistant built on Amazon Bedrock that
includes several capabilities. It includes Amazon Q Business, which can
help answer questions, provide summaries, and generate content.
Amazon Q Developer helps improve developer productivity by
transforming code or generating new code. In addition, Amazon Q is
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also integrated into multiple AWS services such as Amazon QuickSight
to generate visualizations with natural language, AWS Glue to generate
code, Amazon Redshift to generate SQL, Amazon Connect for better
customer service, and AWS Supply Chain to help inventory managers
with supply demand planning.

We have highlighted a few of the popular ML services here but you can
learn about other ML/AI services from the AWS documentation.

Migration and Transfer

With the popularity of cloud services and AWS, a lot of customers are
looking to migrate their workloads to AWS, which requires a large amount
of historical data transfer. To help such customers, AWS offers multiple
services that can help with one-time or continuous data transfers from on-
premises or other cloud providers to AWS. The data being transferred may
involve files or databases and the varying size may require a different
approach for the data transfer. Let’s learn about some of the popular AWS
services that help with data migration and transfer:

AWS Database Migration Service (DMS)

A managed service that helps move data between data stores such as
between AWS cloud services and from on-premises or other cloud
providers to AWS. You can migrate data from relational or NoSQL
databases to AWS databases or object stores by defining the data
movement as a one-time full load activity or by loading incremental
data on a continuous basis.

AWS Schema Conversion Tool (SCT)

Integrated as part of AWS DMS to help modify the schema and provide
schema compatibility reports between the source and target database
during data movement. Please read the documentation to check which
data stores are supported as source and target for SCT.

AWS DataSync
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An online data transfer and discovery service that enables the secure
transfer of files or objects from, to, and between AWS services. If you
have a large volume of NFS or HDFS files and plan to migrate to an
AWS object store then DataSync might be a good option.

AWS Data Exchange

An AWS service that provides a data marketplace with data from AWS
and other third parties with a subscription pricing model. It helps
streamline data consumption and also enables you to sell your data to
external customers through the marketplace. It makes the data available
in a secured manner that can be accessed through files, APIs, or
Amazon Redshift queries.

AWS Snow Family

Enables processing of data at the edge or moving petabyte-scale data
from and to AWS. It includes the AWS Snowball and Snowcone
services. Snowball is popular for moving petabyte-scale data and is
available with compute or storage optimized options. Snowcone is the
most compact service and specifically designed to be used outside of
traditional data centers.

AWS Transfer Family

Enables secure transfer of data from and to AWS over the SFTP, AS2,
FTPS, FTP protocols. You can move data from and to the Amazon S3
object store or Amazon EFS. It is a fully managed service that provides
workflow to easily configure, run, and monitor files being transferred.

You can learn more about all of the migration and transfer services from the
AWS documentation.

Networking and Content Delivery

As AWS is a public cloud that is being used by millions of customers,
network isolation, low-latency access, and domain routing are some of the
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key components for security and efficiency. AWS offers multiple services to
address these needs that customers can take advantage of. Let’s review
some of these services:

Amazon Virtual Private Cloud (VPC)

Provides virtual network isolation, which you can integrate to deploy
workloads that need to be logically isolated from other workloads. An
AWS VPC includes the option to create a public subnet or a private
subnet. A public subnet will have a route to the internet, which means
applications deployed in a public subnet can be configured to be
accessible from the internet. Private subnets are meant to be accessible
within VPC only and are not accessible over the internet.

AWS PrivateLink

Enables applications hosted within a VPC to access other AWS services
through the AWS network, without getting routed through the internet.
For example, if an application running within a VPC needs to access
objects available in an Amazon S3 object store, then AWS PrivateLink
will help establish that connection in a secured manner. This helps
improve efficiency as the request gets routed through the Amazon
internal network.

Amazon Route 53

Provides a highly scalable and available Domain Name System (DNS)
with which domains such as example.com can get routed to a designated
IP address of a server, which serves the response for the HTTP/HTTPS
request. It provides several features to configure domain routing such as
latency-based routing, IP-based routing, geo-based routing, DNS
failover, health-check monitoring, and many more.

Amazon CloudFront

A content delivery network (CDN) service from which you can serve
geospecific requests from CloudFront’s nearby edge locations in a
secure manner, which reduces network latency and improves
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performance. It also provides computing at the edge through the
CloudFront Functions and Lambda@Edge features. It natively
integrates with the Amazon S3 object store and supports continuous
deployment with real-time metrics and logging capabilities.

AWS offers several other networking services that you can dive into from
the AWS documentation.

Security, Identity, and Compliance

AWS defines security as its top priority and makes sure all of its services
are built with security at their core. It provides several products to address
different security needs including identity management, user authentication,
authorization, data encryption at rest and in transit, securing applications
from external security attacks, and features that can enable you to monitor
and audit access requests. AWS provides compliance certifications for its
services to help customers who follow specific industry regulations.

Key security, identity, and compliance services include:
AWS ldentity and Access Management (IAM)

A fully managed global service that enables authentication of users and
authorized access to AWS resources. You can integrate external identity
services to enable single sign on, implement fine-grained access control
on AWS actions, enable just-in-time temporary credential vending, and
much more.

AWS Key Management Service (KMS)

A managed service that helps you create and manage encryption keys in
AWS. It is able to encrypt data at rest that is stored in object stores,
databases, or filesystems. You can take advantage of certain advanced
features of AWS KMS such as multiregion KMS keys (replica of KMS
keys in each region), creating KMS keys in an external key store
(protect AWS resources using cryptographic keys outside of AWS), and
connecting to KMS keys using private VPC endpoints.
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Amazon Macie

A managed service that enables detecting sensitive data from storage
layers such as Amazon S3 and sends notifications to respective
stakeholders. It leverages machine learning and pattern matching to
automatically detect sensitive data (e.g., names, address, phone number,
credit card numbers, and more) in a cost-effective way.

AWS Secrets Manager

Enables storing and managing sensitive data elements such as database
credentials, so that developers can avoid hardcoding them in scripts.
You can control access to the secrets using IAM roles and let your
application code refer to the Secrets Manager keys to get the
credentials.

AWS Shield

Provides protection against distributed denial of service (DDoS) attacks
for applications deployed in AWS. Additionally, AWS Shield Advanced
managed threat protection service helps improve security by providing
DDoS detection, mitigation, and response capabilities.

AWS WAF

An AWS service that acts as a firewall for web applications hosted on
AWS by protecting HTTP or HTTPS requests. You can control access to
your web content using WAF as it supports integration with multiple
AWS resources such as CloudFront distribution, the REST APIs of API
Gateway, application load balancers, AppSync GraphQL APls, Cognito
user pool, and many more.

You can learn about additional security services in the AWS documentation.
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Management Governance

To be operationally efficient, AWS offers several services that you can
integrate in your data analytics workloads to automate resource creation
using infrastructure as code (laC), enable observability through logging and
monitoring, and improve management and auditability of resources. In this
section, we will highlight a few of the services that are commonly
integrated:

AWS CloudFormation

A managed service that enables you to automate the creation and
deployment of AWS services using an laC approach. It reduces your
effort compared to manually deploying, tracking failure, and rolling
back failed deployments.

AWS CloudTrail

A managed service that keeps track of all the events or API actions
taken by any user, role, group, or a service, which enables auditing
actions and meeting compliance needs. It keeps track of activities
including actions taken through SDKs, the console, and the CLLI.
CloudTrail is active by default when you create an AWS account.

Amazon CloudWatch

An AWS service that enables logging and monitoring of AWS resources
and applications you are running in AWS. You can monitor metrics,
define alarms, build dashboards, and analyze logs to improve system
performance.

AWS Config

An AWS service that helps audit configuration changes in AWS
resources and also provides a detailed view of how resources are related
to each other. The AWS resources are entities such as EBS volume,
VPC, security groups, VPC endpoints, and more. You can leverage
AWS Config to identify how configuration values have changed for a
resource over time and also build alerting for configuration changes.
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Amazon Managed Service for Prometheus

A managed offering for the open source Prometheus solution, which is
popular for metrics monitoring and alerting. It has native integration for
container-based applications and also can be integrated into an
organization-wide metrics monitoring solution. The managed offering
from AWS helps integrate autoscaling capability and reduce operational
overhead compared to a self-managed setup.

Amazon Managed Grafana

A managed offering for the open source Grafana solution, which is
popular for building visualizations on top of metrics, traces, and logs. It
Is a great solution for observability and can be easily integrated on top
of Prometheus, Elastic, and many third-party products. The managed
offering from AWS helps reduce operational overhead and integrate
security standards.

AWS Systems Manager

An AWS service that provides visibility and control of your
infrastructure on AWS. You can leverage Systems Manager for
application management, node management, change management, and
operations management. It provides a visual interface that offers a
common view across your infrastructures and also enables you to
automate a lot of operational tasks. For example, you can automate
patch upgrades and common library installations across multiple
services in a few easy steps.

Developer Tools

AWS offers a comprehensive set of tools and services that empower
developers to efficiently develop, build, test, and deploy applications on the
AWS platform. By automating tasks, enhancing collaboration, and
seamlessly integrating with other AWS services, these tools streamline the
software development lifecycle and accelerate innovation.
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In the context of analytics workloads, AWS Developer Tools play a crucial
role in the rapid development and deployment of data processing pipelines
and applications. For example, developers can use AWS CodeCommit to
store and version-control their ETL scripts, ensuring a single source of truth
for data processing logic.

Key developer tools and services include:
AWS Command Line Interface (AWS CLI)

A unified command-line tool that enables developers to manage AWS
services directly from the terminal, facilitating automation through
scripts and commands.

AWS CloudShell

A browser-based, preauthenticated shell that provides command-line
access to AWS resources directly from the AWS Management Console,
simplifying access without the need for local installation or
configuration.

AWS Cloud Development Kit (AWS CDK)

An open source software development framework that allows
developers to define cloud infrastructure using familiar programming
languages such as TypeScript, Python, Java, .NET, and Go.
Infrastructure is then provisioned through AWS CloudFormation,
ensuring infrastructure-as-code practices.

AWS Code Services

Includes AWS CodeCommit, AWS CodeBuild, AWS CodeDeploy, and
AWS CodePipeline. This suite of managed services facilitates
continuous integration and continuous delivery (CI/CD) workflows.
AWS Code Services enable developers to store and version-control their
code (CodeCommit), build and test their applications (CodeBuild),
automate the deployment of their applications to various compute
services (CodeDeploy), and orchestrate the entire release process
(CodePipeline).
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Cloud Financial Management

Effective cost management is essential when working with cloud services,
especially in data-intensive analytics workloads. AWS provides Cloud
Financial Management tools that empower organizations to monitor,
manage, and optimize their cloud spending. These services offer visibility
into cost drivers, enable budget setting, and facilitate forecasting. By
leveraging these tools, organizations can ensure that their analytics
workloads remain within financial constraints while maximizing resource
efficiency.

Key Cloud Financial Management tools include:
AWS Cost Explorer

A tool that helps you visualize, understand, and manage your AWS costs
and usage over time. It provides a set of default reports and the ability to
create custom reports, allowing you to analyze your cost and usage data,
forecast spending, identify trends, and uncover areas for potential
savings.

AWS Budgets

Allows you to set custom cost and usage budgets for your AWS
services. You can configure alerts to notify you via email or Amazon
SNS when your actual or forecasted costs exceed your defined
thresholds. This proactive approach helps you stay within budget and
avoid unexpected expenses.

AWS Well-Architected Tool

The AWS Well-Architected Tool is a service in AWS that provides a trusted
framework that you can utilize to apply design best practices from AWS,
implement improvements, and monitor progress. The WA tool integrates
with AWS Trusted Advisor and AWS Service Catalog AppRegistry, which
help review and answer Well-Architected Tool questions.
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The Well-Architected Framework explains key concepts of design
principles and architectural best practices that can be applied for your
workloads deployed in the AWS Cloud. The best practice guidelines are
categorized into six pillars: Security, Reliability, Sustainability, Operational
Excellence, Performance Efficiency, and Cost Optimization.

Additionally, Well-Architected Lenses extend the best practices of Well-
Architected Tools to specific technology domains such as machine learning,
0T, SAP, and industries such as financial services, healthcare life science,
sports, and more. Please read more about Well-Architected Lenses in the
AWS documentation,

Conclusion

In this chapter, we have explored the core AWS analytics services and
auxiliary services that are essential for certification. By understanding the
features, use cases, and integration capabilities of services like Amazon
Kinesis, AWS Glue, Amazon Redshift, and Amazon QuickSight, you are
now well equipped to design robust, scalable, and cost-effective data
analytics solutions on AWS.

Additionally, we have highlighted the importance of auxiliary services
spanning application integration, compute, databases, storage, machine
learning, security, governance, and cloud financial management. These
services work in conjunction with the core analytics offerings to create
comprehensive, end-to-end analytics architectures.

As you progress through this book, you will dive deeper into each service,
learn best practices for their implementation, and gain hands-on experience
through practical exercises. By mastering the concepts and services covered
in this chapter, you will be well on your way to becoming an AWS Certified
Data Engineer, ready to tackle real-world data challenges and drive
innovation in your organization.
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Additional Resources

The following are a few additional resources that will help you dive deeper
and gain more knowledge:

e “Overview of Amazon Web Services”

“Analytics on AWS”

“What Is Data Strategy?”

“Choosing an AWS Analytics Service”

“Amazon SageMaker”

OceanofPDE.com
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Chapter 4. Data Ingestion and
Transformation

The ability to efficiently collect, ingest, and transform data from diverse
sources is crucial for driving valuable insights and well-informed decisions.
Organizations constantly strive to unlock insights from their data by
analyzing their data assets and making better business decisions through
data analytics.

For data engineers, optimizing this end-to-end data ingestion and
transformation process is a core responsibility. They are often tasked with
building reliable pipelines that power an organization’s data-driven
initiatives. However, selecting the appropriate data ingestion and
transformation solutions is critical, as different varieties of data sources
with varying volumes, velocities, and transformation needs may necessitate
the use of various AWS services and approaches.

In this chapter, you will learn how to do the following:

e Design and implement efficient data ingestion pipelines using
appropriate AWS services

e Choose the right AWS services for real-time/near-real-time and
batch data processing

 Build reliable data pipelines for both batch and real-time scenarios
» Implement efficient data transformation strategies

» Apply best practices for data ingestion and transformation

e Orchestrate complex data workflows

By the end of this chapter, you will have a comprehensive understanding of
how to build data pipelines with data ingestion and transformation



capabilities in AWS, and how to orchestrate them. You will learn how to
carefully evaluate the trade-offs, implementation complexity, performance
implications, and cost factors, and you will also answer a set of practice
questions similar to the kind of questions you can expect in the Data
Engineer Associate certification exam.

Data Ingestion

Data ingestion is the process of importing data from various sources into
AWS storage and processing systems. Organizations typically deal with the
following three ingestion patterns:

Real-time streaming

This is high-velocity data requiring immediate ingestion and/or
processing. Examples include 10T sensor readings, clickstream data, and
social media feeds. Streaming data is characterized by a continuous
flow of small data records.

Batch

Ingesting batch data means periodic data loads at scheduled intervals.
Examples include daily database dumps and weekly report files. Larger
volumes of data are processed together and the focus is on throughput
over latency.

Near real time

Near real time is data with semi-frequent updates with slight delay
tolerance. Examples include inventory updates, price changes, and the
like. While ingesting it, it is important to balance between timeliness
and efficiency. Typically CDC (change data capture) mechanisms are
used for ingestion.

Modern organizations typically need to ingest data from multiple sources
such as streaming sources that generate events and messages, databases,



files, and third parties. Let’s now take a look at various patterns on how to
ingest all your data into an analytics data store for reporting and analytics.

Real-Time Streaming Data Ingestion

Organizations have thousands of data sources that typically simultaneously
emit messages, events ranging in size from a few bytes to several
megabytes (MB). These sources span across user interactions (e.g., website
clickstreams, mobile app activities, gaming events), 1oT and equipment data
(e.g., sensor readings, connected vehicle data, industrial equipment
notifications, security system alerts), and business transactions (e.g.,
financial trades, payment processing, order updates).

A streaming data pipeline for data analytics typically consists of five
primary components, as shown in Figure 4-1.
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Figure 4-1. Streaming data pipeline for data analytics on AWS

This pipeline ingests and optionally transforms streaming data in real time.
It then loads into target analytics data stores for further processing,
reporting, and analytics:

Stream sources

Streaming data sources can be application logs, clickstream logs, mobile
apps (e.g., user actions, location data, sensor data, social media
interactions), etc.

Stream ingestion

The stream ingestion layer is responsible for ingesting data into the
stream storage layer. It provides the ability to collect data from tens of
thousands of data sources and ingest in near real time. After collecting



data, the data is sent to stream storage containing a stream name, data
value, and sequence number:

» Kinesis Agent is a standalone Java application that can be used to
monitor files (e.g., logs) and ingest new data continuously into
Kinesis Data Streams. It can be installed on Linux-based server
environments such as web servers, log servers, and database servers.
By default, it considers each newline (\n) as a record. However,
you can configure it to parse multiline records (see the Amazon
Kinesis documentation).

e DynamoDB Streams captures and produces a stream of time-
ordered sequences of item-level modifications in any DynamoDB
table. This data can be streamed through Kinesis Data Streams using
a direct integration.

» Data produced from many AWS services such as Amazon
CloudWatch, Amazon Connect, Amazon EventBridge, Amazon
CloudFront, Amazon PinPoint, etc. can stream data directly into
Kinesis Data Streams.

e AWS |oT Core can connect to 10T devices and stream data into
Kinesis Data Streams and Amazon MSK. IoT devices can send
public data to AWS IoT Core using MQTT messages. AWS loT
Core can then route the data into Kinesis Data Streams or Amazon
MSK.

 AWS DMS can connect to transactional databases, perform change
data capture, and load the data into both Kinesis Data Streams and
Amazon MSK.

 Amazon MSK Connect can continuously ingest data from files,
perform change data capture from databases, and load streaming


https://oreil.ly/qfPdU
https://oreil.ly/mgrF_
https://oreil.ly/Um4Jq
https://oreil.ly/u07vn
https://oreil.ly/mbScC
https://oreil.ly/M7_x8

data into Amazon MSK.

* |f these out-of-the-box stream producers don’t work for your use
case, you can build custom stream producers using AWS SDK and
Kinesis Producers Library (KPL). This option has high
Implementation complexity and high operational overhead; carefully
evaluate your needs before choosing this option.

Stream storage

This is the central layer for streaming data pipelines. They can collect
data from stream producers, store it for a set duration of time (typically
a few hours to days), and distribute the stored data to consumers.
Stream data collectors store streaming data in the order it was received
for a set duration of time, and can replay it indefinitely during that time.
They decouple the stream producers from stream consumers. In AWS,
there are two stream data collectors. In the next section, you will learn
how to choose between these two services:

» Amazon Managed Streaming for Apache Kafka (Amazon MSK)
» Amazon Kinesis Data Streams (KDS)

Stream consumption and processing

Stream consumers read data from stream storage and load it into the
target data store. They can either load the data as is into the target data
store or apply transformations before loading the data into the target
data store for analytics. The following are the relevant stream
consumption and processing services:

e Amazon Data Firehose

e Amazon Redshift (Provisioned/Serverless) compute
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Amazon Managed Streaming for Apache Flink (MSF)

AWS Glue streaming jobs

Apache Spark Streaming or Apache Flink in Amazon EMR

AWS Lambda

A custom application with Kinesis Consumer Library (KCL)

These processing services will be discussed in detail later in this
chapter.

Destination data store

The storage layer used for analytics streaming data pipelines needs fast,
inexpensive, and repeatable reads and writes of large data streams. You
should be able to load large volumes of continuously streaming data
with low latency. The most common target data stores for streaming
data in the context of data and analytics are typically the following:

e Data lakes: Amazon S3
e Data warehouses: Amazon Redshift

» Search and log analytics solutions: Amazon OpenSearch

Kinesis Data Streams Versus Amazon MSK

When choosing between the AWS streaming services KDS and Amazon
MSK for your streaming data ingestion needs, it’s important to carefully
assess your specific requirements and use case.

Check if your data sources and targets have direct integration with the
streaming service. A direct integration significantly simplifies your solution
and will be the one with least operational overhead. Amazon Kinesis Data



Streams offers direct integrations with many AWS services, as shown in
Figure 4-2.
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Figure 4-2. Integration for Amazon Kinesis Data Streams

Figure 4-2 describes the integrations available for Amazon Kinesis Data
Streams for producers and consumers at the time of writing. Kinesis offers
AWS-focused integrations and simplicity in operational management. On
the other hand, Amazon MSK is an open source ecosystem with richer
connectors and a higher level of flexibility. If you prefer open source
ecosystem support (e.g., if you use DuckDB or ClickHouse), you will find
MSK easier to use. In addition to integrations, consider the options in
Table 4-1.



Table 4-1. Comparison between Kinesis Data Streams and Amazon MSK

Kinesis Data

Attribute Streams Amazon MSK
Management Low Low (Amazon MSK
overhead Serverless) to medium
(Amazon MSK Provisioned)
Scalability Scale in seconds with ~ Scale in minutes with one
one click click
Throughput On-demand scaling is  Highest throughput of two

available, but scaled
within certain limits

options

Open source

No

Yes

Data retention

You can retain data for
up to 365 days.

You can retain data for a
longer duration and it is
configurable. With the tiered
storage feature of Amazon
MSK, you can cost-
efficiently store vast amounts
of data in Amazon S3.

Latency

70 milliseconds when
using enhanced fan-out
consumers, 200-500
milliseconds without
the enhanced fan-out

Lowest

Sample Streaming Ingestion Use Cases

Let’s now take a look at some common streaming data ingestion use cases
and how to solve them.



Ingesting streaming data from IoT devices into a data lake

The first use case is to ingest data from thousands of 10T devices into an
Amazon S3 data lake for further transformation and analytics with the least
operational overhead, implementation complexity, and lowest latency. To
achieve this, you can use the ELT architecture described in Figure 4-3.
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Figure 4-3. Streaming ingestion architecture for 10T data into an Amazon S3 data lake

In this architecture, the 10T devices publish MQTT messages to AWS loT
Core. An loT Core rule will then load these streaming messages into
Amazon MSK. MSK is chosen over KDS because it provides the lowest
latency. Once the data is read into Amazon MSK, you’ll need a consumer to
load it into the Amazon S3 data lake. This is where Amazon Data Firehose
(ADF) comes into play. It is a fully managed consumer service that can read
from both Amazon KDS and Amazon MSK and load the data reliably into
Amazon S3. You will learn more about this later in this chapter.

Often, the incoming data is not in a format that is optimized for data lake
consumption. It is produced in formats like JSON. ADF has built-in
transformations to support converting JSON to optimized Apache Parquet
and Apache ORC formats. These columnar data formats save space and
enable faster queries on the Amazon S3 data lake. If your input is in non-
JSON data format (like CSV, XML, structured text, etc.), ADF can invoke
an AWS Lambda function that first transforms these files into JSON, before
converting it to Apache Parquet or ORC. Additionally, ADF can compress
the data using GZIP, ZIP, or SNAPPY before delivering it to the Amazon S3
data lake.



Ingesting click streams into a data warehouse for real-time
reporting

The second use case is to ingest clickstream data into columnar storage in
Amazon Redshift within 10 seconds of data generation with the lowest
operational overhead and lowest implementation complexity. Data
warehouses like Amazon Redshift are high-performance hubs. Ingesting
streaming data into a data warehouse opens up new opportunities for high-
performance, real-time analytics with minimal query response latency,
enabling faster decision making.

Figure 4-4 presents an architecture diagram for ingesting clickstream data
into an Amazon Redshift data warehouse using the streaming ingestion
feature.
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Figure 4-4. Streaming ingestion for Amazon Redshift data warehouse

Using this feature, you can directly ingest streaming data from KDS,
Amazon MSK, or self-managed Apache Kafka into Amazon Redshift in real
time with minimal operational overhead and implementation complexity.

With streaming ingestion, the data read from the stream is seamlessly
loaded into a materialized view (MV) within the Amazon Redshift database.
Streaming sources typically stream data in semi-structured formats like
JSON. You have the flexibility to either load the semi-structured format
data as is into the semi-structured data type in Amazon Redshift (called
SUPER), or you can shred the data into individual columns. You can define
transformations in the MV definition to apply business logic on incoming
data.
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As the MV is refreshed, Amazon Redshift automatically and incrementally
consumes the new data from the stream and loads it into it. This incremental
refresh ensures that only the newest records (e.g., 100 new records since the
last refresh) are loaded, rather than reloading the entire dataset.

The MV refresh can be set to run manually or automatically. With
automatic refresh, Amazon Redshift automatically updates the MV as soon
as possible, as new data becomes available in the streaming source. Amazon
Redshift prioritizes your workloads over auto-refresh and might stop auto-
refresh to preserve the performance of your workload. This approach might
delay refresh of some materialized views. In some cases, you might need
more deterministic refresh behavior for your materialized views. If so,
consider using manual refresh as described in the AWS documentation.

Streaming Amazon DynamoDB data into a centralized data lake

The third use case is to ingest financial data from a DynamoDB database
into an Amazon S3 data lake for real analytics. DynamoDB has a feature
called DynamoDB Streams that captures and streams changes made to
DynamoDB in real time. The changes can be loaded into KDS using a
direct integration between DynamoDB Streams and KDS. This data can
then be delivered through any consumer that KDS supports.

For this use case, the data is delivered into Amazon S3 using Amazon Data
Firehose for analytics as shown in Figure 4-5. For more details on this
solution refer to the blog “Streaming Amazon DynamoDB Data into a
Centralized Data Lake”.

-----------------------------------------------------------------------
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Figure 4-5. Streaming finance data from DynamoDB into S3
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Ingesting AWS logs into log analytics solutions

The fourth use case is to ingest logs from AWS services into Amazon
OpenSearch for real-time monitoring and analysis. This allows

organizations to detect and respond to issues, security threats, or anomalies
in near real time, facilitating timely incident response and enhancing overall

operational efficiency. You can use subscription filters in Amazon
CloudWatch log groups to ingest data directly to ADF, as shown in

Figure 4-6. The data can be delivered to the Amazon OpenSearch service or

third-party log analytics solutions like Splunk.
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Figure 4-6. Integrations for Amazon Data Firehose




ADF is designed for batch-oriented, higher-latency data processing, making
it suitable for applications that can tolerate higher latency. It automatically
delivers data to the selected destination in batches, with typical latencies of
a few minutes to an hour. It has native integration with the following
targets, making it an operationally efficient and low implementation
complexity solution to load data into these supported targets:

o Multiple third-party solutions like Splunk, Dynatrace, etc.
* Amazon Redshift and Amazon OpenSearch

e Amazon S3 to Iceberg format tables or plain Parquet

ADF is a good choice for use cases that require streaming ingestion to
Iceberg tables or S3 data lakes for data lake ingestion, log data collection,
and data backup.

ADF has the capability of taking an optional backup of the raw incoming
data into an Amazon S3 bucket. While applying transformations, if any
records have errors, they are routed into a separate S3 location.

Ingesting Data Using Zero-ETL Integrations

Zero-ETL is a set of integrations that minimizes the need to build complex
ETL data pipelines to extract data. Traditional ETL processes are time-
consuming and complex to develop, maintain, and scale. Instead, zero-ETL
integrations facilitate continuous, point-to-point data movement without the
need to create ETL data pipelines.

AWS offers zero-ETL integrations into Amazon S3 data lakes, Amazon
Redshift data warehouses, and Amazon OpenSearch from a variety of
sources, including the following:

e AWS relational databases: Amazon Aurora, Amazon RDS

e AWS NoSQL databases: Amazon DynamoDB, Amazon
DocumentDB
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» SaaS applications: Salesforce, ServiceNow, Zendesk, SAP, etc.
e Files from Amazon S3

Even though zero-ETL integrations are not available for all source and
target combinations, when a zero ETL integration is available, it is the
easiest, most cost-effective and reliable solution with the lowest operational
complexity. Note that the zero-ETL integrations offer near-real-time
latency.

If you have real-time sub second latency requirements for ingestion,
consider the options that we discussed in “Real-Time Streaming Data
Ingestion”. Table 4-2 shows the zero-ETL integrations available in AWS at
the time of writing. Please refer to the links provided to learn further about
these integrations.



Table 4-2. AWS zero-ETL integrations

Amazon Amazon
Redshift OpenSearch
Amazon S3 (data (search and
(data lake) warehouse) log analytics)
Amazon Amazon Amazon Amazon
DynamoDB DynamoDB DynamoDB DynamoDB
zero-ETL zero-ETL zero-ETL
integration with  integration with  integration with
Amazon S3 Amazon Amazon
enables Redshift enables  OpenSearch
integration of high- Service provides
DynamoDB performance advanced search
data with analytics on capabilities, such
Iceberg format  DynamoDB data  as full-text and
tables is in Amazon vector search, on
Amazon S3 Redshift Amazon
DynamoDB data
Amazon Amazon
DocumentDB DocumentDB
zero-ETL
integration with
Amazon
OpenSearch

Service provides
advanced search
capabilities, such
as fuzzy search,
cross-collection
search, and
multilingual
search, on
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Amazon S3
(data lake)

Amazon
Redshift
(data
warehouse)

Amazon
OpenSearch
(search and
log analytics)

Amazon
DocumentDB
documents

Amazon
Aurora
MySQL

Amazon
Aurora
Postgres

Amazon Aurora
zero-ETL
integration with
Amazon
Redshift makes
transactional

data from Aurora

available in
Amazon
Redshift for
analytics

Amazon RDS
MySQL

Amazon RDS
MySQL zero-
ETL integration
with Amazon
Redshift makes
transactional
data from RDS
MySQL
available in
Amazon
Redshift for
analytics

Amazon S3

Simplifies data
ingestion from

Amazon
OpenSearch


https://oreil.ly/OkmKq
https://oreil.ly/47qgb
https://oreil.ly/Yu4zJ
https://oreil.ly/bDKLl

Amazon Amazon
Redshift OpenSearch
Amazon S3 (data (search and
(data lake) warehouse) log analytics)
Amazon S3 to Service zero-
Amazon ETL integration
Redshift using with Amazon S3,
auto-copy an efficient way
to query
operational logs
in Amazon S3
data lakes,
removing the
need to switch
between tools to
analyze data
SaaS Zero-ETL Amazon
applications integration is Redshift and
available support for zero-

ETL integrations
from SaaS
applications
including
Facebook Ads,
Instagram Ads,
Salesforce,
Salesforce
Marketing Cloud
Account
Engagement,
SAP OData,
ServiceNow,


https://oreil.ly/Yu4zJ
https://oreil.ly/bDKLl
https://oreil.ly/UU2eZ

Amazon S3
(data lake)

Amazon
Redshift
(data
warehouse)

Zendesk, Zoho
CRM

Amazon
OpenSearch
(search and
log analytics)

Amazon
CloudWatch
Logs

Amazon
OpenSearch
Service zero-
ETL integration
with Amazon
CloudWatch
Logs enables
direct querying
and visualization
of log data in
near real time

Amazon
Security Lake

Amazon
OpenSearch
Service zero-
ETL integration
with Amazon
Security Lake
enables direct
searching and
analysis of
security data

Ingesting Data from Databases with CDC


https://oreil.ly/bfr3b
https://oreil.ly/030oe

Using AWS Data Migration Service

When zero-ETL integrations are not available and/or when you want to load
data into a data lake, you can use the AWS Data Migration Service (DMYS),
an AWS service that leverages change data capture (CDC) capabilities to
enable near-real-time data ingestion from databases into AWS services like
Amazon S3, Amazon Redshift, Amazon RDS, and others.

This technigue monitors and captures insert, update, and delete operations
performed on a database in near real time. It provides a stream of change
events reflecting the actual data modifications occurring, including details
like operation type, data values before and after the change, timestamp, and
contextual information. CDC enables capturing data source changes with
low impact, without directly querying the transactional systems.

As illustrated in Figure 4-7, DMS uses a replication instance to connect to
the source database, capture changes using transaction logs, and stream
those data changes to the target in near real time.

- Y

Target

database

DMS replication
instance

- >

Transaction log
processing

Figure 4-7. Change data capture (CDC) using AWS DMS

This CDC approach reduces the impact on source databases during data
migration compared to bulk extraction methods. DMS supports
homogeneous and heterogeneous database migrations while providing
features like multi-AZ deployment for high availability.



DMS can perform one-time migration of data in addition to performing
CDC. Review the following supported sources and targets to understand if
it is a good fit for your use case.

Supported Sources for AWS DMS

AWS DMS publishes a list of supported sources for data migration in their
documentation. Refer to it to see if your database and its version are
supported as a source. At the time of writing, the key sources supported are
as follows:

» On-premises databases such as Oracle, Microsoft SQL Server,
MySQL, MariaDB, PostgreSQL, MongoDB, SAP Adaptive Server
Enterprise (ASE), IBM Db2

» Third-party managed database services such as Microsoft Azure
SQL Database, Microsoft Azure PostgreSQL, Microsoft Azure
MySQL, Google Cloud for MySQL, Google Cloud for
PostgreSQL, OCI MySQL Heatwave

» Amazon RDS database instances including Amazon RDS Oracle,
Amazon RDS Microsoft SQL server, Amazon RDS MySQL,
Amazon RDS MariaDB, Amazon RDS PostgreSQL, Amazon
Aurora MySQL, Amazon Aurora PostgreSQL, Amazon RDS for
IBM Db2 LUW

e Amazon S3 data lakes

e Amazon DocumentDB

Supported Targets for AWS DMS

AWS DMS also publishes a list of supported targets for data migration in
their documentation. Refer to it to see if your database and its version are
supported as a target. At the time of writing, the key supported targets are as
follows:
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* Amazon RDS database instances (Oracle, SQL Server, MySQL,
MariaDB, PostgreSQL, Aurora)

e Amazon Redshift data warehouses

* Amazon S3 data lakes

» Amazon DynamoDB NoSQL databases

» Amazon OpenSearch clusters

e Apache Kafka clusters

» Kinesis Data Streams for real-time data streaming
» Amazon DocumentDB document databases

e Amazon Neptune graph databases

» Databases like Oracle, SQL Server, PostgreSQL hosted on EC2 or
on premises

Sample Use Cases

Following are some sample use cases for AWS DMS.

Ingesting data into an Amazon S3 data lake using DMS

As you have seen in the supported targets list, AWS DMS allows you to
ingest data in near real time into an Amazon S3 data lake from any of the
supported database sources. Figure 4-8 presents the architecture diagram for
loading data from source databases into an Amazon S3 data lake in near real
time using AWS DMS.
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Figure 4-8. Change data capture (CDC) into Amazon S3

When loading data into S3, DMS doesn’t preserve the transaction order by
default. In order to preserve transaction order for CDC data, configure the
target S3 endpoint settings to specify a folder path for storing CDC
transaction files.

DMS allows you to control the frequency at which CDC files are written to
the S3 target during a data replication task. This is done by setting the
following extra connection attributes. Choose these values in such a way as
to avoid files that are too small or too large (more than 1 GB):

cdcMaxBatchInterval

This attribute specifies the maximum time (in seconds) to accumulate
CDC data before writing it to the S3 target as a file. A higher value
means less frequent file writes, but larger file sizes.

cdcMinFileSize

This attribute sets the minimum file size (in KB) before AWS DMS will
write a CDC file to the S3 target. A higher value means fewer, larger
files.

To enable faster queries on the loaded data, set the target file format as
Apache Parquet instead of the default CSV. Parquet is a columnar format
and has efficient compression and encoding for improved query
performance and lower storage costs.



Ingesting data into Amazon Redshift using DMS

For those source databases that don’t have a zero-ETL integration with
Amazon Redshift, you can use AWS DMS to ingest data using CDC
techniques. Before setting up ongoing replication from a source database to
Amazon Redshift, it is often common to perform a one-time schema
conversion from the source database format to the Redshift format, and a
one-time data migration. For schema conversion, you can use the AWS
Schema Conversion Tool (SCT), and for the one-time data migration and
ongoing replication, you can use AWS DMS. DMS also supports creating
schemas; however, for good performance, it is recommended to use AWS
SCT instead of DMS for schema conversion.

Figure 4-9 presents the architecture diagram for both one-time schema
conversion and ongoing CDC from supported source databases and Amazon
Redshift.

-
Source schema > O Converted schema

Source >
database AWS Schema Amazon
Conversion Redshift (data
Tool (SCT) warehouse) |
O One-time migration ]
S Transaction logs and CD%
ource > >
database AWS Data Amazon
Migration Service Redshift (data
(AWS DMS) warehouse)

e r N ’

Figure 4-9. Change data capture (CDC) into Amazon Redshift using AWS DMS

Converting schema using DMS Schema Conversion

DMS Schema Conversion facilitates database migrations between different
types. Using DMS Schema Conversion you can first create a report to
assess the complexity of your migration. Then you can convert database
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schemas and code objects and apply the converted code to your target
database.

DMS Schema Conversion automatically converts your source database
schemas and most of the database code objects to a format compatible with
the target database. This conversion includes tables, views, stored
procedures, functions, data types, synonyms, and so on. Any objects that
DMS Schema Conversion can’t convert automatically are clearly marked.
To complete the migration, you can convert these objects manually.

Ingesting files from on premises

Most enterprises have a mix of cloud and on-premises applications/data
sources. Ingesting on-premises file data into the cloud allows combining it
with cloud data for a unified analytical view across the hybrid landscape.
AWS DataSync is a managed data transfer service that makes it simple and
fast to move large amounts of file data online between on-premises storage
systems and AWS storage services. DataSync uses proprietary technology
to accelerate transfers by moving data in parallel, minimizing network
overhead, and automating encryption and data integrity validation.

With DataSync, you can schedule one-time or recurring data transfers to
keep data updated between your on-premises servers, NAS, and AWS
storage like S3 and EFS. DataSync copies only changed files/objects after
the initial data seeding, minimizing transfer times for subsequent syncs. It
handles a wide variety of storage formats natively without needing to
convert data, while preserving metadata and permissions. With pay-as-you-
go pricing based on data volume transferred, DataSync provides a reliable,
secure, cost-efficient, and operationally efficient way to move large file
datasets to AWS.

Ingesting third-party datasets

Third-party data sources like demographic, geographic, economic, weather,
etc., can enrich and add context to an organization’s internal data, enabling
more comprehensive and insightful analytics. AWS Data Exchange is a
service that simplifies the process of accessing and integrating third-party
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data. It serves as a comprehensive marketplace where data providers can
publish and sell their datasets, and data consumers can easily discover,
subscribe to, and integrate the data they need. It offers a wide range of
datasets across various industries, such as S&P Global Ratings data,
weather decision data, FINRA regulation data, etc., which can be easily
found, subscribed to, and integrated using the AWS Data Exchange API.

Once subscribed, data consumers can access the datasets through a user-
friendly console or API. The Data Exchange service supports a variety of
data formats, making it easy to integrate the data into existing analytics and
machine learning pipelines. With its robust data governance features and
seamless integration with other AWS services, AWS Data Exchange
simplifies the process of accessing and leveraging third-party data to drive
business insights and innovation.

Best Practices for Data Ingestion

When there is a zero-ETL integration available to ingest data, it is almost
always the best option to choose for data ingestion. Zero-ETL integrations
are the most cost-effective and operationally simple options. In all other
cases, a number of best practices should be followed.

Best Practices for Streaming Ingestion

Kinesis Data Streams (KDS), Amazon MSK, and Amazon Data Firehose
(ADF) form an integral part of streaming ingestion pipelines. By following
some best practices you can get the most value from using these services.

It is important to understand the architecture of KDS to grasp the best
practices when using it. Figure 4-10 represents the high-level architecture.
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Figure 4-10. Kinesis Data Stream architecture

The fundamental resource that you will create when using KDS is a data
stream. Each data stream is a set of shards and each shard has a sequence of
data records. Each data record can be up to 1 MB in size. The sources that
push data into the data stream are called producers, and the consumers
process the data in real time.

You can choose a capacity mode for each data stream which determines
how the capacity of a data stream is managed and how you are charged for
the usage of your data stream. There are two capacity modes: on-demand
mode and a provisioned mode.

Each shard has write throughput and read throughput. Write throughput is
the rate at which data can be written into a shard and read throughput is the
rate at which data can be read from the shard:



Provisioned mode

In provisioned mode, each shard has the following:

o A write throughput of 1,000 records per second for writes, for up to
a maximum total data write rate of 1 MB per second (including
partition keys).

» Aread throughput of 5 transactions per second, for up to a
maximum total data read rate of 2 MB per second.

The data capacity of your stream is the sum of the capacities of its
shards. If your data rate increases or decreases, you can reshard a stream
to increase or decrease the number of shards allocated to your stream.

On-demand mode

In on-demand mode, Kinesis Data Streams automatically manages the
shards to ramp them up and down and provide the necessary
throughput. You are charged only for the actual throughput that you use.
You need not determine the number of shards, the service determines it
for you. In on-demand mode:

» Each stream has a base write throughput of 4 MB per second, which
can automatically scale up to 10 GB per second.

» Each stream has a base read throughput of 8 MB per second, which
can automatically scale up to 20 GB per second.

Leveraging Amazon KDS for real-time data streaming requires careful
consideration of several factors to optimize performance, scalability, and
cost-effectiveness.


https://oreil.ly/k5oW-

Best Practices for Choosing Data Stream Capacity Mode

Use on-demand capacity mode when you have unpredictable data volume
or traffic spikes and prefer AWS to automatically manage capacity. Use
provisioned capacity mode for predictable data volumes where you want
fine-grained control over shard allocation and can forecast your capacity
needs precisely:

On-demand

« |deal for applications with fluctuating traffic or unknown data
volume.

o Automatically scales the number of shards based on data
throughput.

» Pay-per-use model, billed based on actual data processed.

e Less management overhead, as you don’t need to manually adjust
shard count.

Provisioned
» Best for predictable data flow where you can accurately estimate

required capacity.

 You explicitly define the number of shards needed for your
application.

e Offers more control over data distribution across shards.

Best Practices for Sharding

Data records in Kinesis are partitioned across shards based on their partition
key. The partition key is a unique identifier associated with each data record
that determines which shard the record will be stored in. Each data record in



a shard is assigned a unigue sequence number. Sequence numbers are used
to track the order of records within a shard and enable ordering guarantees.
In provisioned mode, increasing the number of shards increases the overall
read and write throughput of the stream. In on-demand mode, KDS does it
automatically for you. The following are the best practices for sharding
when using provisioned mode:

Determine the optimal number of shards

Analyze the expected data throughput and adjust the number of shards
accordingly. Start with the minimum number of shards and scale up as
needed.

Distribute data evenly across shards

Use a well-distributed partition key to ensure that data is evenly
distributed across shards. Avoid using predictable or sequential partition
keys, as this can lead to partition skewing. Consider hashing or using a
random prefix in the partition key to achieve better distribution.

Handle shard splits and merges

Monitor shard utilization and be prepared to split or merge shards as the
workload changes. Splitting a shard increases the overall stream
capacity, while merging shards can help reduce costs. Use the
UpdateShardCount API to adjust the number of shards
programmatically.

Ensure data ordering within shards

Maintain ordering guarantees within a shard by processing records in
the order of their sequence numbers. If the order of records is important,
design your application to process data within a shard in sequence.

Implement shard-level checkpointing

Maintain checkpoints or offsets for each shard to enable reliable
processing and reprocessing of data. This allows your application to
resume from the last processed record in case of failures or restarts.



Best Practices for Consuming Data from KDS

Parallelism and read throughput are crucial for consuming applications.
Multiple consumer applications can read from a stream in parallel.
Consumers can use the following two modes of operations:

Shared throughput consumers

This is the default mode for consumers. As we saw earlier, the read
throughput for each shard in a Kinesis Data Stream is 2 MB/sec. In
shared throughput mode, this 2 MB/sec is shared across all consumers
reading from that shard. If you add more consumers, each consumer
will get a fraction of the 2 MB/sec.

Enhanced fan-out consumers

With enhanced fan-out, each consumer gets its own dedicated 2 MB/sec
read throughput, regardless of how many other consumers are reading
from the same stream. This means that multiple consumers can read
data from the same stream in parallel, without contending for read
throughput with each other. With enhanced fan-out you get data
latencies as low as 70 milliseconds.

Table 4-3 compares the key differences between shared throughput and
enhanced fan-out.

Table 4-3. Shared throughput versus enhanced fan-out consumers

Feature Shared throughput Enhanced fan-out
Read 2 MB/sec per shard, 2 MBJ/sec per shard, per
throughput shared across all consumer

consumers
Scaling Limited by shared Can scale consumers
consumers throughput linearly without

contention



Therefore, in order to improve the performance of the consuming
application, use enhanced fan-out consumers.

Best Practices for Amazon MSK

Let’s start by learning some Amazon MSK concepts. When using Amazon
MSK, the main resource you provision is an Amazon MSK cluster. As
shown in Figure 4-11, logically, data in a cluster is organized into topics.
Each topic has multiple partitions. Data records are routed into partitions
based on the partition key. All records with the same partition key will go to
the same partition. From a hardware resources standpoint, a cluster is made
up of multiple brokers; there are different kinds of Amazon MSK clusters.

Amazon MSK provisioned cluster versus serverless

The provisioned cluster has three brokers by default across 3 AZs by
default. Each of the three brokers is a replica of each other. You can add
more brokers as needed. For each new broker you add, two replicas will be
created. The default maximum number of brokers per cluster is 30 for
ZooKeeper-based clusters and 60 for KRaft-based clusters. You can request
a limit increase if you need more.

As shown in Figure 4-11, there are two kinds of brokers—standard and
express:

Standard brokers

They provide flexibility to configure a cluster’s performance. You can
choose from a wide range of broker sizes. Each broker has a fixed
storage attached to it. Amazon MSK handles the hardware maintenance
of standard brokers and attached storage resources, automatically
repairing hardware issues that may arise. Follow the best practices listed
in the AWS documentation for standard broker sizing.

Express brokers

Express brokers for MSK are simpler to manage, more cost-effective to
run at scale, and more elastic with the low latency you expect. Express
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brokers all use a common elastic Amazon MSK managed storage with
pay-as-you-go pricing. It requires no sizing, provisioning, or proactive
monitoring. Depending on the broker size selected, each broker node
can provide up to 3 times more throughput per broker, scale up to 20
times faster, and recover 90% quicker compared to standard brokers.
Express brokers come preconfigured with Amazon MSK’s best practice
defaults and enforce client throughput quotas to minimize resource
contention between clients and Kafka’s background operations. Follow
the best practices listed in the AWS documentation for express broker
sizing.

Standard brokers Express brokers
[ Producer] [Cunsumer] [ Producer ] [Ecnsumer]

[Sturagez] [Stmage1] [5turage3]§ [ Amazon MSK fully manages storage ]

Amazon MSK provisioned cluster :  Amazon MSK provisioned cluster
........... Standardbrokers  ____:||:...........Expressbrokers

i Topicl i i Topicn : ! Topicl : ! Topicn
: | Partition
:

E 5 E E | partiton:

. : . ‘ene. . '

H ' . —— p

j Pamtmnn Pamtlcmn | Partitionn | : | Partitionn | :
: i : S

Figure 4-11. Amazon MSK provisioned cluster architecture with different broker types

Amazon MSK serverless cluster

With MSK serverless, you can easily run Apache Kafka clusters without
needing to rightsize the cluster. It automatically and instantly scales I/O
without you needing to worry about scaling up and down. It has a
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maximum write throughput of 200 MiB/second, maximum read throughput
of 400 MiB/second, maximum number of partitions of 2400, and unlimited
storage.

Use the chart in Figure 4-12 to determine whether a provisioned MSK
cluster or serverless MSK cluster is better for your use case and if you are
choosing provisioned, whether you need standard or express brokers. Using
a provisioned cluster with express brokers is a good place to start.

More control @=========sseeseccccsrcrcrcrrcerrnnrrrcncess » More automation
Standard brokers Express brokers Amazon MSK
for Amazon MSK for Amazon MSK serverless
+ Migrating an existing ||+ Value performance + Quickly deploy and
Kafka setup and elasticity scale up Kafka
» Need fine-grained « Want or need lower « Zero Kafka
control of Kafka control over Kafka management
+ Deeply know howto ||+ Operating Kafka « New to Kafka or
manage Kafka estate at scale streaming
% FAN FAY F,

Express brokers is a good place to start for your Kafka workloads
Figure 4-12. Choose the cluster type and broker type

General practices when using Amazon MSK

Here are some recommended general practices when using Amazon MSK:

» When selecting a partition key, carefully consider the distribution
of your data to prevent partition skewing. Your chosen key should
enable an even spread of data across partitions. A common mistake
Is selecting a key that results in disproportionate data distribution.
For instance, if your dataset contains multiple resource IDs but one
particular resource accounts for 90% of the total data, using a
resource ID as your partition key would create a heavily
imbalanced system with one overloaded partition. The ideal
partition key should distribute data uniformly across partitions,
ensuring balanced storage and efficient query performance across
your entire dataset.



» Rightsize your Amazon MSK cluster by ensuring the best practices
for standard brokers and best practices for express brokers.

e Use Amazon MSK Connect for easy integration between Amazon
MSK and external data sources/targets. It is a fully managed
service that provides connectors that stream data into Amazon
MSK clusters from external systems like databases, storage
engines, etc., as shown in Figure 4-13, with the least operational
overhead. It can also act as a consumer that reads data from
Amazon MSK clusters and writes into various targets. There are
different connector categories:

Source connectors

These pull data from an external data source (like a database,
queue, API, etc.) and push this data into the Amazon MSK
cluster.

Sink connectors

These pull data from the Kafka cluster and push it into an
external data sink (like Amazon S3, search engine, analytics
system, etc.).

R_A

Amazon f

Relational
Database Service R %
 (AmazonRDS) | m »  Amazon
: 4 Managed

Amazon MSK Streaming for
Connect | ApacheKafka

Amazon Simple
Storage Service
| (Amazon 53) |

Figure 4-13. MSK source connectors example
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Connectors can perform lightweight transformations, format
conversions, or data filtering before delivering the data. Each
connector consists of workers (JVM processes) that run the
connector logic. The workers create parallelized tasks that do the
actual work of copying data in a resilient and scalable manner.

e Use Amazon MSK Replicator to build highly available and
regionally resilient streaming applications across AWS Regions. It
Is a feature of Amazon MSK that enables replicating data between
MSK clusters in different AWS Regions or within the same region.
It provides automatic and reliable asynchronous replication without
requiring custom coding or cross-region networking setup. Follow
these best practices when using MSK Replicator:

— Since Replicator acts as a consumer, high replication
throughput can throttle other consumers on the source
cluster. To avoid this, apply a network bandwidth quota
(bytes per second rate) on the Replicator’s service
execution role at the broker level. This controls how much
cluster capacity the Replicator can consume. Verify that
the Repl1catorThroughput metric stays within the
set quota.

— Set the log retention period to 7 days for source and target
MSK clusters to ensure periodic clearing of older data to
free up disk space, while still providing sufficient data
history based on requirements.

e Optimize cluster throughput for larger instance types (e.g., m5.4xl,
m7g.4xl, or larger) by tuning num. 10.threads and
num.network.threads configurations.

 Build highly available clusters by using 3 Availability Zones, a
replication factor of at least 3, a proper
min. insync.replicas setting, and client connection strings
with brokers from each AZ.
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» Monitor and maintain CPU usage under 60% to allow headroom
for operations like broker replacement.

» Monitor disk space usage and adjust data retention parameters or
scale storage when usage exceeds 85%.

e Monitor Kafka memory usage via the HeapMemoryAfterGC
metric and take corrective actions when it exceeds 60%.

e Don’t add non-MSK brokers to avoid incorrect cluster information.
e Enable in-transit encryption.

» Use the partition reassignment tool to rebalance clusters after
scaling operations.

Best Practices for Amazon Data Firehose

Amazon Data Firehose can reliably deliver data streams into Amazon S3,
Amazon OpenSearch, and Amazon Redshift. It has the ability to do some
lightweight operations like:

» Converting data from JSON to Parquet format

Compressing and decompressing output

Adding delimiters

Batching data for optimal file size

Creating dynamic partitions for Amazon S3 buckets

It can also optionally invoke a Lambda function to perform transformations
like data format conversion from CSV/XML to JSON and eventually to
Parquet. Since Kinesis Data Streams and Amazon MSK don’t have the
ability to directly connect to target data stores in Amazon S3 and Amazon
OpenSearch, Amazon Data Firehose acts as a delivery solution for these
targets.

Utilize the following best practices when using Amazon Data Firehose:



e Optimize buffering hints for delivery requirements. Amazon Data
Firehose buffers incoming data to a certain size and for a certain
period before delivering it to the destinations. You can configure
the buffering size (in MB) and buffering interval (in seconds) to
control batching and delivery behavior:

— For real-time, low-latency use cases, setting a 0 second
buffering interval triggers immediate delivery for
minimum lag.

— For high-throughput destinations like S3, increase buffer
size and interval to allow bigger batches for better
performance.

e Leverage dynamic partitioning when you expect significant
variance or spikes in your data ingestion rates over time. This
allows Firehose to automatically scale up the number of shards to
handle increased throughput during peak periods and scale back
down when traffic subsides, saving costs. Dynamic partitioning is
also useful when you have very high sustained data rates that could
overwhelm the capacity of a single shard. Dynamically distributing
the load across more shards enables achieving higher overall
parallelism and throughput to destinations like Amazon S3 or
Redshift.

e Amazon Data Firehose supports various data destinations, such as
Amazon S3, Amazon Redshift, Amazon Elasticsearch Service, and
Amazon Splunk as shown in Figure 4-6. Carefully evaluate your
data storage and processing requirements and select the most
suitable destination(s) for your use case.

» |f Amazon Data Firehose has a direct integration with your desired
target, using it will most likely provide you the least operational
overhead.

» Configure delivery stream settings, such as buffer size, buffer
interval, compression, and file type to optimize the delivery of data



to your chosen destination. This can help reduce costs and improve
overall performance.

» Utilize Firehose’s batching and partitioning capabilities to group
multiple records into a single delivery and partition data based on
time or other relevant attributes.

Best Practices for AWS DMS Replication Instances and
Tasks

Ensuring optimal performance is crucial when executing database
migrations with AWS DMS, especially for large datasets or mission-critical
workloads. AWS provides a range of configuration options and best
practices to boost migration speeds and throughput while minimizing
downtime and impact on source and target databases. Key performance
considerations include:

» Provision a proper replication instance:

— Use larger instance types like C4 or R4 for CPU-intensive
heterogeneous migrations.

— Ensure sufficient memory (R4 instances provide more
memory per vCPU).

— Increase storage if needed for logs/cached data.

— Use multi-AZ instances for better availability.
o Load multiple tables in parallel:

— By default, DMS loads eight tables at a time.

— Increase this number slightly for larger replication
Instances.

— Reduce for smaller instances.

e Use parallel full load:



— For partitioned/subpartitioned tables from certain sources.

— Split large tables into segments and load in parallel.

Manage indexes/constraints during migration:

— Drop secondary indexes, constraints, and triggers before
full load.

— Add indexes before the CDC phase.

— Enable triggers before cutover.

Turn off backups/logging on target during migration:

— Use multiple tasks for different table sets.

— Use batch optimized apply mode (violates referential
integrity).

Tune LOB (large binary objects) settings:
— Use Limited LOB mode (32 KB default limit).
— Increase LOB limit if needed.
— Use per-table LOB settings.

— Use Inline LOB mode for mixed LOB sizes.

Improve performance for large tables:
— Use row filtering to break into multiple tasks.
— Use parallel load by ranges/partitions.

— ldentify and eliminate bottlenecks on source and target
databases.

Best Practices for AWS DMS Tasks with Amazon



Redshift Target

Use the following best practices when using AWS DMS to ingest data into
Amazon Redshift:

Enable the BatchApplyEnabled task setting and configure
BatchApplyTimeoutMin/Max based on how frequently you
need data refreshed. Redshift is optimized for analytical
workloads, not transactional changes. Enabling
BatchApplyEnabled allows DMS to efficiently handle
changes to Redshift tables during change data capture (CDC) by
batching transactions, as applying transactional changes one-by-
one can impact Redshift performance.

Set BatchSpl1tSi1ze=0 to allow unlimited batch sizes, and
increase BatchApplyMemoryL imit to a higher value (e.g.,
1024 MB) to process more records per commit batch. Large batch
sizes can improve CDC performance to Redshift by maximizing
the number of records processed in each commit batch. This
reduces the overhead of committing transactions and takes
advantage of Redshift’s strengths in handling analytical workloads.

For large data migrations, increase the maxFileSize (e.g.,
250,000 KB) and fileTransferUploadStreams (e.g., 20)
connection attributes. DMS transfers data to Redshift via CSV files
in S3, so increasing the file size and number of parallel upload
streams can improve full load performance by reducing the
overhead of transferring data, particularly for large data volumes.

Use primary keys on both source and target tables to improve CDC
performance to Redshift. Without primary keys, updates and
deletes are applied one-by-one, which can impact performance.

Avoid VARCHAR data types larger than 64 KB, as Redshift doesn’t
support them. DMS will convert BLOB/CLOB to VARCHAR.
Redshift has limitations on certain data types, so avoiding
unsupported data types ensures data compatibility between the



source and Redshift target, preventing errors or data loss during
migration.

Use Paral lelApplyThreads for multithreaded CDC and
ParallelApplyBufferSize for buffers to improve
performance. Parallelizing CDC operations can improve
throughput by leveraging multiple threads for applying changes
and buffering data during CDC, which can significantly improve
performance, especially for high-volume transactional workloads.

For full loads, use Paral lelLoadThreads along with
MaxFul ILoadSubTasks to leverage parallel loading into
Redshift. Allocate sufficient replication instance memory. Redshift
can benefit from parallel loading for large data volumes, speeding
up the full load process by parallelizing the data transfer and
loading, reducing the overall migration time by utilizing multiple
threads and the resources of the replication instance.

Create target Redshift tables with appropriate distribution and sort
keys for optimized data storage and querying. Redshift’s
performance is heavily influenced by its data distribution and sort
strategies, so properly defining distribution and sort keys can
significantly improve query performance and reduce the need for
resource-intensive data redistribution, ensuring efficient data
storage and retrieval in Redshift.

Monitor Redshift metrics like WLM queue disk spill. Use
AutoWLM or customize WLM queues if workloads impact
performance. Redshift’s Workload Management (WLM) system
manages memory allocation and concurrency. By monitoring
WLM metrics and adjusting queue configurations, you can prevent
the DMS workload from impacting other workloads on the
Redshift cluster and ensure optimal performance.

Ensure there are no locks or blocking sessions in Redshift that can
impact performance. Redshift can experience performance issues



due to locks or blocked queries. Identifying and resolving any
potential locking or blocking issues in Redshift prevents reduced
throughput and increased latency, ensuring DMS migration
performance is not negatively affected.

Data Transformation

Data integration and transformation are essential steps in modern data
analytics pipelines. As organizations collect data from diverse sources, there
is a critical need to integrate this data into a consistent format, clean it, and
transform it into a structure suitable for analysis. Depending on the use
case, data transformation can be applied in either batch mode or streaming
mode.

Batch Data Transformation

In batch mode, the data is processed in large, discrete chunks, allowing for
more complex transformations and validations. This approach is well suited
for scenarios where the data is accumulated over time and needs to be
processed periodically, such as hourly, daily, or weekly data aggregations.
Batch transformations can be performed using Apache Spark jobs or SQL-
based transformation. In AWS you can author Spark batch jobs using the
fully managed Spark service AWS Glue or Amazon EMR. For SQL-based
data transformation, you can use Amazon Redshift.

Streaming Data Transformation

Streaming data transformations involve processing continuous flows of data
in real time as events occur. Think of it like a flowing river of data where
you need to analyze, modify, or aggregate information as it passes by. Spark
Structured Streaming and Apache Flink provide ways to handle these
transformations but approach them differently.

Spark Structured Streaming treats streaming data as an unbounded table that
continuously grows as new data arrives. You can apply SQL-like operations



(such as filtering, grouping, or joining) to this “table,” making it familiar to
anyone who has worked with batch data processing. For example, you
might compute real-time averages of sensor readings or filter out unwanted
events as they arrive. In AWS you can run Spark Structured Streaming jobs
with either the fully managed service AWS Glue or using Spark Structured
Streaming jobs in Amazon EMR.

Flink, on the other hand, processes each event individually as it flows
through the system. It can do both stateless and stateful transformations.
Stateless transformations don’t need to retain state information across event
records. These are operations like filtering, routing, data enrichment by
performing lookups to external databases, etc. Stateful transformations
include maintaining state between events and providing capabilities like
event aggregation, windowing operations, event correlation, streaming
joins, etc., to group and process related events together. This makes it
particularly good at tasks like detecting patterns in real time (such as
potential fraud in financial transactions) or maintaining up-to-the-second
aggregations. In AWS you can run Flink jobs either with the fully managed
service Amazon Managed Streaming for Flink (MSF) or using Flink jobs
with Amazon EMR.

By leveraging the appropriate data transformation service, you can ensure
that the data is cleansed, formatted, and enriched, enabling you to derive
meaningful insights and make informed decisions. In Chapter 3, you
learned that AWS Glue, Amazon EMR, Amazon Managed Streaming for
Flink (MSF), AWS Lambda, and Glue DataBrew all have data
transformation capabilities. Let’s take a deeper look at them.

Data Transformation Using AWS Glue

AWS Glue is a serverless data transformation service with which you can
perform both batch and streaming data transformation. Glue uses Spark for
batch processing and Spark Structured Streaming for stream processing. In
addition for lightweight data processing, Glue provides the ability to author
Python shell jobs.



To perform the data transformation, you create AWS Glue jobs. Jobs consist
of scripts that contain the programming logic that connects to sources,
performs the transformation, and writes the transformed data to the target.
Let’s understand some AWS Glue concepts and terminology.

Glue Connectors

Glue connectors enable you to access and read data from various data
sources, including databases, data lakes, and SaaS applications. These
prebuilt, configurable components allow you to easily ingest data from
different sources, without having to write custom code to handle all the
specifics. This makes it much simpler to set up and maintain batch data
ingestion pipelines, as you can leverage the out-of-the-box connectors to
quickly and reliably ingest data. Examples of Glue connectors include
connectors for Amazon S3, Amazon RDS, Amazon Redshift, and popular
SaaS applications like Salesforce and ServiceNow. For a complete list, refer
to the available connectors.

Glue Bookmarks

Job bookmarks in AWS Glue enable incremental batch data processing over
constantly changing data sources like S3 and databases. They help with
CDC. They store information about previously processed data in previous
job runs, like processed filepaths for S3 sources and primary key ranges for
JDBC sources. The Glue ETL jobs that use bookmarks can pick up where
they left off and process only new or modified data instead of redundantly
reprocessing the entire dataset on each scheduled run.

By leveraging Glue connectors and bookmarks, you can simplify the
process of batch data ingestion, making it easier to set up, maintain, and
scale your data integration pipelines. This can be especially beneficial for
use cases where you need to regularly ingest data from a variety of sources
into your data lake or data warehouse.
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Data Processing Units

The compute power in AWS Glue is provided by data processing units
(DPUs); you are charged for the number of DPUs and duration of your job.
A DPU consists of 4 vCPUs of compute capacity and 16 GB of memory,
operating as a combination of compute and memory resources that process
your ETL jobs. AWS charges for Glue usage per second based on the
number of DPUs used, making it important to balance performance needs
with cost considerations.

Worker Type

Glue job workers are the compute resources in AWS Glue that execute your
jobs. Workers determine the amount of computing power for the job. They
are responsible for running the actual job tasks and processing the data,
whether it’s batch processing with Spark jobs, real-time data streaming with
streaming ETL jobs, or executing Python scripts with Python shell jobs.
AWS Glue automatically scales the number of Glue job workers up or down
based on the job requirements, ensuring efficient resource utilization and
optimizing performance.

The worker types available are G.1X. G.2X, G.4X, G.8X, and G.025X:

e Use the G.025X worker for low volume streaming jobs. It is only
available for AWS Glue version 3.0 streaming jobs.

e Use the G.4X and G.8X workers for the jobs that contain your
most demanding transforms, aggregations, joins, and queries and
require more compute power.

o Use the G.2X worker to perform lightweight data transforms, joins,
and queries. It offers a scalable and cost-effective way to run most
jobs.



Glue Jobs

AWS Glue offers distinct job types to cater to various data processing
needs:

Spark jobs

AWS Spark jobs are executed within an Apache Spark environment that
is fully managed by AWS Glue. These jobs excel at batch processing of
large datasets, leveraging the power of Apache Spark’s distributed
computing capabilities. The minimum DPUs required for Spark jobs is
2, ensuring sufficient resources for efficient batch data processing.

Streaming ETL jobs

Streaming ETL utilizes the Apache Spark Structured Streaming
framework to seamlessly perform ETL operations on continuous data
streams. The jobs process and write data in configurable time windows,
with a default of 100 seconds. This allows efficient processing and
permits aggregations on late data. Supported compression formats like
GZIP, Snappy, and Bzip2 are automatically decompressed. You can
supply custom ETL scripts or use AWS Glue’s built-in transforms as
well as Apache Spark Structured Streaming operations to transform the
data. Supported streaming sources require creating a Glue Data Catalog
table, which can optionally use schema detection on the data. These jobs
require a minimum of 2 DPUs. AWS Glue can transform data from
streaming data sources including Amazon Kinesis Data Streams and
Apache Kafka.

Python shell jobs

Python shell jobs offer a flexible environment for running Python
scripts and are ideal for lightweight ETL jobs that don’t require a lot of
compute power. Because the minimum required DPUs for Python
scripts is only 1/16, they are a cost-efficient option for lightweight data
transformations.



Jobs contain scripts that connect to sources, perform transformations, and
load data into targets. Let’s take the example of Glue Spark jobs and look at
the various components of a job. For other job types, please refer to the
AWS Glue documentation.

Data Sources and Destinations

AWS Glue offers a wide selection of connectors for multiple applications
and databases. You can use a native connector, a connector from AWS
Marketplace, or create your own custom connectors. After you choose a
connector, you can create a connection based on that connector.

The AWS documentation has a list of available connectors for AWS Glue.
You will notice the following:

e There are connectors available for databases such as Amazon
Aurora, Amazon DocumentDB, Amazon Redshift, MongoDB,
MongoDB Atlas, MySQL, Oracle database, PostgreSQL,
Salesforce, SAP HANA, Snowflake, Teradata Vantage, Vertica, etc.

e There are connectors for applications like Instagram Ads,
LinkedIn, Facebook Ads, Asana, Salesforce, Zendesk, SAP, etc.

e When creating a connection on AWS Glue, you can choose the
source you are trying to connect to in the “Choose data source”
section, as shown in Figure 4-14.
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AWS Glue » Connectors » Create connection
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) Microsoft SQL Server Connect to Microsoft SQL Server.
O MengaDB Connect to MongoDB.
O MongoDB Atlas Connect to MongoDB Atlas.
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o SAP HANA Connect to SAP HANA Database.
O Snowflake Connect to Snowflake.
O Teradata Vantage Connect to Teradata Vantage.
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Figure 4-14. Data sources page in AWS Glue

AWS Glue accommodates different user preferences and expertise levels
through three distinct job authoring interfaces.

Glue Studio

Glue Studio offers a drag-and-drop environment for building ETL
workflows with minimal coding. After you design a job in the graphical
interface, it generates Apache Spark code for you. When the job is ready,



you can run it and monitor the job status using the integrated Ul. Figure 4-
15 shows a sample ETL job authored using Glue Studio, which has two
source tables from Amazon S3, which are joined, aggregated, and
eventually written into Amazon S3 after transformations.
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Figure 4-15. Sample ETL job authored using AWS Glue Studio

Glue Studio notebooks

For those who favor a notebook-based development experience, AWS Glue
supports Jupyter notebooks. These notebooks allow you to write and test
PySpark code interactively, combining code, visualizations, and
documentation in a single interface. This approach suits data scientists and
engineers who are comfortable with Python and want to develop complex
transformations.

Once you have developed and tested your data integration logic within the
notebook, AWS Glue Studio seamlessly converts your notebook into a Glue
job with just a click of a button. This seamless transition from interactive
development to production job execution streamlines the entire data
integration process, enabling you to rapidly iterate and deploy your ETL
workflows.



AWS Glue interactive sessions

Interactive sessions enable real-time development and debugging of Glue
ETL scripts. They provide a development environment where you can test
your code against live data, examine results immediately, and iterate
quickly. This interface is ideal for developers who need to fine-tune their
ETL logic or troubleshoot complex transformations.

Best Practices for AWS Glue
Here are some of the best practices to follow when using AWS Glue:
Use appropriate worker types

Choose the worker type that best fits your workload requirements. For
compute-intensive jobs, consider using G.4X or G.8X waorkers, which
have more CPU and memory resources.

Optimize data partitioning

Partitioning your data can significantly improve the performance of
Glue jobs by reducing the amount of data that needs to be scanned.
Partition your data based on frequently used filters or predicates in your
queries.

Use the right file format

Different file formats have varying performance characteristics. For
example, Apache Parquet and ORC formats are generally more efficient
for analytical workloads compared to CSV or JSON formats.

Leverage Glue Data Catalog partitions

AWS Glue Data Catalog supports partitioning, which can improve
query performance by pruning unnecessary data. When creating or
updating tables in the Data Catalog, make sure to partition your data
appropriately.

Enable job bookmarks for incremental data processing



AWS Glue supports job bookmarks, which allow you to resume failed
jobs from the last successful checkpoint, reducing the need to reprocess
the entire dataset.

Use Glue job monitoring

AWS Glue provides job monitoring capabilities that can help you
identify performance bottlenecks and optimize your jobs accordingly.
Analyze the job metrics and logs to identify potential areas for
improvement.

Use Glue Spark Ul

For Apache Spark—based Glue jobs, you can use the Glue Spark Ul to
analyze the performance of your Spark jobs, including identifying slow
stages, data skew, and other potential issues.

Use AWS Glue autoscaling

Automatically scale your jobs based on processing needs:

» When transforming data from or data into a data lake, ensure you
have the optimal file size. Avoid too many small files as both source
and target. Also avoid files larger than 1 GB.

o Use the Flex execution class for non-sensitive jobs to save cost.

Data Transformation Using Amazon EMR

Enterprises often deal with large volumes of data originating from diverse
sources, requiring robust and scalable solutions for data integration and
processing. While AWS Glue provides a serverless and managed solution to
run ETL workloads using Apache Spark or Python shell scripts, there are
scenarios where more big data frameworks and customizations are needed.
This is where Amazon Elastic MapReduce (EMR) comes into play, offering
a powerful and flexible platform for processing and analyzing vast amounts



of data using open source frameworks like Apache Hadoop, Apache Spark,
Apache Hive, Apache HBase, Apache Flink, and Apache Presto.

With EMR, organizations can do batch processing, real-time stream
processing, or interactive analytics. Batch processing can be done using
Spark, Hive, Presto, Trino, etc. Stream data processing can be done using
Apache Spark Structured Streaming or Apache Flink frameworks.

Storage

When running long-running workloads on Amazon EMR, organizations
need to consider the persistent data storage options available. Amazon EMR
supports two primary options for persistent data storage:

Hadoop Distributed File System (HDFS)

HDFS is a distributed file system designed for storing and processing
large datasets across multiple nodes in a Hadoop cluster. It provides
fault tolerance and high throughput access to data. However, managing
an HDFS cluster can add operational complexity and costs.

Amazon S3

Amazon S3 is a highly durable, scalable, and cost-effective object
storage service provided by AWS. Using Amazon S3 as a persistent data
store eliminates the need for separate HDFS storage, reducing
operational overhead and costs. Data stored in Amazon S3 persists even
after the Amazon EMR cluster terminates, allowing for efficient data
reuse and long-running workloads. We recommend using Amazon S3 as
storage instead of HDFS.

Deployment Options

Amazon EMR supports multiple deployment options for various business
needs:

EMR on EC2



The EMR on EC2 deployment option is the classic approach to running
Amazon EMR. This option provides maximum control over your big
data infrastructure. With this option, you can run multiple big data
frameworks (Spark, Hive, Pig, Presto, Trino, and others) concurrently
within a single cluster.

This option offers extensive customization options. You can select
specific EC2 instance types for your workloads or use instance fleets to
combine different instance types within node groups. Bootstrap actions
—shell scripts that execute during startup—allow you to configure the
software environment to your exact specifications.

EMR on EC2 also enables strategic cost optimization. For predictable
workloads, you can reduce costs using Reserved Instances or Savings
Plans, while Spot Instances can significantly lower expenses for
interrupt-tolerant jobs.

EMR Serverless

In contrast, the EMR Serverless deployment option provides the most
managed and simplified approach to running Amazon EMR. With EMR
Serverless, you don’t have to worry about provisioning or managing the
underlying infrastructure—it’s all handled by AWS. This option
currently supports the Spark and Hive frameworks. You can choose
between x86 and Graviton instances, and you only pay for the runtime
of your jobs, without the need to manage clusters. EMR Serverless
automatically applies updates, further reducing the management
overhead. This deployment option is well suited for users who have
intermittent or unpredictable workloads, as the automatic scaling and
pay-per-use pricing model can be more cost-effective than managing a
constantly running cluster.

EMR on EKS

The EMR on EKS deployment option allows you to run Amazon EMR
on top of Amazon Elastic Kubernetes Service (EKS), a managed
Kubernetes service. This approach simplifies infrastructure



management, as EKS handles the underlying compute resources and
scaling of the worker nodes. By deploying EMR components on top of
EKS, you can benefit from the flexibility and portability offered by
Kubernetes. This option is particularly suitable for users who are
already familiar with EKS and Kubernetes, as it consolidates the
management of multiple versions of Spark on the same EKS cluster and
simplifies Spark application upgrades. Additionally, by leveraging EKS,
you can take advantage of multi-AZ resiliency, with worker nodes
distributed across multiple Availability Zones. The EMR on EKS
deployment option provides a balance between infrastructure
management and the customization capabilities required for more
complex or hybrid cloud deployments.

Instance Types

Amazon EMR supports various instance types for its core nodes (which
manage the cluster) and task nodes (which execute the jobs). Organizations
can choose from different instance families based on their workload
requirements and cost considerations. Some of the instance types available
for Amazon EMR include:

x86-based instances

These are the traditional instances based on x86 architecture, such as the
M5, R5, and C5 instance families. They offer a balance of compute,
memory, and storage resources for a wide range of workloads.

Graviton instances

These instances are based on AWS’s own ARM-based Graviton
processors, which provide better performance and cost savings
compared to x86-based instances for certain workloads. For Apache
Spark workloads, Graviton instances can offer up to 30% better price-
performance compared to x86-based instances.

Spot Instances



Amazon EMR supports the use of Spot Instances, which are spare
Amazon EC2 compute capacity offered at a significant discount
compared to on-demand instances. However, Spot Instances can be
interrupted by AWS when capacity is needed, making them less suitable
for long-running workloads that require high reliability.

Best Practices for Amazon EMR

Here are some best practices to get the most out of Amazon EMR:

» Use Amazon S3 as your persistent data store instead of HDFS, as
S3 is cheaper and more reliable for storage.

e Compress, compact, and convert your data to optimized file
formats like Parquet and ORC to reduce storage and improve
performance.

« Partition and bucket your data in S3 to reduce the amount that
needs to be scanned.

e Choose the right EC2 instance types for your workloads (e.qg.,
compute-optimized for CPU-heavy, memory-optimized for
memory-intensive).

e Use Spot Instances, which can provide up to 90% discount
compared to on-demand pricing.

e Mix Spot and on-demand instances to lower costs while still
meeting SLAS. Use on-demand for core nodes and Spot for task.

» Enable EMR-managed scaling to automatically adjust cluster size
based on workload.

» Rightsize your application containers and resources to fully utilize
instances.

o Use the latest EMR version, which includes performance
optimizations and cost savings.



» Use EMR Serverless for sporadic workloads.

AWS Glue Versus Amazon EMR Options

In this section let’s learn how to choose between the data processing options
we have discussed so far by considering various factors such as serverless
options, framework support, startup time for jobs, solution scaling, etc.
(Table 4-4).



Table 4-4. Comparison of AWS Glue and Amazon EMR options

Amazon Ame
EMR Amazon EMFk
AWS Glue Serverless EMR on EC2 EKS
Serverless Yes Yes No No (1
solution Farg:
used)
Supported Spark, Python  Spark, Hive Spark, Hive, Sparl
frameworks Trino, HBase,
Flink, and
more
Data ~10 seconds ~2 minutes or ~ Cluster ~10¢
processing few seconds if  creation time  instal
job startup preinitialized IS ~5 minutes.  avail
time capacity If the clusteris (~2n
precreated Farg:
then job
submission is
immediate
Scaling Fully managed Fully managed Autoscaling EKS
scaling scaling with custom autos
policies based Karp
on serve
CloudWatch Farge
metrics
Interactive Yes Yes, EMR Yes, EMR Yes,
analytics Glue Studio Studio Studi
interactive JupyterHub,

sessions, Glue

Zeppelin, Hue



Amazon Ame

EMR Amazon EMF
AWS Glue Serverless EMR on EC2 EKS
Studio, Glue
notebooks
Multi-AZ No Yes No Yes
(high
reliability
and
resilience)
Cost Flex execution Not applicable Spot Spot
optimization Instances, Insta
options reserved reser
instances, instal
Graviton Grav
instances, and
managed
scaling
Management Low Low Medium Medi
overhead (Kub
expel
needt

SQL-Based Data Transformation Using
Amazon Redshift
Amazon Redshift is a fully managed, petabyte-scale data warehouse service

that uses SQL and PL/SQL for data transformation and analysis. Think of it
as a massive, high-performance database optimized for analyzing large



datasets using familiar SQL commands. Amazon Redshift has a cluster
architecture with compute and storage separation.

Amazon Redshift Compute

Amazon Redshift has massively parallel compute. It is available in both
provisioned and serverless modes. Serverless compute provides better ease
of use. Provisioned compute nodes are called RA3 and are available in four
different sizes—Iarge, xlarge, 4xlarge, and 16xlarge. The documentation
has compute specifications. Provisioned compute has on-demand and
reserved pricing. With on-demand you are charged for each second of
usage. You can pause the on-demand cluster when the cluster is not in use.
To get 30%—60% cost savings you can use reserved instances. You can
reserve for 1 year or 3 years. A 3-year reservation will give you the lowest
price.

Amazon Redshift Serverless measures data warehouse capacity in Redshift
Processing Units (RPUs). RPUs are resources used to handle workloads.
One RPU provides 16 GB of memory. Unlike provisioned, serverless
doesn’t charge for idleness. There is a charge only when an active query or
load is running. Serverless compute gives you better ease of use compared
to provisioned compute.

Amazon Redshift Storage

Amazon Redshift has high-performant, proprietary columnar storage that is
optimized for analytics on large datasets. RMS is a combination of local
SSDs on compute and Amazon S3. SSDs are used to cache the most
frequently accessed data.

Figure 4-16 showcases various aspects of the Amazon Redshift architecture.
Amazon Redshift’s compute is capable of accessing both data in proprietary
format from RMS and data in open source formats (like lceberg, Hudi,
Delta Lake, JSON, CSV, Parquet, etc.) from an Amazon S3 data lake.
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Figure 4-16. Amazon Redshift architecture

Using Amazon Redshift, you can design your data warehouse as a
distributed data mesh, instead of a single monolith. Monoliths pose resource
contention and scalability concerns. On the other hand, a distributed
architecture can isolate workloads, thereby improving scalability and
performance. There are two common types of multicluster architectures:

Hub and spoke

In this architecture pattern, there is a separate Redshift cluster for each
workload. Typically, data warehouses have workloads such as ETL,
reporting, data science, etc. By using a separate cluster for each and
isolating these workloads completely from one another, you can reduce
workload interference (i.e., while ETL is running, your reporting jobs
are not impacted and vice versa). You can onboard new workloads
rapidly.

Data mesh



In this architecture pattern, there is a separate Redshift cluster for each
business unit. Each business unit gets complete control of their data
assets. They choose which ones to share with other units and which
ones not to share to achieve their compliance and governance
requirements.

Figure 4-17 shows the hub-and-spoke architecture and data mesh
architecture. In the hub-and-spoke architecture, notice two Redshift clusters
performing transformations and populating data assets and three Redshift
clusters consuming those data assets. In the data mesh architecture notice
how each business unit (finance, HR, operations, etc.) gets their own
compute endpoint.
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Figure 4-17. Hub-and-spoke and data mesh architectures

These multicluster architectures are powered by an Amazon Redshift
feature called data sharing. Data sharing allows for reading live data assets
populated by other endpoints in place, without making data copies, with
transactional consistency. Using data sharing you can also write into

common data assets (like tables) using multiple endpoints thereby scaling
the write workload horizontally.
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SQL Data Transformations

Amazon Redshift has the following data transformation and orchestration
capabilities:

e Provides materialized views for stored transformations for batch
data and streaming data

e Supports stored procedures for complex logic

Amazon Redshift materialized views

Materialized views store precomputed query results, acting like a cache for
complex queries. Think of them as snapshots of your query results that get
periodically refreshed to maintain data freshness. The most common use
case for materialized views is to improve performance of dashboard
queries. If your dashboard query has complexity including multiple table
joins, aggregations, complex calculations, etc., consider creating a
materialized view to prepopulate the required dataset so that it need not be
generated at runtime. This helps in achieving latency in seconds for your
analytics dashboard:

-- Example: Creating a materialized view for daily sales
analytics
CREATE MATERIALIZED VIEW daily_sales_summary AS
SELECT
date_trunc("day", sale_timestamp) as sale_date,
product_category,
region,
COUNT(*) as transaction_count,
SUM(amount) as total_sales,
AVG(amount) as avg_sale_amount
FROM sales_transactions
GROUP BY 1, 2, 3;

Amazon Redshift’s materialized views have some notable features:
Automatic query rewriting

If you think that your queries will benefit from converting them into a
materialized view, you can just go ahead and create the materialized



view and don’t need to change your existing queries to use this MV,
Redshift has the capability to automatically use materialized views
when applicable.

Incremental and automatic refresh

Incremental refresh is an optimization technique where Redshift updates
only the changed data in a materialized view instead of recomputing the
entire view. Incremental refresh is possible when the base tables are
RMS tables created by the cluster, RMS tables shared by another
cluster, or external tables where data resides in Amazon S3 in open
formats. If you use certain operations in your materialized view query,
the view will not be able to incrementally refresh. Please refer to the
limitations for incremental refresh to understand more.

Amazon Redshift also supports automatic refresh. It can detect changes
in the base tables and automatically trigger a refresh when the load on
the cluster is low so that it doesn’t impact a user’s processes. Automatic
refresh is supported on views whose base tables are RMS tables created
by the same cluster or shared from another cluster. Automatic refresh
doesn’t happen if the base tables are external tables.

Amazon Redshift stored procedures

Stored procedures in Amazon Redshift can be used to encapsulate logic for
data transformation, data validation, and business-specific logic. They
combine multiple SQL steps that can all be executed in a single stored
procedure call.

In Redshift, the stored procedures are typically used to populate the tables
in Amazon Redshift Managed Storage (RMS). You can define an industry
standard data model like a star schema and use stored procedures to
periodically refresh the data model tables with new incoming data from the
source. The typical steps include:

1. Extracting data from sources (such as S3) and loading into staging
tables
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2. Merging the data from staging into the target dimension or fact
table

You can define an Amazon Redshift stored procedure using the PostgreSQL
procedural language PL/pgSQL. You can control the flow of statement
execution using procedural language constructs such as looping and
conditional expressions. You can also use stored procedures for delegated
access control. For example, you can create stored procedures to perform
functions without giving a user access to the underlying tables.

Following is a sample stored procedure that loads sales data into a staging
table and finally merges into the sales fact table:

CREATE OR REPLACE PROCEDURE sp_merge_sales_data()
LANGUAGE plpgsqgl
AS $$
BEGIN
-- Create staging table 1T it doesn™"t exist
DROP TABLE IF EXISTS staging.sales_staging;

CREATE TABLE staging.sales_staging

(
salesid INTEGER NOT NULL, listid INTEGER NOT NULL,
sellerid INTEGER, buyerid INTEGER, event id INTEGER,
dateid INTEGER, qtysold INTEGER, pricepaid DECIMAL(S,2),
commission DECIMAL(8,2), saletime TIMESTAMP

)

-- Load data into staging table. This example copies from S3
COPY staging.sales_staging

FROM ®s3://your-bucket/sales_data/"

IAM_ROLE "arn:aws:iam::your-account-id:role/your-role*
FORMAT CSV

DELIMITER *,*

IGNOREHEADER 1;

-— Perform the merge operation
MERGE INTO dwh.fact sales
USING staging.sales_staging source
ON ( salesid = source.salesid AND listid = source.listid )
WHEN MATCHED THEN
UPDATE SET
qtysold = source.qtysold,
pricepaid = source.pricepaid,



commission = source.commission,
last_updated = GETDATE(Q)
WHEN NOT MATCHED THEN
INSERT
(salesid, listid,sellerid,buyerid,eventid,dateid,qtysold,
pricepaid,commission,saletime,created_date)
VALUES (source.salesid,source.listid,source.sellerid,

source.buyerid,source.eventid,source.dateid,source.qtysold,
source.pricepaid,source.commission,source.saletime,
GETDATEQ));

-— Clean up staging table
DROP TABLE IF EXISTS staging.sales_staging;

END;
$$;

Amazon Managed Service for Apache Flink

Amazon Managed Service for Apache Flink (MSF) is a fully managed
service that allows you to query and analyze streaming data using the
Apache Flink framework. To perform real-time transformations,
aggregations, windowing operations, and stateful computations on
streaming data from Amazon Kinesis Data Streams or Amazon MSK, you
can use Amazon MSF. It is the solution that offers the lowest latency and
highest throughput for streaming data transformations and has the least
operational overhead. When MSF is consuming data from Kinesis as a
consumer, it can use enhanced fan-out mode (which was described earlier in
the chapter when discussing Kinesis Data Streams) to get dedicated read
throughput. The transformed data can be written to Amazon S3 data lakes.
It can also be written back to Amazon Kinesis Data Streams or Amazon
MSK for further delivery to a target such as an Amazon Redshift data
warehouse, as shown in Figure 4-18.
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Figure 4-18. Integrations for Amazon Managed Service for Apache Flink

When using MSF, follow these best practices:

Understand the cost model. Costs are determined by the number of
Kinesis Processing Units (KPUs), which are based on the
parallelism and parallelism per KPU settings.

Monitor for overprovisioning. Look for low CPU and memory
utilization metrics over time, or if the application is purely 1/O
bound, which may indicate too many KPUs allocated.

Increase parallelism per KPU. For I/0 bound workloads,
increasing parallelism per KPU can allow for running more tasks
per KPU to densify workloads.

Rightsize KPUs during load testing. Start with 1 KPU per 1 MB/s
throughput and adjust parallelism up/down based on performance
testing.

Use autoscaling. Enable metric-based or scheduled autoscaling to
automatically adjust KPUs based on load.



e Optimize code. Use higher-level APls, eliminate data skew, and
use async 1/O to improve efficiency.

» Evaluate whether Flink is indeed needed. For stateless, high-
latency workloads, consider alternatives like AWS Lambda.

Amazon Data Firehose for Transformation

As discussed earlier in the chapter when reviewing streaming ingestion,
Amazon Data Firehose’s main function is data stream delivery to various
AWS analytics services including Amazon S3, OpenSearch, and Redshift.
Given that Kinesis Data Streams and Amazon MSK lack direct connectivity
to Amazon S3 and OpenSearch, Firehose plays a crucial role as an
intermediary delivery solution.

While delivering data, it can perform lightweight operations, such as
converting data from JSON to Parquet format, handling output compression
and decompression, adding delimiters, optimizing data through batching,
and creating dynamic partitions for Amazon S3 buckets. Firehose can also
leverage AWS Lambda functions for slightly more complex
transformations, such as converting data formats from CSV/XML to JSON
and subsequently to Parquet.

AWS Lambda for Transformation

When you have simple, event-driven data transformation tasks that can be
handled by short-running (less than 15 minutes), stateless functions you can
use AWS Lambda. It can perform lightweight data transformation needs,
such as data format conversions, basic filtering, or small-scale aggregations
In a cost-efficient manner as you can take advantage of the scalability, fault
tolerance, and pay-per-use pricing model of AWS Lambda.



Choosing the Right Streaming
Transformation Service

There are multiple options for running streaming jobs on AWS, with trade-
offs between operational simplicity and control (Table 4-5).

You can run Spark Structured Streaming jobs on either:

e AWS Glue (fully managed, serverless)

 Amazon EMR (either provisioned clusters or serverless)
For Flink applications, your choices are:

e Amazon MSF (fully managed)

 Amazon EMR (either provisioned clusters or serverless)



Table 4-5. Choosing between Spark Streaming jobs and Flink applications

Spark
Streaming
jobs
(Glue
Streaming or
Spark Flink jobs
Structured (Amazon
Streaming MSF / Flink
Amazon Data jobs on jobs on
Firehose + AWS Amazon Amazon
Criteria Lambda EMR) EMR)
Data If you wantto use  Stateless/stateful Rich
transformation AWS Lambda for ~ transformations  stateless/stateful
transformation Use if you want  transformations
Simple stateless to use Spark Use for
transformations or  Structured complex
limited windowing  Streaming transformations

(15 min. windows)  specifically

Schema Limited (new Yes No
evolution column
addition/changes)

Schema No Yes Yes
registry
support
Write Can do Appends rows Append, upsert,
operations insert/update/delete  of microbatch to  overwrite
the table or
completely

replaces the
table content at



each microbatch
or merge using
foreachbatch

Low-latency Flink generally has  Flink generally  Offers the
requirements  lower latencies has lower lowest latency
latencies of the options
High- Flink often Flink often Flink is
throughput outperforms for outperforms for  optimized for

requirements

high throughput

high throughput

high throughput

Large batch
workloads

Small batches

Spark Streaming
is efficient for

Flink is more
geared toward

large batch stream
processing processing
Exactly-once  No With additional ~ Provides
processing configuration, exactly-once
but some processing
limitations guarantees
natively
Handling out-  Limited Limited Efficiently
of-order capabilities capabilities handles out-of-
events order events
within windows
Integration No Yes, integrates No
with Spark well with other
ecosystem Spark libraries
Ease of use for Yes, leverages Yes, leverages No, has a

existing Spark
users

familiar
Python/Java code

familiarity with
Spark APIs

steeper learning
curve



AWS Glue and Amazon MSF are fully managed solutions that handle
infrastructure management, scaling, and maintenance tasks. This
significantly reduces operational overhead and is ideal for teams that want
to focus on application logic rather than infrastructure. Amazon EMR,
while offering both provisioned and serverless options, requires more
operational expertise. However, it provides granular control over job
parameters, cluster configurations, and runtime environments.

Choosing the Right Batch Transformation
Service

When it comes to batch data transformation in AWS, you have four main
options: AWS Glue, Amazon EMR, Amazon Redshift, and AWS Lambda.

The choice depends on factors such as the complexity of your
transformation requirements, the need for customization and control, the
scale and performance demands of your workload, and the expertise of your
development team. Let’s take a closer look at when to use each service in
Table 4-6.



Table 4-6. Choosing the right batch transformation service

Criteria AWS Glue Amazon EMR AWS
Suitable use
cases e Spark- e Data .
based data processing
processing with any of
« Batch- Spark, Ha_doop,
oriented HBa_se, Hive,
ETL Hudi, Presto
pipelines o Complex,
. Data large-scale data
format transformations
conversions e High
« Ease of Use performance,
and low latency
serverless e Highly
operational customized
simplicity ETL
desired workflows
Complexity of  For large-scale data  Suitable for complex, Suita
transformation transformations large-scale data even
using Apache Spark  transformations that trans
jobs; also suited for  require the full be er
lightweight capabilities of runni
transformations frameworks like Spark minu
using Python shell or Flink

scripts that run for
more than 15
minutes
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Criteria AWS Glue Amazon EMR AW <
Customization Provides a managed, Offers a high degree of  Prov
and control abstracted layer with  customization and even
limited control over the data with
customization transformation pipeline,  custc
options including the ability to beyo
use custom libraries and  code
integrate with other
AWS services
Infrastructure  Fully managed Requires some Fully
management service, eliminating  management of the Serve
the need to provision underlying EMR cluster noin
Or manage servers infrastructure, but provi
provides a managed mané
service on top of EC2.
EMR Serverless offers
fully managed solution
for Apache Spark, Hive,
and Presto
Expertise Relatively lower Requires expertise in Suita
required barrier to entry, using and managing with
suitable for data open source big data writil
engineers with frameworks like Spark Serve
general ETL or Flink may
experience to en
other

Data Preparation for Nontechnical Personas

Data transformation capabilities empower nontechnical individuals to
independently manipulate and restructure raw data into insightful formats,



democratizing data exploration and analysis across various roles. AWS Glue
DataBrew is an AWS service designed to assist nontechnical personas with
data cleaning and preparation tasks. As a fully managed, low-code, visual
interface solution, it offers a comprehensive set of over 250 built-in
transformation and cleaning functions to address a wide range of data
quality issues. DataBrew caters specifically to data analysts, data scientists,
and business users who may not possess extensive coding skills, enabling
them to leverage its powerful data transformation and enrichment
capabilities effortlessly. The AWS Certified Data Engineer Associate
certification exam may include questions related to specific function names
and their roles within DataBrew, reflecting the importance of understanding
this service for effective data preparation and transformation.

The following are Glue transformations for some of the common data
cleansing and data transformation scenarios.

Fill Missing Values

Missing data is predominant in all datasets and can have a significant
impact on the analytics or ML models using the data. Missing values in
datasets can skew or bias the data and result in invalid conclusions. In a
DataBrew project, you can get a quick view of the missing values in your
sample data under the Data Quality section in the Schema view and within
the Column Statistics. This provides valuable insights into the extent and
distribution of missing data in your dataset. DataBrew offers several built-in
functions to handle missing values, including:

Fill missing values

This allows you to replace missing values with a constant value, the
mean/median/mode of the column, or the previous/next nonmissing
value. g

Drop rows with missing values

This transformation removes any rows that contain one or more missing
values.
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Impute missing values

DataBrew provides advanced imputation methods, such as k-nearest
neighbors (KNN) and decision tree imputation, to estimate missing
values based on the patterns in the data.

These missing value handling transformations can be easily incorporated
into your DataBrew recipes using a visual interface as shown in Figure 4-
19.
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Figure 4-19. Handling missing values using DataBrew

For any data column, you can choose to either remove the missing rows or
fill them with an empty string, null, last valid value, most frequent value, or
custom value. For numerical data columns, you can also fill missing values
with numerical aggregates of values like average, mode, sum, or median.
Figure 4-19 shows a menu of all the options that DataBrew provides to
handle missing values. It also shows an example of how rows with missing
values will be deleted.

Identify Duplicate Records

Using the FLAG_DUPL ICATE_ROWS functions, DataBrew can return a
new column with a specified value in each row that indicates whether that



row is an exact match of an earlier row in the dataset. When matches are
found, they are flagged as duplicates. The initial occurrence is not flagged,
because it doesn’t match an earlier row.

Formatting Functions

AWS DataBrew provides a comprehensive suite of text manipulation
functions categorized into formatting, extraction, and replacement
capabilities. The formatting functions include various case modifications
(CAPITAL_CASE, LOWER_CASE, UPPER_CASE, SENTENCE_CASE),
quote additions, and date formatting options. The extraction functions
enable pulling text between delimiters, from specific positions, using
regular expression patterns, and from nested data structures.

For data cleaning and standardization, DataBrew offers robust replacement
functions that include removing specific character combinations (REMOVE
__COMBINED), replacing text between delimiters or positions
(REPLACE_BETWEEN_DELIMITERS,
REPLACE_BETWEEN_POSITIONS), and performing simple text
substitutions (REPLACE_TEXT). These functions collectively provide a
powerful toolkit for transforming and standardizing data within your AWS
DataBrew workflows.

Integrating Data from Multiple Sources

In data analysis, it’s common to need information from multiple datasets to
arrive at useful insights. DataBrew provides two powerful transformations
to combine data from different sources—union and join.

Nesting and Unnesting Data Structures

As you work with data from various sources, you may encounter complex
data structures, such as nested fields, arrays, and maps. Effectively handling
and transforming these data structures is a critical part of the data
preparation process. AWS Glue DataBrew offers a set of powerful data
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structure recipe steps that allow you to work with these complex data
formats, simplifying the task of preparing your data for analysis and
downstream applications.

The nesting and unnesting functions in DataBrew provide a flexible way to
work with complex data structures:

Nesting functions

The nesting functions allow you to consolidate related data elements
into a more compact and structured format:

NEST_TO_ARRAY

Combines multiple columns into a single array column

NEST_TO_MAP

Combines multiple columns into a single JSON-formatted map
column

NEST TO STRUCT

Combines multiple columns into a single structured column

These nesting functions are useful when you need to consolidate related
data elements into a more compact and structured format, which can
simplify downstream processing and analysis.

Unnesting functions

Unnesting functions enable you to “flatten” these complex structures
into a tabular format that is more easily consumable by analytics tools
and applications:

UNNEST_ARRAY

Extracts values from an array column into individual rows

UNNEST_MAP
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Extracts key-value pairs from a map column into individual rows

UNNEST_STRUCT

Extracts fields from a structured column into individual columns

UNNEST_STRUCT_N

Extracts a specific field from a structured column

The unnesting functions allow you to “flatten” complex data structures,
breaking them down into more easily consumable tabular formats. This
can be particularly useful when integrating data from different sources
with varying schemas or when preparing data for analysis tools that
work better with flat, tabular data.

By leveraging these nesting and unnesting transformations in your
DataBrew recipes, you can efficiently handle and reshape complex data
structures, making it easier to prepare your data for downstream analytics
and reporting.

Protecting Sensitive Data

When working with real-world data, you may encounter sensitive or
personally identifiable information (PII) that requires special handling to
ensure data privacy and compliance. AWS Glue DataBrew provides a set of
functions specifically designed to help you protect and obfuscate sensitive
data elements within your datasets.

At the time of this writing, the PII data handling functions available in
DataBrew include:

CRYPTOGRAPHIC_HASH

Applies a cryptographic hash function to a text value, such as SHA-256
or MD?5, to create a one-way, irreversible transformation of the data.

DECRYPT



Decrypts a value that has been encrypted using a specified key.

DETERMINISTIC_DECRYPT

Decrypts a value that has been encrypted using a deterministic
encryption algorithm, which produces the same ciphertext for the same
plaintext and key.

DETERMINISTIC_ENCRYPT

Encrypts a value using a deterministic encryption algorithm, which
produces the same ciphertext for the same plaintext and key.

ENCRYPT
Encrypts a value using a specified key.

MASK_CUSTOM

Masks a value using a custom masking pattern.

MASK_DATE

Masks a date value by replacing it with a randomly generated date
within a specified range.

MASK_DELIMITER

Masks a value by replacing characters between delimiters with a
specified character.

MASK_RANGE

Masks a numeric value by replacing it with a random value within a
specified range.

REPLACE_WITH_RANDOM_BETWEEN

Replaces a value with a randomly generated value within a specified
range.

REPLACE_WITH_RANDOM_DATE_BETWEEN



Replaces a date value with a randomly generated date within a specified
range.

SHUFFLE_ROWS

Shuffles the order of rows in a dataset, to help obfuscate any potential
correlation between rows.

Refer to the AWS documentation to get the current list of functions to
handle PII. These PII data handling functions allow you to protect sensitive
information while still maintaining the overall structure and integrity of
your data. By incorporating these transformations into your DataBrew
recipes, you can ensure that your data preparation process aligns with data
privacy regulations and best practices.

Other Data Preparation Transformations

AWS Glue DataBrew extends beyond basic data cleaning to offer a
comprehensive suite of advanced transformation capabilities. These include
sophisticated outlier detection and handling mechanisms, robust column
structure manipulations (merging, splitting, and flagging), formatting
functions for numeric and phone data, and specialized data science
transformations like binarization and one-hot encoding. The service further
enhances its utility with mathematical operations, text manipulations, date
calculations, window-based transformations, and web-specific functions for
handling IP addresses and URL parameters, making it a powerful all-in-one
solution for complex data preparation needs in modern analytics and
machine learning workflows.

Orchestrating Data Pipelines

Orchestration refers to the coordinated execution and management of the
various components and steps involved in a data processing pipeline or
workflow. Effective orchestration is crucial for building robust data
systems, as it ensures that the different stages of data ingestion,
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transformation, analysis, and delivery are seamlessly integrated and
executed in the correct sequence. In AWS services, users can orchestrate
with AWS Step Functions, Amazon Managed Workflows for Apache
Airflow (MWAA), AWS Glue workflows, Amazon Redshift query
scheduler, or Amazon EventBridge. Let’s learn about each of them and
understand how to choose the right solution for your use case.

AWS Step Functions

AWS Step Functions is a serverless orchestration service that allows data
engineers to build and run serverless applications and workflows using
AWS services. It provides a way to visualize and coordinate event-driven
architectures using a graphical console to arrange and visualize the
components of your application as a series of steps. Step Functions enables
you to easily create and update serverless workflows that combine various
AWS services. Key use cases for Step Functions include automating ETL
processes, orchestrating large-scale parallel workloads, coordinating
microservices, and automating IT/security workflows with approval steps.
Depending on your use case, you can have Step Functions call AWS
services, such as Lambda, to perform tasks. You can create workflows that
process and publish machine learning models.

Step Functions is based on state machines and tasks. In Step Functions,
state machines are called workflows, which are a series of event-driven
steps. Each step in a workflow is called a state. For example, a Task state
represents a unit of work that another AWS service performs, such as
calling another AWS service or API. Figure 4-20 shows a sample Step
Functions state machine.
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Figure 4-20. Sample Step Functions state machine

Managed Workflows for Apache Airflow

Amazon Managed Workflows for Apache Airflow (Amazon MWAA) is a
fully managed orchestration service for the open source Apache Airflow
platform. Amazon MWAA allows you to orchestrate workflows that span
both AWS and non-AWS resources. With Amazon MWAA, you can
programmatically author, schedule, and monitor workflows consisting of



sequences of processes and tasks, known as directed acyclic graphs
(DAGS). Figure 4-21 is a sample DAG for a data pipeline that checks for
files in Amazon S3, creates tables for those files in Amazon Athena, joins
them, and transfers the data to Amazon Redshift for reporting.
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Figure 4-21. Sample MWAA DAG

Following are the key components in MWAA:
DAGs (directed acyclic graphs)

DAGs represent the workflows in Airflow, which are collections of
tasks that need to be executed in a specific order. DAGs are written in

Python scripts and define the tasks, their dependencies, and the overall
flow of the workflow. Each DAG has a schedule that determines when it
should be executed (e.g., hourly, daily, or based on specific conditions).
DAGs in MWAA can be created using a visual interface as shown in
Figure 4-21.

Tasks

Tasks are instances of operators within a DAG. Each task represents a
specific unit of work that needs to be executed as part of the workflow.
Tasks can have dependencies on other tasks, which determine the
execution order within the DAG. Each task invokes an operator.



Operators

Operators define the actual work that needs to be performed, such as
running a Python function, executing a Bash command, transferring
data between systems, or interacting with various data sources.

Airflow provides a wide range of built-in operators for common
operations, and you can also create custom operators for specific use
cases. Examples of built-in operators include PythonOperator,
Emai I0perator, BashOperator, MySqlOperator,
S3Fi1leTransfterOperator, RedshiftDataOperator, and
many more.

Dependencies

Dependencies define the relationships between tasks in a DAG. They
specify the order in which tasks should be executed, ensuring that tasks
with dependencies are executed only after their upstream tasks have
completed successfully.

Airflow supports different types of dependencies, such as
upstream/downstream dependencies, cross-DAG dependencies, and
external task sensors.

Sample Use Case

Consider a media and entertainment firm that gets movie data in three
ratings and tags data in three separate files. As the files arrive, you want to
join them using Amazon Athena and load into Amazon Redshift for further
analytics every 10 minutes. The workflow that solves this use case and
orchestrates the interactions is represented in Figure 4-21.

movie-list-dag is the MWAA DAG. Each box you see in the DAG is
a task. Following is information on each task’s function and the operators
that it is invoking:



 The check s3 for_ key task uses the S3KeySensor
operator to check if the required files are present in the S3 bucket.

 The create_athena movie_ table,
create_athena_ratings_table, and create
_athena_tags_ table tasks use the AWSAthenaOperator
to create external tables in Amazon Athena for the movie, ratings,
and tags data, respectively.

e The Join_athena_ tables task uses the
AWSAthenaOperator to perform a join operation on the Athena
tables to retrieve the movie titles and ratings.

e The clean_up_csv task uses the PythonOperator to clean
up the CSV data downloaded from Athena.

 The create redshift _table 1T not exists task uses
the RedshiftDataOperator to create a Redshift table if it
doesn’t already exist.

e The transfer_to redshift task uses the S3ToRedshift

operator to transfer the cleaned-up CSV data from S3 to the
Redshift table.

The tasks are then connected using the right-shift >> operator, which
defines the dependencies between the tasks. For example,

check s3 for_key >> files to_s3 means that the

Tiles _to_s3task can be executed only after the check_s3 for_key
task is completed successfully. The complete dependencies code for the
DAG is presented here:

check _s3 for_key >> files_to_s3 >> create_athena _movie_table \
>> join_athena_tables >> clean_up _csv >> transfer_to_redshift

files_to_s3 >> create_athena_ratings_table >> join_athena_tables

files_to _s3 >> create_athena_tags table >> join_athena_tables



files_to _s3 >> create_redshift_table_if _not exists >>
transfer_to_ redshift

AWS Glue Workflows

AWS Glue workflows serve as a powerful orchestration tool, seamlessly
coordinating the interactions between AWS Glue’s core components—
crawlers and jobs. You can get started in two primary ways: you can either
use prebuilt AWS Glue blueprints for common scenarios or construct your
workflow piece by piece using the visual user interface available in the
AWS Management Console or AWS Glue API.

Within these workflows, triggers act as the connective tissue, initiating jobs
and crawlers based on various conditions. These triggers can fire when
previous components complete their execution, creating a chain of
dependent tasks. The workflow itself begins with a start trigger, which you
can configure to run on a schedule, on-demand, or in response to Amazon
EventBridge events—including the ability to handle event batches.

One particularly useful feature is the workflow’s ability to maintain state
through run properties. These properties, defined as name/value pairs, are
accessible to all jobs within the workflow, enabling them to share
information. Jobs can both read and modify these properties through the
API, affecting the behavior of subsequent jobs in the pipeline.

Sample Use Case

Let’s explore a practical retail scenario where AWS Glue workflows offer
an efficient solution. Imagine a retail company processing payments from
two sources: ACH transactions and check payments. These payments land
in separate S3 locations with different data formats, and the business needs
to combine and analyze them daily. Figure 4-22 shows an AWS Glue
workflow that solves this use case.
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Figure 4-22. Sample AWS Glue workflow

First, two AWS Glue crawlers scan the S3 locations, one for ACH payments
and another for check payments, and automatically detect and catalog the
structure of the input files, regardless of their different formats. Once both
the crawlers complete their schema inference, the workflow triggers an
AWS Glue ETL job that performs the necessary transformations and
aggregations on the combined dataset.

This entire process is orchestrated using AWS Glue workflows, which is
particularly cost-effective since all components (crawlers and jobs) are
native to AWS Glue. There’s no need for additional orchestration tools or
their associated costs—the workflow functionality comes built-in with AWS
Glue. You can schedule this workflow to execute daily with minimal
operational overhead, automatically managing dependencies between the
crawlers and the transformation job. It ensures that the transformation job
starts only after both crawlers have successfully updated their schemas,
maintaining data consistency and reliability.

Amazon Redshift Scheduler

Amazon Redshift Query Editor v2 provides a straightforward solution for
automating SQL queries through its built-in scheduler. This feature allows
you to run Amazon Redshift SQL statements automatically at specified
times or intervals without managing complex infrastructure or
dependencies. It’s particularly useful for standalone operations like



refreshing materialized views, running recurring analytics, or performing
regular maintenance tasks. For example, if you need to refresh a
materialized view daily at 8:00 p.m. EST, you can simply schedule the
refresh query once, and the scheduler will handle the execution
automatically. This native scheduling capability offers the most
operationally simple approach for basic query automation needs, though for
more complex workflows with dependencies, you might want to consider
other AWS orchestration services.

Amazon EventBridge

Amazon EventBridge is a serverless service that facilitates event-driven
orchestration by acting as a serverless event bus, allowing you to connect
applications and services, and route events to multiple targets for
downstream processing, such as AWS Lambda, AWS Glue workflows,
Amazon Redshift, Amazon KDS, Amazon APl Gateway, Amazon Simple
Notification Service (SNS), or Step Functions. EventBridge was formerly
called Amazon CloudWatch Events; it uses the same CloudWatch Events
API,

The primary resource in EventBridge is an event bus (Figure 4-23). An
event bus is a router that receives events and delivers them to zero or more
destinations, or targets. Event buses are well suited for routing events from
many sources to many targets, with optional transformation of events prior
to delivery to a target.
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Figure 4-23. EventBridge architecture

Event source

Each event bus is associated to rules. There are two kinds of rules—event-
driven rules that respond to changes (such as file arrival in S3), and


https://oreil.ly/udOxo
https://oreil.ly/_YU87

schedule-based rules that execute at specified times (like 8:00 p.m. EST on
weekdays).

The event routing process follows a straightforward flow. An event source,
which can be an AWS service, custom application, or SaaS provider, sends
an event to an EventBridge bus. EventBridge then evaluates the event
against rules defined for that bus. For matching rules, EventBridge forwards
the event to specified targets. During this process, optional event
transformation can occur before delivery to targets. The target actions that
EventBridge rules can perform are as follows:

» Send payloads of the events received to Amazon Data Firehose,
Amazon Kinesis Data Streams, Amazon SNS topic, or Amazon
SQS queue.

« Initiate AWS Lambda functions for further processing, such as
initiating a Lambda function to resize images after they arrive.

« Initiate batch processing by triggering AWS Glue workflows or
AWS Step Functions state machines.

« Initiate queries on an Amazon Redshift data warehouse using the
Amazon Redshift data API.

« Initiate ML workflows using the Amazon SageMaker Al pipeline.
» Route event to APl Gateway endpoints.

In schedule-driven scenarios, EventBridge initiates actions at configured
times, commonly triggering data processing workflows, ETL jobs, or
analytics queries. The service offers flexible configuration options: a single
event can match multiple rules, each rule can specify up to five targets, and
event transformation can be configured within rules. This architecture
supports both real-time data processing and scheduled batch operations
within the same service, all without requiring infrastructure management,
making it effective for diverse data pipeline requirements.

Some use cases that can be solved using EventBridge are as follows:



Orchestrating workflows

You can use EventBridge to trigger complex workflows by routing
events to Step Functions, AWS Glue workflows, Amazon MWAA, etc.

Building event-driven applications

EventBridge simplifies the process of building loosely coupled,
scalable, and event-driven applications.

Integrating with SaaS applications

You can connect SaasS applications to your AWS services using
EventBridge.

Connecting to private APIs

EventBridge allows you to securely integrate legacy systems with
cloud-native applications using event-driven architectures and workflow
orchestration.

Sample Use Case

Event-driven ingestion is a powerful data processing approach that
leverages the power of Amazon S3 and AWS Lambda to ingest and
transform files in near real time. The ingestion process begins when a user
or application adds, modifies, or deletes a file in an Amazon S3 bucket.
Amazon S3 is then configured to generate an event notification whenever a
new object is created, modified, or deleted in the bucket. This event
notification can be sent to Amazon EventBridge to trigger an AWS Lambda
function, which can be designed to perform the necessary data ingestion
and processing tasks.

Consider the following use case: you receive Parquet format files from a
source into a raw data bucket in Amazon S3. Upon arrival, you need to
validate that the files have the correct schema in near real time before
loading them into the processed Amazon S3 bucket for reporting. The
architecture shown in Figure 4-24 can solve this use case in an



operationally efficient and cost-effective manner by using all serverless
services.
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Figure 4-24. Event-driven architecture for S3 file format conversion

When a new Amazon S3 file arrives, it sends it to an Amazon EventBridge
bus, and the EventBridge rule triggers a Lambda function that does schema
validation and loads the file into the processed data layer in the data lake.
By using this architecture, the schema validation can happen almost
immediately after the file is uploaded, eliminating the need for periodic
batch processing or manual intervention.

The benefits of this approach include the following:
Decoupling

Event-driven architecture promotes loose coupling between services,
making your applications more flexible and scalable.

Scalability

EventBridge can handle a large volume of events, ensuring that your
applications can scale to meet demand.

Simplified integration

EventBridge simplifies the process of integrating different services and
applications.

Serverless

EventBridge is a serverless service, meaning you don’t need to manage
infrastructure.

Faster time to market



By eliminating the need to write and maintain custom networking or
integration code, developers can build extensible systems and add new
capabilities easily.

Choosing the Right Orchestration Service

When choosing the right orchestration service among AWS Step Functions,
Amazon Managed Workflows for Apache Airflow (MWAA), AWS Glue
workflows, Amazon Redshift scheduler, and Amazon EventBridge, it’s
important to consider the specific requirements of your use case. Here are
some key considerations:

Interactions

Analyze the interactions that you need to orchestrate:

« |If you only need to orchestrate interactions between AWS Glue
crawlers and/or AWS Glue jobs, use AWS Glue workflows. It will
be the most cost-efficient solution for this specific scenario.

 |If you only need to schedule Amazon Redshift SQL statements
without dependencies, such as running table maintenance on
Amazon Redshift tables at a certain time every week/day, running a
recurring data export from Amazon Redshift to Amazon S3,
refreshing Amazon Redshift materialized views, etc., then use the
Amazon Redshift query scheduler.

 If you need to orchestrate interactions between AWS services only
and have no external dependencies, consider using AWS Step
Functions. Step Functions is serverless and can help in building end-
to-end serverless or event-driven applications.

« |If your orchestration involves interaction with external
services/dependencies, or if you prefer open source technology for
orchestration, consider using MWAA.



Coding

If you need event-based orchestration, then use Amazon
EventBridge.

Understand which coding language each orchestration service uses:

AWS Step Functions uses Amazon States Language (ASL) to define
the workflow. It has a visual interface.

MWAA jobs are written in Python code. For ease of use, MWAA
has a visual interface that provides a visual representation of the
DAGs written in Python.

AWS Glue workflows can be built using a visual user interface or
programmatically using JSON.

The Amazon Redshift scheduler uses one-time (at format) or
recurring (cron format) scheduled action. Schedule invocations
must be separated by at least one hour. There is no visual interface.

You create event buses and associate rules that either respond to an
event or run at a schedule. Schedules are defined either using (1)
cron-based schedules (a schedule set using a cron expression that
runs at a specific time, such as 8:00 a.m. PST on the first Monday of
every month) or (2) rate-based schedules (a schedule that runs at a
regular rate, such as every 10 minutes).

Monitoring and debugging

MWAA provides detailed logging and monitoring capabilities through
Apache Airflow’s Ul, making it easier to debug and troubleshoot
workflows. Step Functions, Glue workflows, Amazon Redshift
scheduler, and Amazon EventBridge also offer monitoring and logging
features, but they may not be as comprehensive as MWAA.



Community and support

Apache Airflow, which MWAA is based on, has a large and active open
source community, providing access to a wide range of resources, plug-
ins, and community support. Step Functions, Glue workflows, Amazon
Redshift scheduler and Amazon EventBridge are proprietary AWS
services, so support and resources are primarily provided by AWS.

Cost

Utilizing Glue workflows does not incur additional charges beyond the
costs associated with the individual components they orchestrate. The
same applies to Amazon Redshift scheduler.

AWS Step Functions incurs additional cost; however, it is generally
more cost-effective for simpler use cases, as the pricing has a pay-per-
use model. MWAA has a higher up-front cost due to its managed service
nature, but it may be more cost-effective for complex workflows with
multiple dependencies and requirements.

Conclusion

This chapter has provided a comprehensive overview of the various
approaches and best practices for ingesting and transforming data in AWS.
We’ve explored how to effectively ingest streaming data, data from
databases, SaaS applications, third-party datasets, and on-premises files
using a variety of AWS services like Amazon Kinesis, MSK, DMS, and
DataSync. We’ve also delved into the specifics of batch and real-time data
transformation capabilities offered by services like AWS Glue, Amazon
EMR, Amazon MSF, and AWS Lambda, highlighting the strengths and
trade-offs of each approach. Additionally, we covered how to orchestrate
these data pipelines using AWS Step Functions, Amazon Managed
Workflows for Apache Airflow, and AWS Glue workflows.

By understanding the nuances of data ingestion and transformation in AWS,
data engineers can build reliable, scalable, and cost-effective data pipelines



that power an organization’s data-driven initiatives. Mastering these
techniques is essential for the AWS Certified Data Engineer Associate
certification exam, as they form the foundation for building robust and
efficient data processing solutions in the cloud.

Next, let’s try to validate our knowledge with a few practice questions that
may help you prepare for the AWS Certified Data Engineer Associate
certification exam.

Practice Questions

These practice questions may help you understand what kind of questions to
expect on the exam so you can prepare accordingly. The answers are listed
in the Appendix.

1. A marketing team at a retail company needs to regularly ingest data
from their Salesforce CRM into their Amazon Redshift data
warehouse. The data includes customer information, sales
transactions, and marketing campaign details. The team wants to
ensure the data is ingested reliably, with minimal manual
intervention, and in a cost-effective manner.

Which AWS service would be the best choice to meet these
requirements with the least operational overhead?

A. AWS Glue ETL jobs
B. AWS Data Migration Service (DMS)

C. Zero-ETL integration between Salesforce and Redshift in
AWS Glue

D. Amazon Data Firehose

2. A marketing team at a retail company needs to automatically
process customer survey data that is uploaded to an Amazon S3
bucket. The team wants to create an AWS Lambda function that



will convert the customer survey data from .txt format to .json
format whenever a new .txt file is added to the S3 bucket.

Which solution will meet these requirements with the least
operational overhead?

A. Create an Amazon CloudWatch event rule that triggers the
Lambda function when an S3 ObjectCreated event
occurs. Use a filter to only trigger the event for files with
the .txt extension.

B. Create an Amazon EventBridge (Amazon CloudWatch
Events) rule that triggers the Lambda function when an S3
ObjectCreated event occurs. Use a filter to only
trigger the event for files with the .txt extension.

C. Create an S3 event notification that triggers the Lambda
function when an S3 Ob jectCreated event occurs.
Use a filter rule to only trigger the event for files with the
.txt extension.

D. Create an S3 event notification that triggers an Amazon
SNS topic when an S3 ObjectCreated event occurs.
Subscribe the Lambda function to the SNS topic and use a
filter rule to only trigger the event for files with the .txt
extension.

3. The data engineering team at a large ecommerce company needs to
clean, transform, and prepare customer data from various sources
before loading it into their Amazon Redshift data warehouse. The
data includes customer profiles, order history, and product reviews,
stored in a mix of CSV, JSON, and Excel files in an Amazon S3
data lake.

The team wants to implement a data preparation process that can
handle missing values, inconsistent formatting, and other quality
issues, while also allowing them to combine and enrich the data



from multiple sources. The solution should require minimal
coding, be easy to configure and maintain, and provide visibility
into the data transformation steps.

Which AWS service and approach would be the best choice to
meet these requirements?

A. Use AWS Glue to create custom ETL jobs that extract data
from the S3 data lake, transform it using PySpark code,
and load it into Redshift. Leverage AWS Glue’s built-in
data quality checks and error handling features.

B. Implement a data preparation pipeline using Amazon
EMR and Apache Spark, writing custom Scala or Python
code to handle the data cleansing, transformation, and
integration requirements.

C. Use AWS Glue DataBrew to visually design and configure
data preparation recipes that can address the various data
quality issues, combine datasets, and output the
transformed data directly to Redshift.

D. Create an Amazon Athena query federation to integrate
the disparate data sources, then use Amazon Athena’s
built-in data type conversion and transformation functions
to prepare the data for loading into Redshift.

4. A marketing team at an ecommerce company needs to analyze
customer activity data in near real time to identify trends and
optimize their online campaigns. The data includes website clicks,
product views, and shopping cart activities, which are currently
being captured in various AWS services, including Amazon
CloudWatch Logs, Amazon Kinesis Data Streams, and Amazon
DynamoDB.

The team wants to set up a data processing pipeline that can
consolidate all this real-time data and send it to their Datadog
instance for further analysis and reporting.



Which solution will meet these requirements with the least
operational overhead?

A. Configure an Amazon Kinesis Data Streams data stream
to use Datadog as the destination. Create separate
CloudWatch Logs subscription filters, Kinesis Data
Streams, and DynamoDB Streams to send the data to the
Kinesis Data Streams.

B. Create an Amazon Data Firehose delivery stream to use
Datadog as the destination. Configure CloudWatch Logs,
Kinesis Data Streams, and DynamoDB Streams to send
the data to the Amazon Data Firehose delivery stream.

C. Create an Amazon Data Firehose delivery stream to use
Datadog as the destination. Write an AWS Lambda
function to pull the data from CloudWatch Logs, Kinesis
Data Streams, and DynamoDB Streams, and send it to the
Amazon Data Firehose delivery stream.

D. Configure an AWS Lambda function to pull the data from
CloudWatch Logs, Kinesis Data Streams, and DynamoDB
Streams, and send it directly to the Datadog instance,
bypassing the need for an intermediate streaming service.

5. A data engineering team at a retail company needs to process
customer purchase data stored in JSON files. The files contain the
following structure:

{ "customer_id": 123", "purchase_date': "'2023-04-15",
“items™: [ { "item_id": "ABC123", "item_name': "T-Shirt",
quantity'”: 2, "price”™: 19.99 }, { "item_id": "XYZ456",
"item_name': "Jeans', "quantity'”: 1, “price™: 49.99 } ],
"total_amount™: 89.97 }

The team wants to create a new column that calculates the total
revenue generated from each customer’s purchases, based on the
item quantity and price.



Which AWS Glue DataBrew transformation would be the best
solution to meet this requirement with the least coding effort?

A. Use the UNNEST_STRUCT transformation to extract the
item data, then apply the SUM and MULT IPLY functions
to calculate the total revenue.

B. Leverage the EXTRACT _VALUE transformation to access
the nested item data, and then use the SUM function to
calculate the total revenue.

C. Implement the CUSTOM__CODE transformation in AWS
Glue DataBrew to write a Python script that processes the
JSON data and calculates the total revenue.

D. Use the APPLY_MAPPING transformation to map the
relevant fields from the JSON data and then apply a
custom formula to calculate the total revenue.

6. A financial services company has several on-premises file servers
that store customer account records, transaction history, and
compliance documents. The company wants to regularly transfer
this data to an Amazon S3 data lake for long-term storage and
analytical processing.

The data is updated daily, and the company needs to ensure that
only the changes are transferred to S3, minimizing the time and
resources required for each data transfer. The solution should also
provide the ability to monitor the data transfer process and
troubleshoot any issues that may arise.

Which AWS service would be the best choice to meet these
requirements with the least operational overhead?

A. Amazon S3 Batch Operations
B. AWS DataSync

C. Amazon S3 cross-region replication



D. AWS Storage Gateway

7. A data engineering team at a media company needs to build a data
processing pipeline that ingests data from various sources,
including real-time event streams, batch files, and third-party APlIs.
The pipeline includes several steps, such as data validation,
transformation, and loading into a data warehouse and data lake
that depend on external dependencies. The team wants to ensure
the pipeline is reliable, scalable, and easy to monitor and manage.

Which orchestration service would be the best choice to meet these
requirements, based on the best practices discussed in the content?

A. AWS Step Functions

B. Amazon Managed Workflows for Apache Airflow
(MWAA)

C. AWS Glue workflows

D. A combination of AWS Step Functions and AWS Glue
workflows

8. A marketing team at an ecommerce company needs to cleanse and
deduplicate their customer database, which contains information
such as customer name, email address, phone number, and address.
The database has been built up over time from various sources, and
it contains many duplicate records for the same customers.

The team wants to implement an automated solution to identify
and merge these duplicate records, ensuring that the customer data
Is accurate and up-to-date. They want to minimize the manual
effort required to maintain the customer database and ensure that
the deduplication process is reliable and scalable as the data grows.

Which solution will meet these requirements with the least
operational overhead?



A. Use the FindMatches transformation in AWS Glue

DataBrew to identify and merge duplicate customer
records.

B. Write a custom Python script using the Dedupe library and
run it as an AWS Lambda function to deduplicate the
customer data.

C. Leverage Amazon Comprehend to perform entity
extraction and matching on the customer data, then use
Amazon Redshift to consolidate the records.

D. Implement a custom ETL pipeline using AWS Glue to
perform fuzzy matching and record linkage on the
customer data.

9. A media company needs to build a real-time analytics pipeline to
monitor user engagement data from their online streaming
platform. The data, which includes video views, user interactions,
and device information, is currently being captured in an Amazon
Kinesis Data Streams stream.

The company wants to set up a solution that can continuously
ingest this real-time data, store it in an Amazon Redshift Serverless
data warehouse, and enable near-real-time analytics on both the
latest and historical data.

Which AWS service and approach would be the best choice to
meet these requirements with the least operational overhead?

A. Configure an Amazon Data Firehose delivery stream to
ingest the data from the Kinesis Data Streams and load it
directly into the Amazon Redshift Serverless warehouse.

B. Leverage the streaming ingestion feature of Amazon
Redshift Serverless to directly consume the data from the
Kinesis Data Streams.



C. Create an AWS Lambda function to read the data from the
Kinesis Data Streams, store it in an Amazon S3 data lake,
and then use the COPY command to load the data into the
Amazon Redshift Serverless warehouse.

D. Utilize DMS to load data into Amazon Redshift
Serverless.

10. A data engineering team at an ecommerce company has set up an
Amazon Kinesis Data Streams stream to ingest real-time customer
event data, such as website clicks, product views, and shopping
cart activities. The team has configured several AWS services,
including Amazon Data Firehose and AWS Lambda, to consume
data from the Kinesis stream and process it for downstream
analytics.

However, the team has noticed that the stream’s read throughput is
lower than expected, and they are seeing increased latency in the
data processing pipeline. The team suspects that there may be an
Issue with the partitioning or sharding of the Kinesis stream.

Which steps should the data engineering team take to troubleshoot
and resolve the performance issues with the Kinesis Data Streams
stream? (Choose two)

A. Monitor the shard-level metrics in Ama