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Foreword

The ability to harness, secure, and govern data and AI assets is not just a
technical requirement—it is a strategic imperative. As organizations
accelerate their adoption of analytics and AI, the complexity and scale of
data ecosystems have grown exponentially. The challenge is clear: how do
we democratize access to data and AI while maintaining robust governance,
compliance, and security?

We developed Unity Catalog at Databricks in response to this challenge, as
the industry’s first unified governance system for data and AI. In 2020,
when we began working on the project, we were seeing more and more
customers bogged down by the complexity of governing high-quality
datasets than by the data analytics tasks themselves. Moreover, these same
customers were starting to use unstructured data and AI in addition to
tabular data, and these required a completely different governance
infrastructure.

At this point, we had a choice: patch on individual governance features to
our platform or design a unified governance system across the whole
lifecycle of data, from unstructured files to AI models. We chose the latter,
as we believed that solving this problem the “right” way would greatly
simplify life for our customers. This bet paid off, with the vast majority of
our workloads now running on Unity Catalog and customers reporting
significant improvements from the simplicity of unified governance.

Databricks has always advocated for open source software and open
formats. Unity Catalog is no different. Our vision is for Unity Catalog to be
the most open and interoperable catalog for data and AI. On top of the
catalog, we have also pioneered open interfaces for data sharing across
companies by creating the Delta Sharing protocol, which is now one of the
largest ecosystems for data delivery in the industry.

This book is a guide to understanding, implementing, and mastering the
basics of data governance with Databricks Unity Catalog. Whether you are
modernizing legacy systems, scaling data operations, or building a
foundation for AI, the principles and best practices outlined here will help



you create a unified, secure, and future-ready data platform. You will
discover how you can leverage Unity Catalog to streamline governance,
enhance transparency, improve data quality, and unlock the full potential of
your data estates.

Embark on the next stage of data governance, where Unity Catalog
centralizes clarity, control, and collaboration within your core data strategy.

Matei Zaharia,
CTO and cofounder at Databricks
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Preface

Welcome to Data Governance with Unity Catalog on Databricks. In the
current transition from a decade dominated by the evolution of file formats,
the next era is being shaped by the prominence of catalogs. Since its
introduction in 2021, Unity Catalog has emerged as the foundational
component of the Databricks Data Intelligence Platform. The open sourcing
of Unity Catalog has unlocked new possibilities for governance innovation,
overcoming traditional tool limitations.

As the industry continues its shift toward open and interoperable
technologies, Unity Catalog stands out as an open and extensible catalog.
Its open API and integration with leading file formats and applications in
the data and AI landscape enable unparalleled flexibility. Building on this
foundation, with native support for Delta and Iceberg REST catalog and
tables, views, cloud storage files, AI models, and functions, Unity Catalog
is a true multimodal catalog that provides a unified data-management
experience.



Why We Wrote This Book and Why Now
When we first pitched the idea of this book to O’Reilly, Unity Catalog was
a proprietary component of the Databricks Platform. Over the course of the
book’s writing, Unity Catalog became open source and incorporated
numerous enhancements and new features. Despite the architecture having
undergone significant changes and evolution over time, the fundamental
principles and governance implementation have remained relatively
consistent. Having worked closely with Unity Catalog for over three years,
we recognized the importance of solidly understanding its core concepts.
We determined that the time was ripe to document these foundational
elements, as well as the features and functionalities that are currently
publicly available.



Who This Book Is For
Our book on governance with Unity Catalog is primarily aimed at the
following people:

Data architects and executives

Decision makers responsible for shaping the data and AI strategy for
entire organizations or business units will get a lot out of this book. It
provides a comprehensive understanding of the industry direction on
open, centralized multimodal catalogs and interoperability, enabling
them to make informed strategic decisions that drive business success.

Data application teams

This book is also for professionals who design and implement ETL
pipelines, automate data processing, and make data accessible to various
stakeholders, including data engineers, analysts, and scientists. It
provides practical guidance on leveraging Unity Catalog to improve
data management and governance, ensure data quality, and enable
seamless data sharing and collaboration.

Cloud platform engineers

Experts responsible for providing a platform for data teams and
enforcing security and governance standards will benefit from this
book. It provides in-depth guidance on leveraging Unity Catalog to
build a robust, secure, and compliant data platform that supports their
organization’s data-driven initiatives.

Databricks consultants

For seasoned professionals with experience using the Databricks
Platform, this book provides expert guidance on Unity Catalog and its
applications, enabling them to enhance their consulting services and
deliver high-value solutions to their clients.



Machine learning (ML)/AI engineers

As the practitioners responsible for designing, developing, and
deploying AI/ML models and functions, ML/AI engineers should read
this book to learn how Unity Catalog can help them secure their AI/ML
assets and ensure the integrity of their models and data.

Additionally, the following group may also benefit from this book, although
to a lesser extent:

Data stewards and chief data officers (CDOs)

While the book focuses on the practical aspects of Unity Catalog and
related features, the concepts and approaches discussed will help data
stewards and CDOs understand the overall governance framework and
how Unity Catalog can support their organization’s compliance with
regulatory standards.



How This Book Is Organized
To get the most out of this book, we recommend starting with Prologue:
Governance by Choice, where we introduce Nexa Boutique. This fictional
organization serves as the backdrop for our exploration of Unity Catalog.
Although our stories and experiences about Nexa Boutique are made up,
they are informed by technical accuracy and designed to illustrate key
concepts and best practices. By following Nexa Boutique’s journey, you’ll
better understand how Unity Catalog can be applied in a real-world setting.

The chapters provide a comprehensive guide to data governance, covering
the essential concepts, infrastructure, and implementation considerations.
They also examine the features and capabilities of Unity Catalog in depth,
to provide a thorough understanding of its role in supporting effective data
governance:

Chapter 1, “The Modern Governance Stack”

We explain the fundamentals of data governance, lakehouse, and
Databricks architecture, and briefly introduce Unity Catalog.

Chapter 2, “Unity Catalog Under the Hood”

The chapter discusses the history of governance in HMS and how it led
to the creation of Unity Catalog and takes a deep dive into its
architecture. The chapter ends with Unity Catalog’s governance model
and data-management features.

Chapter 3, “ Identity Management”

Identity management is a critical foundation for data and AI
governance, and we explore it in detail, starting with cloud-specific
considerations and progressing to identity provisioning, single sign-on,
and best practices.

Chapter 4, “Unity Catalog and Compute”



Platform teams will find this section particularly relevant as we explore
the changes to compute infrastructure in Unity Catalog. It covers
standard, dedicated, and serverless access modes and their respective
features and limitations.

Chapter 5, “Access Controls and Permissions Model”

We explore Unity Catalog access controls in depth, examining the data
governance models and the range of functionalities available. We dive
deep into catalog layout and permissions modelling.

Chapter 6, “Governing AI”

This chapter explores the new paradigm of AI governance practices in
Unity Catalog, covering the lifecycle of AI model governance and the
components and implementation of AI systems.

Chapter 7, “Observability and Discoverability”

This section is particularly relevant for DevOps and FinOps teams, as
we explore the critical aspects of data observability and discoverability
in a governance platform and how Unity Catalog supports these
capabilities.

Chapter 8, “Data Sharing and Collaboration”

This chapter explores how to share data and AI assets within and
outside your organization to enable collaboration. It covers different
patterns and best practices with a focus on cross-metastore governance.

Chapter 9, “Open Access”

Open access to data from external tools and engines is crucial when
choosing a catalog. This section explores the various integration options
for open data access and the open source Unity Catalog.

Chapter 10, “Being Compliant with Regulatory Standards”



This chapter discusses how to comply with regulatory requirements,
including General Data Protection Regulation (GDPR) and architectural
best practices for handling sensitive data.

Chapter 11, “Accelerating Unity Catalog Adoption”

Having learned how to use Unity Catalog, you can now accelerate its
adoption in your organization. This chapter covers automatic Unity
Catalog enablement, migration, and federation from your Hive
metastore to Unity Catalog.

Chapter 12, “The Future of Unity Catalog”

We conclude this book with a forward-looking perspective on the
direction of Unity Catalog, its future, and what’s coming next on its
roadmap.

Conventions Used in This Book
The following typographical conventions are used in this book:

Italic

Indicates new terms, URLs, email addresses, filenames, and file
extensions.

Constant width

Used for program listings, as well as within paragraphs to refer to
program elements such as variable or function names, databases, data
types, environment variables, statements, and keywords.

Constant width bold

Shows commands or other text that should be typed literally by the user.

Constant width italic



Shows text that should be replaced with user-supplied values or by
values determined by context.

TIP
This element signifies a tip or suggestion.

NOTE
This element signifies a general note.

WARNING
This element indicates a warning or caution.

O’Reilly Online Learning

NOTE
For more than 40 years, O’Reilly Media has provided technology and business training,
knowledge, and insight to help companies succeed.

Our unique network of experts and innovators share their knowledge and
expertise through books, articles, and our online learning platform.
O’Reilly’s online learning platform gives you on-demand access to live
training courses, in-depth learning paths, interactive coding environments,
and a vast collection of text and video from O’Reilly and 200+ other
publishers. For more information, visit https://oreilly.com.
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How to Contact Us
Please address comments and questions concerning this book to the
publisher:

O’Reilly Media, Inc.

141 Stony Circle, Suite 195

Santa Rosa, CA 95401

800-889-8969 (in the United States or Canada)

707-827-7019 (international or local)

707-829-0104 (fax)

support@oreilly.com

https://oreilly.com/about/contact.html

We have a web page for this book, where we list errata and any additional
information. You can access this page at https://oreil.ly/data-governance-
with-unity-catalog-on-databricks.

For news and information about our books and courses, visit
https://oreilly.com.

Find us on LinkedIn: https://linkedin.com/company/oreilly-media.

Watch us on YouTube: https://youtube.com/oreillymedia.
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Prologue: Governance by
Choice

Data is useful. High-quality, well-understood, auditable data is priceless.
—Ted Friedman, Gartner

In 2015, Nexa Boutique—a fictional company we’ll be using as an example
in this book—was incorporated as a startup in the online fashion retail
industry headquartered in the United States (US). Nexa Boutique is
committed to promoting sustainable fashion practices through the design,
production, and sale of eco-friendly clothing and accessories. With a bold
vision to revolutionize the retail industry, Nexa Boutique set out to utilize
the power of data-driven insights. It leveraged the increasing popularity of
data lake architectures to support business decisions and investments, which
positioned the company at the forefront of the industry’s transformation,
driven by data analytics. In the early stages of its journey, Nexa Boutique
made a strategic decision to invest heavily in its data lake platform. This
proved to be a catalyst that accelerated growth by leveraging predictive
analytics to optimize the supply chain and forecast market trends and
customer behavior.



DEFINITION: NEXA BOUTIQUE
Nexa Boutique, or Nexa, as we refer to it throughout the book—a name that combines
“Nexa,” implying next-generation innovation, with “boutique,” a French term for a
specialized shop—is our hypothetical example of a company that has been hugely
successful in democratizing data by implementing Unity Catalog. All descriptions of its
internal workings and data journey are entirely fictional and do not represent any real-
world events or companies.

DEFINITION: DATA LAKE
A data lake is a central location that holds a large amount of data in its native, raw
format. Compared to a hierarchical data warehouse, which stores data in files or folders,
a data lake uses a flat architecture and object storage to store the data.‍

Nexa’s explosive growth propelled it into new markets, with operations
expanding to the United Kingdom (UK) and Europe. Within four years,
Nexa had established a presence in 40 countries worldwide. This growth
created a hugely complex data platform with multiple tools and applications
deployed and managed in silos. The data team faced massive challenges in
coping with the increased data loads and meeting diverse regulatory
requirements across geographies. For customers in the European Union
(EU), the company had to comply with the General Data Protection
Regulation (GDPR), which imposed strict rules on data collection, storage,
and processing. For customers in the US, it had to navigate the California
Consumer Privacy Act (CCPA) and similar laws, which grant California
residents new rights over their personal data, including the right to know
where their information is used, to delete that information at will, and to opt
out of the sale of their personal information.

As a retail company operating in the ecommerce domain and handling
customer credit card information, Nexa was also governed by the global
Payment Card Industry Data Security Standard (PCI DSS), a globally
recognized regulation that dictates the secure processing, storage, and
transmission of sensitive data, including payment card data.

The data team at Nexa struggled to keep pace with these diverse regulatory
requirements. It had to implement different data governance policies and
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procedures for each region, which added complexity and cost to operations.
It also had to ensure that its data platform complies with each region’s
regulations, which required significant data security and infrastructure
investments.

The central data platform (CDP) team, organized in a hub-and-spoke
model, actively manages data ingestion and transformation for all the
datasets within the enterprise. Figure P-1 illustrates the organizational
structure of Nexa, comprising its multiple business domains and
subdomains.

This model worked well for Nexa as the various domain teams did not have
the necessary skill sets for data ingestion and modeling. The CDP team
created standardized blueprints for data ingestion and transformation, which
the domain teams could follow to ensure consistency and quality.
Additionally, the CDP team took ownership of the data ingestion and
transformation process, preparing the data for consumption by the domain
teams. This approach enabled the data analysts from domain teams to focus
on their core responsibilities, while the central data team handled the
complex tasks of data preparation and integration.



Figure P-1. The business domains within Nexa

The Journey to Being a Multicloud Data
Platform
Until 2019, Nexa ran its data lake entirely on Apache Spark clusters in its
on-premises data center. As part of the vision to be an entirely multicloud
business, Nexa started building out its cloud data platform across different
cloud vendors. Nexa undertook a massive migration program to move the
on-premises data platform to the cloud. This migration enabled it to scale
the data platform in line with its fast-growing business and the associated
data.

DEFINITION: APACHE SPARK
Apache Spark is an open source multilanguage data processing engine used for data
engineering, data science, and machine learning (ML) workloads. It can handle both
batches and real-time streaming analytics, SQL, and ML workloads.



However, the CDP team faced a significant challenge: a siloed data
platform.

The data platform team at Nexa had to stitch together multiple cloud
platform solutions to build their data pipelines, which were essential for
supporting their analytics requirements. A substantial portion of their data
resided in the data lake, and the reporting requirements were met by
copying the same data to a cloud data warehouse. This resulted in the
creation of data silos and disparate governance solutions, ultimately
complicating their data estate. Despite the data platform’s complexities
causing slowdowns, the business demand for rapid insights and advanced
decision-making capabilities continued to accelerate, driven by the growing
potential of AI to unlock new opportunities and drive competitive
advantage.

In 2020, Nexa’s CEO made a strategic decision to unify the company’s data
platform and simplify data governance by building a lakehouse platform to
leverage the advancements in AI and better comply with regulatory
requirements.

Databricks Lakehouse and Unification of the
Data Estate
In 2021, based on its CEO’s decision to unify its data estate, Nexa evaluated
multiple cloud-based data platform tools to build its enterprise lakehouse
and, after careful consideration, selected Databricks to build its lakehouse.
The decision to choose Databricks was based on several factors, including
the need for a unified platform that could support ML, data warehousing,
and streaming applications seamlessly using data lakehouse architecture.
Nexa’s multicloud strategy was crucial to its growth because it allowed the
company to adapt to regional differences in cloud provider solutions, such
as varying levels of support for specific services or compliance
requirements, as it expanded into new markets. Given these requirements,
the ability to operate on multiple clouds made Databricks the clear choice



for Nexa, as it provided the flexibility and scalability the company needed
to continue its rapid expansion.

DEFINITION: DATA LAKEHOUSE
A data lakehouse represents a paradigm shift in data management, combining the best of
a data warehouse and a data lake. This architecture empowers organizations to unlock
the full potential of their data, supporting advanced analytics, business intelligence, and
ML applications across the entire data spectrum from a single source of data stored in an
open file format.

By unifying its data estate with Databricks, Nexa was able to accelerate the
execution of its data and AI strategy. Leveraging Databricks ML
capabilities, Nexa rolled out its customer churn prediction models, allowing
it to develop targeted marketing campaigns and personalized promotional
offers to retain its growing customer base. Nexa invested in building a
streaming platform to enhance the UX and personalization of its online
store. The business grew by 35% after rolling out new capabilities powered
by the Databricks Data Intelligence Platform.

As Nexa’s business continued to grow, so did the complexity of its data
landscape. Two problems emerged with its data platform:

Proper data governance

First, the company struggled with balancing data democratization across
the organization while maintaining stringent access controls and data
governance standards. It had to ensure that sensitive data was protected
and complied with regulatory requirements while enabling business
stakeholders to make data-driven decisions without delay. As the
volume of data shared internally and externally continued to grow, it
highlighted an area for improvement in the Nexa data platform. The
company recognized that enhanced visibility and control over data
usage, both within the organization and with external partners, would be
beneficial in mitigating potential risks. This awareness sparked a desire
to strengthen data management practices and ensure the secure and



responsible sharing of information. The lack of transparency into
available data sources in the data platform often caused users to reload
existing data, resulting in redundant data duplication and inefficiencies.
Furthermore, data owners faced substantial challenges in tracing the
lineage of their data assets, and the lack of centralized management and
auditing capabilities meant that data was scattered and unaccounted for.

Central platform team as a bottleneck

This problem was all about scalability. The domain teams relied heavily
on the CDP team to make data available for consumption so that the
domain teams could develop new data solutions. Any new data that
could enhance their decision-making capabilities had to navigate
through multiple hops, significantly slowing down their new initiatives.
At this point, they discovered the data mesh concept introduced by
Zhamak Dehghani and her book Data Mesh (O’Reilly), which offered a
better way for Nexa to scale.

Leveraging Unity Catalog
With its continued growth, Nexa executed a series of acquisitions, merging
some newly acquired businesses with the parent company while retaining
others as a separate entity under the parent organization’s umbrella.
Tamarind Shoes (also fictional) was one such iconic brand in the sports
shoe business that was acquired and retained as a separate entity under
Nexa. This arrangement presented new challenges in sharing data between
these entities. Until then, the entire Databricks Platform was running on a
Hive metastore-based data catalog, which had several limitations when it
came to governance and data sharing.

In 2022, Nexa adopted Unity Catalog to streamline its data governance
process and enhance UX.

https://www.oreilly.com/library/view/data-mesh/9781492092384/


DEFINITION: HIVE METASTORE
In the paper “Hive—A Warehousing Solution Over a Map-Reduce Framework”,
published by the Facebook data infrastructure team, the creators of Hive, Ashish Thusoo
and Joydeep Sen Sarma, mention the HMS: “Hive also includes a system catalog, Hive-
Metastore, containing schemas and statistics, which is useful in data exploration and
query optimization.”

DEFINITION: UNITY CATALOG
Unity Catalog is a data governance solution from Databricks that unifies data and AI
asset governance and enables enhanced data sharing and access control capabilities.

Unity Catalog became generally available in the Databricks Platform in
2022 and has evolved quite a bit since. Nexa was an early adopter of the
technology and underwent a journey of experimentation, exploring various
architectural patterns before ultimately arriving at its current state-of-the-art
solution. The CDP team’s role as a single point of dependency for data
availability created a constraint, slowing the pace of data delivery and
introducing a risk that Nexa’s consumer experience might be impacted by
delays or inefficiencies. By adopting a decentralized platform strategy,
Nexa was able to rapidly deploy the data mesh architecture, which provided
domain teams with the autonomy to manage their own data and work
independently.

This change enabled teams to innovate and respond to changing business
needs with greater speed and agility. With Unity Catalog adoption, Nexa
migrated its data architecture to a harmonized data mesh, as depicted in
Figure P-2.

Throughout this book, we will guide you through the story of how Nexa
implemented Unity Catalog and democratized its biggest asset: data. You
will see how Nexa’s CDP team built a sophisticated and well-governed data
platform and navigated the challenges of its growing data assets.

We’ll begin in Chapter 1 by stressing the importance of data governance
and the shift in the tech industry toward a unified data platform that caters

https://oreil.ly/8oX15


to all data and AI use cases and how this eventually led to the genesis of
Unity Catalog.

Figure P-2. Harmonized data mesh architecture powered by Unity Catalog
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Chapter 1. The Modern
Governance Stack

Data is the new oil.
—Clive Humby

In this chapter, we’ll start with an introduction to data governance and why
it’s important. If you’re already familiar with data governance in general
and convinced that it is truly important in the analytics space, you may skip
to “The Dawn of the Lakehouse”. If you’re already familiar with the
lakehouse paradigm and the Databricks Platform, then jump right into
“Databricks Unity Catalog: Enabling Unified Governance”.

Introducing Data Governance
On October 28, 2021, a cyber security team at SafetyDetectives discovered
an unsecured Amazon S3 bucket that contained over a million files. Among
other things, the content of the bucket included personally identifiable
information (PII) of employees and sensitive company data of some airports
in Colombia and Peru. Although the contents of the buckets dated back to
November 2018, no one knew how long the buckets had been publicly
exposed. Apparently, the S3 bucket belonged to a well-established and
prominent security services company called Securitas, headquartered in
Stockholm, Sweden, with branches around the world.

This was not a standalone incident. In July 2019, Capital One suffered a
data breach where over 100 million customer records were accessed due to
a cloud firewall configuration vulnerability. Yet another incident related to
Amazon S3 bucket misconfiguration led to the exposure of a significant
amount of sensitive data in March 2022. The data exposed belonged to
Pegasus Airlines, a low-cost carrier in Turkey with bases at several Turkish
airports. The exposure was said to be due to human error. If this data, which

https://oreil.ly/nwW1k
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included almost 23 million files, were to land in the wrong hands,
thousands of passengers and the flight crew would have been affected. For
instance, such personal information could be used to commit identity theft
and financial fraud. Moreover, exposing personal data is a breach of
Turkey’s Law on Protection of Personal Data (LPPD) and could have
resulted in fines being imposed.

Unfortunately, such events are not uncommon. Multiple studies have shown
“human error” to be the main cause of cyber security incidents. According
to Verizon’s Data Breach Investigations Report, published in 2022, 82% of
breaches involved a human element. Gartner predicts that in the near future,
lack of talent or human failure will be responsible for over half of
significant cyber incidents.

Given this trend, we need to work on security processes and practices with
a human-centric approach. In other words, humans will make mistakes, so
we need to make it much harder for them to make mistakes and put in
guardrails to minimize the impact of those mistakes when they inevitably
happen. This requires implementing several measures, such as educating
and enabling people on security topics, securing the network, implementing
a zero-trust security model, and having robust data governance practices.

Data governance, at its core, is a comprehensive approach to managing an
organization’s data to ensure its availability, usability, quality, integrity, and
security throughout its lifecycle.

Key components of data governance include the following:

Policies and standards

Data quality management

Metadata management

Access controls and security measures

Data lifecycle management and lineage tracking

Auditing and compliance monitoring

https://oreil.ly/djMFE
https://oreil.ly/J3jRq
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Benefits of Effective Data Governance
Proper data governance practices play a crucial role in reducing the risk of
data breaches and security incidents through several key mechanisms, such
as:

Establish clear policies and controls

Define clear and comprehensive policies and controls for managing data
throughout its lifecycle, which includes the following:

Implement strong access controls and authentication procedures to
ensure only authorized personnel can access data and related assets.

Enforce data classification and risk assessment to identify and
prioritize the protection of high-risk data assets.

Establish data handling policies or guidelines that specify how data
should be stored, processed, transmitted, and disposed of securely.

Enhance data security measures

Support and strengthen the overall security posture of an organization
by doing the following:

Require or promote the implementation of robust security measures
like encryption, use of firewalls, and intrusion detection systems.

Implement data minimization practices to reduce the overall attack
surface and potential impact of a breach.

Enforce regular security audits and risk assessments to identify and
proactively address potential vulnerabilities.

Establish incident response plans to address and mitigate damage
from security breaches quickly.

Foster a culture of security awareness



Go beyond technical controls to cultivate a workforce that becomes the
strength of an organization by being human firewalls rather than the
weakness that leads to security incidents through the following:

Organize regular employee training and awareness programs on data
security best practices and the importance of protecting sensitive
information.

Create accountability for data security across the organization by
defining clear roles and responsibilities for data management.

Additional benefits of implementing proper and effective data governance
include the following:

Improved data quality and reliability

Enhanced regulatory compliance

Better decision making based on trusted data

Increased operational efficiency

Reduced data management costs

Greater trust from consumers

Let’s start by delving deeper into the lifecycle of data to comprehend the
challenges of data governance.

The Lifecycle of Data
The generic data lifecycle in an organization has four stages, as illustrated
in Figure 1-1:

Onboarding

This is when the data is collected, generated, or ingested:

Collected: For example, users signing up to a website



Generated: For example, signals from machines

Ingested: For example, a product catalog from a supplier

Figure 1-1. Simplified lifecycle of data

NOTE
This is a very simple and high-level view of the data lifecycle. The real world is
typically much more complicated.

Processing

It is often the case that, when data comes into existence in your
organization, it needs to be processed in some form to make it more
usable. This stage is called processing. Of course, this depends on how
good the process of data onboarding is. In other words, the first step you
take with data is to make sure it is of good quality, and to achieve this,
you might need to take additional steps, for example, filtering some data
out, filling in the unavailable values, and so on.

Other forms of processing include combining or merging the data and
aggregation. For example, you might have different data points
representing the same entity in the real world. This means you need to



first identify which records belong to the same entity and merge them.
This process is termed entity resolution, not to be confused with data
harmonization, which is the process of unifying or consolidating data
from various sources into a coherent and standardized format. You
might also need to combine different datasets to create new ones to
make them more valuable, a simple example being table joins.

Aggregating data is also a very common processing step, which is
usually done to extract information, in other words, to gain insights.
Sometimes the value of data lies in the aggregated form, and one can
get rid of the source data once the aggregated results are computed and
stored. An example of this is sensor data from Internet of Things (IoT)
systems, where applications and devices generate large amounts of
granular data points, which are aggregated into hourly or daily
summaries, and the detailed data points are purged to save storage
space. Another example is a financial system, such as high-frequency
trading platforms, that generate massive amounts of data, which are
aggregated into daily price summaries. Individual trade records are
purged after regulatory retention periods. Purging data after the intended
use might also be a requirement from the compliance perspective in
cases where datasets can be used only for generating aggregated results.

Another measure, to be compliant with regulatory requirements, is to
anonymize data. The extent of anonymization can vary depending on
the intended use of the data in the corresponding use cases. Sometimes
parts of the data, for example, personally identifiable information (PII)
or personal health information (PHI), need to be completely
anonymized. In other cases, you might need to anonymize it in a way
that you could still use it for a data product yet without the risk of
completely disclosing the data. Later chapters delve deeper into this
topic.



NOTE
In simple terms, PII is any information that can identify an individual directly or
could do so when combined with other information.

PHI is a subset of PII specifically associated with healthcare contexts. PHI is
related to an individual’s health status and healthcare services and is protected
under the Health Insurance Portability and Accountability Act (HIPAA) in the US.

Active duty

The data, thus processed or unprocessed, can be used either in
applications, for reporting, or for advanced analytics purposes such as
training a predictive machine learning (ML) model. This stage, when
the data is being used for a specific reason, is termed active duty.

Offboarding

Once the purpose of the data is fulfilled and the data is no longer
needed, it should be either purged or archived, depending on the
organizational policies and regulatory requirements. The purging or
archiving of data can also be done after any stage. Consider the data that
is used for some specific purpose, say, verifying the correctness of the
information provided. In that case, you need to store the data only until
the verification is done. This last stage of the data lifecycle is termed
offboarding.

TIP
To dive deep into the concepts of data governance in general, Data Governance: The
Definitive Guide (O’Reilly) by Evren Eryurek, Uri Gilad, et al. is a great resource.

Governing the Ungoverned
Until recently, data governance solutions were designed and implemented
for managing data that is well-defined and well-structured. In other words,
data governance typically has been applied to data in the form of tables or

https://learning.oreilly.com/library/view/data-governance-the/9781492063483/


views with well-defined schemas. The reason is that in the analytics space,
in most cases, the business needs were fulfilled by data ingested from
online transaction processing (OLTP) systems that are usually structured in
nature. However, most data (80% to 90% per some analyst estimates)
generated or collected by organizations is unstructured. Some examples
include emails, text files, logfiles, media files, and so forth. Due to various
challenges, despite being abundant, the unstructured data is mostly
underutilized. These challenges include lack of the right tools and
technologies, concerns around regulatory compliance, and general lack of
expertise. Hence, the unstructured data, although it may have great
potential, ends up as archives in so-called data swamps.

However, this situation is now changing rapidly, thanks to the rise of AI.
Many organizations are very interested in AI and have realized that
unstructured data leveraged by ML and other AI techniques can give them
significant advantages in data-driven decision making. AI is leading to
improvements in existing business outcomes and is also creating new
opportunities and new revenue streams. For example, AI can analyze
market trends, customer feedback, and other data to identify opportunities
for developing new products and services.

NOTE
We use the term AI to cover all advanced analytics concepts, such as predictive and
prescriptive analytics, traditional ML, and generative AI.

Increased use of unstructured data and rapid development in the field of AI
have given rise to new challenges in data governance practices. The
unstructured data in organizations that was not used was also not governed.
Now, with this change, the scope of data governance has increased
significantly to cover the data lifecycle of unstructured data. The policies
and governance models used for structured data may or may not apply to
unstructured data, and there might be a need to define new policies and
build new governance models.

https://oreil.ly/kRCn-


Moreover, you can create assets apart from data. For example, an ML
model trained on your datasets is an asset with intrinsic value derived from
the data and needs to be stored, secured, and governed. Therefore, data
governance has to include the assets in addition to data, which we like to
term AI assets. These AI assets have also not been on the radar of data
governance, and we would not be exaggerating to say that these have been
more or less ungoverned for a long time.

Complying with Increasing Regulations
ChatGPT, the AI-powered chatbot, made AI popular among the general
public. Before ChatGPT, AI was some sort of complex system that most of
the public wasn’t really aware of or interested in. In a way, ChatGPT
democratized the awareness and the use of AI-powered applications. This
shift in the perception of AI had its network effects. Even the regulators,
who usually do not understand technology and often are behind the curve in
caring about it, have taken notice and have started working to regulate AI.
The European Union (EU) has already come out with the EU AI Act,
published in July 2024, which aims to establish a common regulatory and
legal framework for AI within the EU.

Even before this significant rise in the popularity of AI, companies had to
comply with data privacy regulations such as the EU’s General Data
Protection Regulation (GDPR) and California Consumer Privacy Act
(CCPA), which aim to protect the privacy and security of personal data.
This means the burden of making sure that you are compliant with the
existing and upcoming regulations for ever-increasing data and related use
cases affects the data strategy and innovation possibilities of an
organization. Hence, a proper data governance setup is necessary.
Moreover, these regulations are often quite ambiguous and not specific to
technology, meaning every enterprise has to interpret and apply them as
required. There is a lot of pressure on organizations to get this right and not
leave themselves open for litigation.

With the newly expanded scope and tightening regulatory standards, the
modern data governance solution should be able to cover all data and AI



assets while being able to adapt to the latest compliance requirements.
Before we go more into the details of a governance solution, we would like
to walk you through a brief history of data warehouses, data lakes, and the
dawn of the data lakehouse.

The Dawn of the Lakehouse
We increasingly spend most of our time in front of one or the other screens.
Work, networking, leisure, and hobbies are increasingly moving online. We
are always interacting with a myriad of digital gadgets that are constantly
collecting data. Even when you’re not looking at a screen, your smartphone
knows your location, your smart watch collects your health data, and your
car stores data on your driving behavior. Now, imagine the amount of data
being collected and processed for billions of people worldwide. With the
increase in human population, rapid digitalization, widespread adoption of
technology, and our new way of life, where we increasingly choose to
coexist with gadgets rather than nature, the volume of data flowing into data
platforms has exploded.

Data being collected from nonhuman entities, both tangible and intangible,
has also increased significantly. We are increasingly monitoring and
measuring everything we can, including machines, digital and physical
products, and even nature and its phenomena.

From the perspective of an organization, more data is always better—
provided the organization puts it to proper use. The gist of how data helps
organizations is that it provides insights and enables them to make better
decisions, resulting in significant savings and improved growth
opportunities. Savings are usually reflected in productivity boosts and
reduced resource wastage. Growth opportunities are due to improved
strategies based on the insights derived from data. Therefore, most
companies, especially those with a strong focus on technology, have
realized how valuable data is, and this has led to a significant improvement
in the tools and techniques used to collect data. Moreover, data has now
evolved into a product on its own and sometimes acts as raw material that



fuels new tangible products—for example, smart thermometers and smart
speakers.

Deriving Value from Data
Once the data is collected, the next step is to process it and bring it to a
form that is easy to consume and derive insights from. The data collected
usually first lands in one of the systems attached to the application that is
providing a service. For example, if you register with an ecommerce
website, the data that you entered is stored in an OLTP database associated
with the web application that you’re interacting with. This OLTP database
lives either on premises or on the cloud, depending on how technologically
advanced the ecommerce company is. If the data is streaming in nature—
that is, if the data is flowing in continuously from various sources such as
IoT systems—the data might be landing on a disk, cloud object store, or
message broker system such as Kafka.

In any case, to process data—especially in large volumes—for analytical
purposes, it should be handled on a platform independent of the customer-
facing application. This helps avoid overloading the application and
prevents delays or downtime that could negatively affect the customer
experience. Additionally, you should have the capability to efficiently and
securely store, process, and publish the derived data and related assets (see
Figure 1-2).



Figure 1-2. Typical data source types and generated assets of a data platform

On a very high level, you would ingest the data from humans, machines,
and other data sources and create valuable assets, namely files,
tables/views, dashboards, and AI assets. AI assets include feature tables for
training ML models, trained models, and so on.

Business intelligence and advanced analytics

Now, if we look a bit deeper, we see that in the analytics space, there are
two major sets of use cases:

Reporting or business intelligence (BI)

Advanced analytics

The use cases associated with BI usually help organizations gain insights
from the past and present to plan for the future. The data that needs to be
ingested and processed for these use cases is typically in the form of tables
with well-defined schemas.



Advanced analytics, on the other hand, is often used in predictive and
prescriptive use cases—the focus is usually on the future. To achieve this,
organizations employ AI techniques and technologies. Many common
sources of data for these use cases are semi-structured or unstructured in
nature. Semi-structured data refers to formats such as logfiles, which have
consistent patterns and predictable formatting but allow for flexible and
variable content. In contrast, unstructured data can be any file—such as
media files (including MP3 or MP4), images, or plain text—that lacks a
predefined organizational structure. This does not mean that you won’t use
or want to use semi-structured or unstructured data for BI and structured
data for advanced analytics. In an ideal world, you would have a platform
that enables you to work with all types of data to fuel all kinds of use cases,
as shown in Figure 1-3.

Figure 1-3. Categories of source data and typical use cases of a data platform



Big data begins

The continuous increase in the volume and variety of data has resulted in
what we term big data.

Big data is high-volume, high-velocity, and/or high-variety information
assets that demand cost-effective, innovative forms of information
processing that enable enhanced insight, decision making, and process
automation.

— Doug Laney (Gartner)

If you pay attention to this definition, you can see that it talks about
processing the data and the value it creates, in addition to its properties. We
believe that when Doug Laney was defining the term big data back in 2001,
he was convinced that the tools and technologies that existed at that time
were clearly not enough for the efficient processing of big data and
therefore embedded the need for “innovation” within the definition. He
couldn’t have been more right!

The three Vs of big data—volume, velocity, and variety—have paved the
way for innovation in the tools and technologies required for storing,
processing, analyzing, and managing the data. Initially, we believed volume
to be the major contributor driving this innovation. However, we eventually
realized that variety is the most challenging one to deal with. That’s because
many organizations realized that they could derive great insights from data
that lives in text files, logfiles, media files, binary files, and so on, which
were often never used for any analytical purpose and were either being
purged or archived. Moreover, the growth and innovation happening in the
field of ML led to the increased demand for these raw data files from data
scientists, ML engineers, and the like. Therefore, the tools and technologies
that constitute the data platform to be used for dealing with big data had to
cater to the variety, which mandated the need for new ways of doing things.
This was a paradigm shift in how we deal with data for analytical purposes.

Big data is truly big for only a very few organizations. The majority deal
with heterogeneous data that is actually not that large. Moreover, with the
platform as a service (PaaS) and software as a service (SaaS) offerings and
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unlimited scaling offered by the cloud, at least in theory, the volume and
velocity have been truly commoditized. Hence, the time to address the
variety had arrived.

Data Warehouses and Data Lakes
The trend in the tech industry for the last couple of decades has been to
have two types of data platforms: one catering to BI and the other to
advanced analytics use cases. The platform type primarily used for BI and
reporting is known as the data warehouse, and the one primarily used for
advanced analytics is the data lake. Accordingly, a data warehouse deals
with structured data and a data lake often deals with semi-structured and
unstructured data.

A data mart is a curated database that includes a set of tables designed to
serve the specific needs of a single business unit, department, or team—
such as the marketing, sales, or engineering department. It is normally
smaller and more focused than a data warehouse and generally exists as a
subset of an organization’s larger enterprise data warehouse.

If you think of a data mart as a store of bottled water—cleansed and
packaged, and structured for easy consumption—the data lake is a large
body of water in a more natural state. The contents of the data lake
stream in from a source to fill the lake, and various users of the lake can
come to examine, dive in, or take samples.

—James Dixon (former CTO of Pentaho)

On a high level, both data warehouse and data lake solutions have four
main aspects:

Ingestion

Data is collected from various sources.

Storage

Data is stored for processing and consumption.

https://oreil.ly/uxs4L


Processing

Data is transformed and prepared for consumption.

Serving

Data is made available to other systems for reporting, analytics, and
more.

Popular examples of data warehouse solutions include Microsoft Azure
Synapse Analytics, Amazon Redshift, Google BigQuery, and Snowflake.
Each solution offers strengths in one or more aspects such as scalability,
performance, ease of use, and integration into the existing ecosystem.
However, almost none of them are strong in all the aspects mentioned.
These popular, modern data warehousing solutions are cloud native and are
gradually replacing legacy solutions such as IBM DB2 Warehouse and
Teradata. The main reason is that modern data warehousing solutions
provide greater flexibility, scalability, and ease of use. One major factor that
enables these improvements is the separation of compute and storage,
which allows you to scale and optimize each component separately,
resulting in a significant increase in performance and a reduction in costs.
One more thing to notice is that some solutions, such as Snowflake, are
venturing into the area of data lake with support for processing semi-
structured data. In other words, modern data warehouse solutions are trying
to cater to advanced analytics use cases as well.



HADOOP: A FALSE DAWN

Back in 2010 or 2011, when Karthik started his career in tech as a
software engineer in a fintech startup, the company was adopting a new
technology for processing financial data. This new technology promised
cost-effective and scalable processing of big data by leveraging
commodity hardware with its distributed file system, Hadoop
Distributed File System (HDFS), and processing technique,
MapReduce. The technology was Hadoop, and Karthik was one of the
few lucky ones in the company to have the opportunity to work with the
latest and greatest at the time.

Hadoop represented the much-needed paradigm shift for working with
data for analytical purposes. Hadoop provided an affordable way to
store and process files and to enable advanced analytics with ML. The
open source version of Hadoop became so popular that new companies
such as Cloudera, MapR, and Hortonworks spun up to provide Hadoop-
as-a-Service, with a focus on on-premises setup. For Karthik, at that
time, it felt like Hadoop was a technology that was going to last for
decades, and the brains behind these companies that centered around
Hadoop were geniuses to have capitalized on this opportunity.

Hadoop was introduced at a time when there wasn’t really any feasible
solution that catered to low-cost big data processing. You could set up
Hadoop on commodity hardware, which meant you could put together a
bunch of nonpowerful compute resources that you already have and use
them as a Hadoop cluster. The data replication and fault tolerance
features Hadoop offered made it possible to process big data on these
clusters. Moreover, the Hadoop setup is scalable. You could add or
remove machines to the cluster and still get the job done. Hence, more
and more companies began to find it appealing because they did not
need a huge investment to derive insights from big data.

Hadoop MapReduce is a divide-and-conquer technique that leverages
the file system. In the early 2010s memory was expensive, so using the
file system for processing data was genius. However, this meant the



performance wasn’t great. Nevertheless, Hadoop at least provided an
option to process big data, which was better than nothing. But then
things began to change. Data volume continued to grow significantly
and memory became cheaper. This meant using memory for affordable
processing of big data was becoming a reality.

Fast-forward to today and Hadoop is a legacy system that everyone who
adopted it wants to move on from, and for really good reasons. Hadoop
was and is still very difficult to use. It is neither performant nor reliable.
Moreover, it lacks security and governance. One major good thing that
came out of Hadoop’s journey was the creation of Apache Spark, which
was developed to address the limitations of the MapReduce paradigm.

Cloud data lake

Along with the evolution of analytical data platforms, the adoption of cloud
services has been growing significantly in the past decade. The
consumption-based model (you pay for only what you use) offered by cloud
providers has been a game changer for many organizations, especially
startups that cannot write large checks for acquiring on-premises resources.

Cloud data lakes allow you to have all your structured, semi-structured, and
unstructured data in raw or native formats. The cloud providers have
specific storage services, such as Amazon S3 and Microsoft Azure Data
Lake Storage, where you can simply dump all types of data in large
volumes. An important aspect here is that the compute is not tied to the
storage. This means you can scale storage and compute independently, and
you get the flexibility of using diverse compute types with the same data
store. Although cloud data lakes native to cloud providers offer a plethora
of benefits, there are some challenges related to metadata management, data
governance, and security.

Data silos and fractured governance

Karthik lived in Bengaluru, India for three years. It is a great city with lots
of career opportunities, a diverse population, and great weather. In the past
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few decades, it has grown rapidly with a large influx of people from all over
India. It grew in area and population without any sort of long-term plans for
managing basic infrastructure such as roads, public transport, drainage
systems, water supply, and so on. Today, Bengaluru has become a
geographically large city with a huge population, terrible traffic, water
shortages in some areas, and some areas being flooded during heavy rains.

If you look back on the data landscape of organizations, most of them look
like an unplanned city similar to Bengaluru. You see a multitude of systems
and data all over the place, without clear access controls or security
measures. A large organization may have one or more data warehousing
solutions that are used for reporting and BI, with yearly costs amounting to
millions of dollars. You will see data lakes used as a dumping ground for
data that people don’t need or don’t know how to use. If you dig deeper,
you might come across sensitive information such as PII being stored or
accessed in a way that is noncompliant with internal policies, local laws, or
even regulations with global reach, such as the GDPR. There might be cases
where the engineers, scientists, and analysts using the data have no idea
where it is coming from or whether they can rely on the quality of the data
provided to them.

You might be thinking, how would organizations end up in such situations?
There are several reasons. In companies where things have to move fast,
decision makers have little or no time to thoroughly evaluate tools and
technologies and might have a limited budget, so they end up using multiple
tools often tied together to somehow get things working with minimal costs.
This results in technical debt, a concept that refers to the future costs and
consequences of choosing quick and expedient solutions over more robust
and long-term approaches. Everyone plans to pay back the technical debt at
some point in the near future, but that rarely happens.

In large organizations with multiple business units, each business unit might
have its own choice of tools and technologies, and often similar use cases.
In some companies, especially in the regulated industries, it might be quite
a lot of work to get approvals for new tools and technologies, making it
harder to adopt the latest ones. Moreover, the pace at which the



technologies change has significantly increased, and many organizations are
not able to keep up. They end up using the latest tools for new use cases and
continue with the old ones for the existing setups.

Yet another reason for untidy data landscapes that we often come across is
the decision to build versus buy. Sometimes, for the decision makers, it
might seem like a good idea to build stuff from scratch instead of using an
off-the-shelf solution, either catering to a niche use case or on the often-
mistaken assumption that doing so will reduce costs. Moreover, developers
and engineers love to create stuff on their own. But eventually, they realize
that it is really hard to maintain, scale, and customize such handmade
solutions. On the other hand, vendors might influence companies’ decision-
making process and sell stuff that might not be best suited. Sometimes
organizations have no choice but to use different systems to cater to their
analytical use cases, as not all of them can be delivered by a single
platform.

Let’s take the case of data warehouses and data lakes. Two different
solutions are employed depending on the nature of the use case and source
data. This might also lead to duplication of data, as there might be some
datasets that fuel use cases on both systems. Having different solutions
means organizations need different governance and security models, simply
because the data that they need to govern and secure is of a different nature.
In a data warehouse, you need access controls on the tables, and in a data
lake, you would need to apply access controls at the file level. The result is
an increase in operational efforts and costs, as Figure 1-4 illustrates.



Figure 1-4. Challenges of having disparate systems for BI and advanced analytics

The Lakehouse Paradigm
The issues highlighted in the previous section clearly call for a single
solution that caters to all use cases, one that can deal with all types of data
along with a unified security and governance model. The lakehouse
paradigm precisely addresses this need and fulfills these requirements.

DEFINITION: DATA LAKEHOUSE
An open data management architecture that combines the best elements of data lakes
and data warehouses while enabling unified governance and security models.

The lakehouse paradigm aims to provide a single platform to support the
following:

All the data-related workloads, including BI, advanced analytics,
and others



Storing, processing, and analyzing various types of data

Unified security and governance models

Figure 1-5 illustrates the data lakehouse idea.

Figure 1-5. Data lakehouse caters to all analytical use cases with a unified governance and security
model

The lakehouse architecture

Although the first documented use of the word data lakehouse was in 2017,
similar architectures have been trending for some time. Projects such as
Impala by Cloudera, Presto by Facebook, Spark SQL, and more have
attempted to provide a fast SQL experience on top of data lakes. This is
essentially an effort to enable using a data lake as a data warehouse with
SQL capabilities. Nevertheless, the governance model kept these separate
from data warehouse solutions.

Implementing the lakehouse architecture is not trivial. If you start from
scratch, where would you begin? You’d begin with a storage that can store a
variety of data in large volumes, for example, HDFS, Amazon S3, and
Azure Data Lake Storage.

In other words, a data lake that can store files in native formats such as
CSV, JSON, MP3, MP4, Parquet, and so on. This form of storage uses the
BASE consistency model, and for data warehousing-like capabilities, you
need the ACID consistency model. In other words, you need a solution that
can provide data warehouse or database-like transactional capabilities to the
data lake.



NOTE
ACID (atomicity, consistency, isolation, durability) and BASE (basically available, soft
state, eventually consistent) are two different consistency models used in database
management systems. They represent contrasting approaches to handling data
consistency and availability in distributed systems:

ACID prioritizes consistency, while BASE prioritizes availability.

BASE systems are generally easier to scale horizontally compared to ACID
systems.

ACID is better suited for applications requiring strict data integrity, while
BASE is more appropriate for systems that can tolerate temporary
inconsistencies.

Relational databases such as MySQL and PostgreSQL are examples of ACID-compliant
databases. AWS Redshift is an example of an ACID data warehouse. NoSQL databases,
such as Cassandra and Amazon DynamoDB, tend to conform to the BASE model.

This void is filled by the open-table formats, namely Hudi, Apache Iceberg,
and Delta Lake. These formats add ACID transactions to data lakes and
ensure data consistency and reliability across operations. They build upon
and extend the Parquet format’s capabilities. A more suitable term for these
formats is data management framework, as they offer a lot more than just
being table formats. For instance, they support schema evolution, which is
changes to the data structures without disrupting the existing data; time
travel, which is the ability to query historical data and rollback to previous
versions; and efficient metadata handling to optimize query performance
and reduce latency for large datasets.

Then comes the compute layer, a high-performance and massively scalable
query engine such as Apache Spark for efficient data processing. The query
engine runs on compute resources that are decoupled from the storage. On
top sits a data processing layer that supports batch processing, stream
processing, ML, and other advanced analytics workloads. Finally, an
adjacent security and governance layer, as it is necessary to ensure data
protection and compliance. A few key aspects of this layer include access



controls, authentication mechanisms, data encryption, data lineage, and
auditing capabilities. Figure 1-6 illustrates the lakehouse architecture.

Figure 1-6. Lakehouse architecture

The best example of a lakehouse implementation is probably the cloud-
based platform offered by Databricks, a data and AI company founded in
2013. Databricks has helped thousands of organizations adopt the lakehouse
architecture. Therefore, we are going to delve into the concepts of
lakehouse architecture in the context of the Databricks Data Intelligence
Platform.



Medallion lakehouse architecture

Medallion architecture, also known as multihop architecture, describes a
layered pattern for processing the data. Data goes through layers of
processing during which it is incrementally improved and enriched. This
architecture is preferred for online analytical processing (OLAP) workloads
for the following reasons:

It guarantees ACID for the data as it passes through different
processing layers (validation, transformation, etc.).

Data quality and usability increase as the data undergoes different
stages of transformation. An example implementation would
include terms such as bronze (raw), silver (cleansed/validated), and
gold (curated/enriched) that indicate the quality of data.

The processed data (usually termed the gold layer) is stored in a
read-optimized layout for efficiently running analytical workloads.

It results in streamlined workflows and enhanced data governance.

Figure 1-7 illustrates medallion lakehouse architecture.

Figure 1-7. Example stages in a medallion lakehouse architecture

Databricks Data Intelligence Platform

Databricks has its origins in Apache Spark, with a focus on data engineering
workloads. Eventually, it expanded its scope to include data science and



traditional ML. Recently, it has ventured into data warehousing and
generative AI, covering all the BI and advanced analytics use cases.

Databricks is a unified, open, and intelligent data and AI platform that
enables the lakehouse architecture to address all data—and AI-related use
cases.

To elaborate on this definition:

Databricks, powered by the lakehouse paradigm, addresses the
limitations of data warehouses and data lakes by providing a
unified platform for all data and AI-related use cases.

The term unified also refers to the single governance model
applicable to all data and AI assets.

Databricks is built on open source technologies, namely Apache
Spark, Delta Lake, MLflow, and Unity Catalog.

Databricks is boosted by the contextual intelligence generated
using organization-specific information.

Figure 1-8 shows the core components of the Databricks Data Intelligence
Platform.

https://spark.apache.org/
https://delta.io/
https://mlflow.org/
https://www.unitycatalog.io/


Figure 1-8. The Databricks Data Intelligence Platform

Here’s a closer look at these core components:

Cloud data lake

A cost-effective object storage for all structured and unstructured data
and AI assets.

Open table formats

An open source and optimized storage layer on top of the cloud object
storage that supports ACID transactions, scalable metadata handling,



and unification of streaming and batch data processing. Databricks
started out with Parquet, then developed Delta Lake, and it is gradually
extending its support to Apache Iceberg and Hudi.

Databricks Unity Catalog

A unified catalog with governance features built into the Databricks
Platform. Unity Catalog features include a metastore, search, and
discovery of data and AI assets, access controls, lineage, audit logs, and
other advanced governance features.

AI engine

An intelligence engine embedded into the Databricks Platform that
leverages contextual information to accelerate development with
support for coding and debugging, and drive optimizations in terms of
storage layout, compute configurations, and so on.

The Databricks Platform, with all its features, can house all data—and AI-
related workloads. In other words, it caters to all the personas in modern
data teams, namely data engineers, data scientists, data analysts, ML
engineers, and AI engineers.

Databricks Unity Catalog: Enabling Unified
Governance
Databricks announced Unity Catalog at the Data and AI Summit in 2021. A
gated public preview of Unity Catalog on Azure and AWS was announced
in April 2022. We joined Databricks in 2022 when Unity Catalog was still
in its infancy in terms of enterprise adoption. Core governance features
such as the metastore, integration with identity management systems,
coarse-grained access controls, and more were available, but a lot of
advanced features were still in development. As field engineers, we got to
experience the journey of Unity Catalog adoption across thousands of
organizations, some of which we directly contributed to. And we got to



witness the rapid evolution of Unity Catalog. Today, it is perhaps the only
solution that enables unified governance for all data and AI assets. Let’s
now double-click on Databricks Unity Catalog and see what it has to offer.

Introducing Unity Catalog
Karthik remembers a conversation with a key decision maker from one of
the largest retail organizations that had adopted Databricks as their core data
platform. Let’s call him Bob. Prior to Unity Catalog, Hive Metastore
(HMS) was used as a metadata repository for all the data assets stored in
Databricks. Bob had convinced all the stakeholders in his department to
migrate to Unity Catalog from the legacy HMS. He mentioned that most of
his colleagues from the data teams initially did not understand what Unity
Catalog was. They thought it was just another catalog that replaced HMS
and believed that the effort to migrate all their data assets to Unity Catalog
was not justified. Ultimately, Bob had to clarify that Unity Catalog is much
more than just a catalog. It comes with solid governance features that
simplifies data security and access and is a necessary component of the
Databricks Platform. Bob told them, “Unity Catalog is not just a catalog,
but an evolution of Databricks.”

DEFINITION: APACHE HIVE
Apache Hive is a distributed data warehousing and SQL query language for Hadoop. It
allows users to process large datasets stored in cloud storage (AWS S3, ADLS, Google
Cloud Service [GCS]) or on-premises HDFS using standard SQL queries.

Bob was absolutely right. Unity Catalog simplifies governance for the data
stored in or accessed via Databricks. Moreover, it’s a core part of the
Databricks Platform and is required for its operation. Therefore, it can be
referred to as an operational catalog. It can be further described as a unified
and open solution. The reasons for using these terms are as follows:

Unified



Unity Catalog, as part of the Databricks Platform, can be used on
any of the major cloud providers. Therefore, organizations aiming
for a multicloud strategy can continue to have unified governance
across all their data platform(s), provided Databricks is part of their
multicloud strategy.

Unity Catalog supports multiple open source lakehouse formats:
Delta, Apache Iceberg, Hudi, CSV, JSON, Parquet, and so on,
thereby providing a unified governance for all data formats.

Unity Catalog provides a single governance model for all the data
and AI assets.

Open

Unity Catalog being open source prevents vendor lock-in.

The credential vending feature allows for temporary access to data
and AI assets governed by Unity Catalog from external engines
using Unity Catalog REST APIs, which paves the way for
interoperability.

The catalog federation feature further enhances interoperability by
supporting metadata exchange with other catalog solutions in the
industry, such as AWS Glue.

NOTE
It is important to note that Unity Catalog is open source and can be installed and
used on any cloud or on-premises infrastructure independent of Databricks.
Databricks offers a managed version of Unity Catalog, which is a core part of the
Databricks Platform. Moreover, additional components within the Databricks
Platform make it much more feature-rich. In simple words, the Unity Catalog open
source software (OSS) is a unified data and AI catalog, and Databricks Unity
Catalog is a unified governance solution for data and AI assets on Databricks.



Databricks Unity Catalog is a governance solution in the context of the
Databricks Platform and a bit beyond. It does not include some of the
features, such as data stewardship workbenches and compliance reporting,
that you might find in traditional data governance tools. However, some of
these features, for example, compliance reporting, can be developed on top
of Unity Catalog by leveraging its features and the metadata it offers. Unity
Catalog integrates well with other tools in the data ecosystem. Many
organizations use enterprise data catalogs such as Collibra, Alation, Atlan,
etc. to fulfill organization-wide data governance requirements.

Access control for data and AI assets

The governance model of Unity Catalog includes access controls to data
and AI assets—in other words, objects that are secured by Unity Catalog, as
shown in Figure 1-9.

Figure 1-9. Access controls can be applied to both data and AI assets in Unity Catalog

Data and AI assets include the following:

Tables

Collection of data organized as rows and columns.

Views

Read-only objects created from one or more tables and views.

Volumes



Logical entities consisting of arbitrary files.

Models

AI models packaged using the MLflow framework.

Functions

Unit of saved logic defined by a user that returns a scalar value or a set
of rows.

External catalogs/databases

Bring your own databases, data warehouses, or catalogs, such as AWS
Glue.

Core governance features

Let’s first look into the core features offered by Databricks Unity Catalog
that enable the governance of data and AI assets:

Authentication

Unity Catalog integrates with external identity providers such as
Microsoft Entra ID, Google, Okta, and others for authentication.

Data cataloging

Unity Catalog offers a metastore where all the data and AI assets are
cataloged.

Authorization

It allows for the authorization of identities to control access to data and
AI assets.

Data discoverability

The data and AI assets cataloged within Unity Catalog and metadata,
such as tags, are searchable with natural language search.



Audit logs

Operations on objects cataloged under Unity Catalog are automatically
logged and made available.

Lineage

All data and AI assets, i.e., tables, views, volumes, and models, have
lineage automatically generated and accessible within the Databricks
Platform.

Advanced governance features

The following are the advanced governance features within the Databricks
Platform that are unlocked by Unity Catalog:

Fine-grained access controls (row-level security [RLS]/column-level
masking [CLM])

With Unity Catalog, you can apply row-level filtering or CLM to tables,
which is usually required for use cases involving sensitive data.

Attribute-based access controls (ABAC)

ABAC enables conditional access control mechanisms based on certain
attributes such as identity, resource, request, and so on. ABAC
empowers organizations to fulfill complex governance requirements by
providing enhanced capabilities that can scale.

Quality monitoring

Unity Catalog enables you to monitor the statistical properties and
quality of the data at the table level in an automated way. The respective
stakeholders could be notified of any anomalies or issues with the
datasets and help rectify them on time.

The next chapters go deep into every feature that Unity Catalog provides
and discuss how best to use them. We will also provide relevant examples
and best practices.



Databricks Platform Architecture
We described Databricks Unity Catalog as a governance solution, but to
comprehend what it is in terms of system architecture, we need to first
explain the Databricks Platform architecture.

On a very high level, the Databricks Platform has four main components.
The most important component is you—that is, the users and applications
that access the platform. The platform itself is then divided into the second
and third components, the control plane and the compute plane. The final
component is the storage where all your data and AI assets are persisted.
Figure 1-10 illustrates the architecture.

Figure 1-10. A high-level and simplified architecture of the Databricks Platform

Control plane

The first interface that you interact with whenever you talk to the platform
is the control plane. The control plane is where all the crucial services of
the platform run. These include the web application, orchestration service
for the compute instances, the Unity Catalog service, etc. This is the layer
that does the authentication and authorization of users. The control plane is
the first point of contact, even when you talk to the platform via the APIs.

Compute plane

The compute plane is where all the processing happens. In other words, all
the workloads are run in the compute plane, most of which are on Apache



Spark clusters. These clusters are a collection of compute instances with
one driver node and zero or more executor nodes that employ the Apache
Spark framework for executing workloads. Databricks uses a curated
execution environment known as Databricks Runtime (DBR) on all its
compute instances.

NOTE
The Apache Spark framework has been a core part of the Databricks Platform offerings
for quite some time. However, some of the latest Databricks offerings, like model
serving or fine-tuning services, do not use Apache Spark.

Unity Catalog components

Let’s now dissect Unity Catalog and examine its anatomy within the
Databricks Platform. When we refer to Databricks Unity Catalog as a
governance solution, it can be thought of as a combination of three main
components: the UI, the Unity Catalog service, and the DBR:

UI

The Unity Catalog UI is embedded within the Databricks UIe, where
you, as a user, can perform various actions such as discovering data and
AI assets, creating these assets, controlling access, tagging, monitoring,
and more.

Unity Catalog service

The Unity Catalog service, which runs in the control plane of the
Databricks Platform, is the main component that performs the actions
that materialize as governance features. For instance, when a user
executes a query against an asset cataloged under Unity Catalog, the
Unity Catalog service verifies whether the user has access to that asset
and responds accordingly. The Unity Catalog REST API is also part of
the Unity Catalog service.

Databricks Runtime



The DBR is a set of core software artifacts that run on all the compute
instances managed by Databricks. It is designed and regularly updated
to significantly enhance the performance and security of workloads.
Some aspects of Unity Catalog governance features are embedded
within the DBR—for example, fine-grained access controls are enforced
at the compute level, and hence, the DBR plays a crucial role. A certain
version of the DBR is required to even use Unity Catalog within
Databricks, and some of the latest features require upgrading the DBR
version used in the compute instances.

NOTE
DBR version 11.3 or higher is required to use Unity Catalog on Databricks compute
instances. However, it is recommended to use at least DBR 13.3 or a later version, as
many significant Unity Catalog features have been added in that Long-term Support
(LTS) release. In general, always choose the latest DBR LTS version to benefit from the
most up-to-date supported features.

Data Sharing and Collaboration
One of the important aspects of modern-day governance is that you have to
consider requirements beyond your borders. The biggest challenge with
governance that we saw earlier was to break down silos within the
organizations and foster collaboration. The reasons for silos/borders can be
organizational structures, different geographies, and other things inherent to
the data strategy, such as a multicloud setup. Other reasons include
regulatory requirements, historical reasons, or even because of internal
politics. Whatever the reason, you should design the governance approach
by considering and catering to the needs of individual entities, which can be
teams, departments, or business units, and find a way to unify and
standardize at least some aspects of it.

Imagine that all the different entities that are independent in their operations
have a common language that they can speak with other entities. In other
words, imagine they get a single interface and similar processes based on a



common technology stack to share and consume data and AI assets across
the organization and even beyond. Moreover, what if they could continue to
maintain the quality and govern the shared assets even if they are being
shared across borders? This would enable organizations to materialize a
standard yet collaborative governance approach. It would make it possible
to implement data architecture such as a data mesh even in large
organizations.

This is possible with Delta Sharing, an open protocol for secure data
sharing. Because Delta Sharing is open source, you can set up and use it as
a standalone solution. With Databricks, it is available as a managed solution
that requires Unity Catalog. In other words, on the Databricks Platform,
Unity Catalog enables secure data sharing via Delta Sharing. The Delta
Sharing protocol is the common language that different entities within an
organization can adopt and leverage for data sharing and collaboration.
Based on this, each entity can define similar processes, with Databricks
being the common platform across the board.

Delta Sharing is the foundation for other collaborative product offerings
from Databricks, namely the Databricks Marketplace and Databricks Clean
Rooms. Databricks Marketplace is an open forum for publishing and
consuming data products with a business-user-friendly interface. Databricks
Clean Rooms are secure and private spaces for collaboration among
different entities within or across organizations. Clean rooms provide a
secure environment for combining datasets with sensitive information
without compromising privacy or security. Chapter 8 dives deeper into
Delta Sharing, Databricks Marketplace, and Databricks Clean Rooms.

Summary
This chapter showed why governance matters, and as the data volume and
variety keep increasing along with their use cases, the importance of
securing and governing them also increases. Modern day problems need
modern data solutions, and we saw how the desire to unify the data
warehousing and data lake capabilities led to the genesis of the data

https://github.com/delta-io/delta-sharing


lakehouse. The Databricks Platform, the best example of the lakehouse
implementation and Unity Catalog as a core part of it, simplifies and unifies
the data and AI governance.

The following chapters cover various aspects of Unity Catalog and some
aspects of the Databricks Platform, and we will use our fictional
organization, Nexa Boutique (NB), to make them more comprehensible. So,
let’s begin our journey to explore the lakehouse paradigm, Unity Catalog,
and Delta Sharing in the context of the Databricks Platform.

OceanofPDF.com
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Chapter 2. Unity Catalog Under
the Hood

In 2021, while the data architects at Nexa Boutique (Nexa) were analyzing
data governance strategies for the firm, Databricks announced Unity
Catalog. This native data governance solution for the Databricks Platform
provided a more capable alternative to HMS. Unity Catalog unifies
governance for all Databricks Platform assets, including tables, views, ML
and AI models, vector tables, and files in Unity Catalog Volumes across
workspace boundaries.

Organizations typically work with multiple data formats across their data
estates, generated by disparate source systems, which warrant multiple data
governance tools—a challenge that Nexa also faced. Using numerous
bespoke data governance tools within your data estate leads to fragmented
governance, which is often not a deliberate choice. Unity Catalog addresses
the issue of fragmented governance by providing a unified and cohesive
product for governing your data and AI assets.

This chapter covers Unity Catalog’s quintessential architecture. It explores
what is under the hood and the features that make it an ideal catalog for
meeting your governance needs.

The story of Unity Catalog begins with the history of governance in
Databricks, specifically the limitations of the HMS in addressing data
governance needs. As we explore the evolution of governance in Databricks
and the challenges posed by HMS, you’ll begin to appreciate the need for a
more robust and scalable governance solution, ultimately leading to Unity
Catalog as a central governance tool in Databricks. We provide an overview
of the architectural pillars that underpin Unity Catalog and the guiding
principles that shape its design. This foundation will help you understand
the inner workings of Unity Catalog and how it enables effective
governance.



We explore how to build a well-governed data platform using the Unity
Catalog model. We also share a quasi-real-world example of how Nexa
successfully adopted the Unity Catalog model in its organization,
highlighting the benefits and challenges the company encountered during its
journey.

We cover Unity Catalog’s key data-management capabilities, including
securable and access controls. You’ll learn how to use these features to
ensure secure and controlled access to your data assets.

The Governance Story So Far
Before diving into the architecture of Unity Catalog, it’s essential to
understand the motivations behind its creation. What limitations in existing
data governance features on top of an HMS-based data catalog led to the
creation of Unity Catalog? To answer this, let’s take a step back and
examine how data governance worked in the traditional HMS setup and
how HMS interacted with Apache Spark, the data-processing engine at the
heart of Databricks. The table access control list and credential passthrough
features worked in tandem to close most of the gaps in governance. We will
dive into the details of this integration below. We will also examine how the
Databricks architecture looked at Nexa before onboarding to Unity Catalog.

Here are a few key governance milestones on the Databricks Platform:

2015: Databricks Platform integrated with HMS

2017: Table Access Control Lists (TACL) introduced

2018: Azure Data Lake Storage (ADLS) Gen1 credential
passthrough introduced for Azure

2019: ADLS Gen2 credential passthrough for Azure and Identity
and Access Management (IAM) passthrough for AWS (Amazon
Web Services)

2021: Unity Catalog introduced



2024: Unity Catalog became open source

DEFINITION: APACHE SPARK
According to the Apache Spark website, “Apache Spark started as a research project at
the UC Berkeley AMPLab in 2009 and was open-sourced in early 2010. Many of the
ideas behind the system were presented in various research papers over the years. After
being released, Spark grew into a broad developer community and moved to the Apache
Software Foundation in 2013.”

Hive Metastore as the Default Catalog
The year 2010 saw the release of Apache Hive, and the HMS service
followed in 2013 when on-premises Hadoop clusters dominated the data
landscape. As mentioned in Prologue: Governance by Choice, Nexa
Boutique also began its data journey with Hadoop clusters powering its
central data platform (CDP). The CDP team had accumulated and managed
nearly 10 petabytes (PB) of data in the company’s on-premises Hadoop
clusters. HMS played a crucial role in Nexa Boutique’s initial architecture,
serving as a central repository for metadata. The data engineers, analysts,
and scientists at Nexa were well-versed in the HMS way of working and
had grown accustomed to its capabilities over the years. When these users
started onboarding to Databricks, they found themselves in familiar
territory.

As a result of its early arrival, preceding the widespread adoption of cloud-
based solutions, HMS gained broad acceptance and support from all the
major data processing tools and applications, including Apache Spark. This
era was also marked by the file format controversy, with Apache Parquet,
Apache ORC, and Apache Avro competing for supremacy in the big-data
storage format space. However, more recently, the industry has witnessed a
convergence toward open lakehouse formats like Delta, Iceberg, and Hudi,
which have gained popularity due to their improved performance,
scalability, and transactional features.

https://oreil.ly/TVutY
https://oreil.ly/Tc9_f
https://www.apache.org/


These storage formats only differ in their metadata and use Parquet as the
underlying file format. Databricks also released the UniForm compatibility,
eliminating the requirement for separate file formats and transaction logs,
unifying it all with Unity Catalog, and ultimately aiming to end the ongoing
file format controversy. Figure 2-1 illustrates how UniForm automatically
generates metadata, allowing Delta Parquet files to be accessed as either
Hudi or Iceberg, without requiring duplicate files for different data
consumers.

Figure 2-1. UniForm compatibility enables data to be consumed in different formats

In its most simplified form, HMS can be considered a centralized registry of
tables and their schema within a data warehouse, mapping them to the
physical locations of the underlying files that store the data, as illustrated in
Figure 2-2. Although HMS efficiently maps table metadata to storage
locations, enabling faster query performance, it falls short of providing
robust data governance capabilities over the data. When deploying an HMS
in Databricks, you can opt for the Databricks-managed Relational Database
Management System (RDBMS) instance or configure your own external
metastore, a self-hosted RDBMS instance. Using the self-hosted HMS, you
can share metadata across multiple Databricks workspaces, overcoming the
limitation of the Databricks-hosted version but adding overhead of
maintenance, configuration of compute resources, and cost.

Additionally, for users on the AWS cloud, it is also possible to connect to
the AWS Glue catalog as an external HMS in a Databricks workspace. As a
multicloud enterprise, Nexa had Databricks workspaces deployed across
multiple cloud providers, including Microsoft Azure, AWS, and Google
Cloud Platform (GCP). Azure and GCP workspaces used the managed



HMS, whereas AWS workspaces utilized the AWS Glue catalog as its HMS
service.

Figure 2-2. A simplified view of Hive Metastore metadata storage

At Nexa, the CDP team managed the deployment and administration of the
Databricks workspaces for all their business domain teams. The Logistics
and Supply Chain (LSC) domain was the primary user of the platform and
alone accounted for up to 25% of the entire platform expenditure. The LSC
domain is a complex and multifaceted area comprising the following five
distinct subdomains, each with unique challenges and opportunities:

Demand planning

Inventory management

Warehouse operations

Purchasing

Transportation



Within each subdomain, various applications supported specific business
use cases, which were distributed across different systems. These included
on-premises transactional systems that utilized MySQL and Oracle
databases, as well as cloud-based SaaS applications, such as Salesforce. To
support their business, the CDP team deployed over 100 workspaces for the
LSC domain under multiple global cloud regions. Nexa’s sales strategy
relies heavily on historical data analytics and predictive modeling, enabling
the company to identify trends, optimize pricing, and forecast demand.

Managing user onboarding and HMS across these workspaces was adding
additional operational overhead even though the CDP team automated most
of their infrastructure deployments using infrastructure as code (IaC) tools
like Terraform. The CDP team managed user provisioning by integrating
their identity provider, Microsoft Entra ID, through the System for Cross-
domain Identity Management (SCIM) API integration. SCIM integration
needed to be done individually across all workspaces, as there was no
provision for identity federation from a central location.

DEFINITION: SYSTEM FOR CROSS-DOMAIN
IDENTITY MANAGEMENT

The SCIM specification simplifies user identity management in cloud-based
applications. It builds on existing schemas and deployments, prioritizing ease of
development and integration while leveraging established authentication, authorization,
and privacy models. The goal: fast, affordable, and easy user management in the cloud.

Figure 2-3 illustrates the logistics domain architecture utilizing HMS in the
US, highlighting the intricacies of their data infrastructure. We have focused
on the US’s demand planning and purchasing subdomains to simplify the
representation. However, the actual architecture becomes significantly more
complex when considering all domains and subdomains across multiple
regions, encompassing 500 Databricks workspaces.



Figure 2-3. Nexa logistics and supply chain domain Databricks deployment in the US

The Dilemma of Governance in Hive Metastore
The HMS has evolved significantly in its mission to deliver robust data
governance to its users. Administrators attempted to meet data governance



requirements in the early stages of HMS by segregating users and
applications at the cluster level and assigning each their own dedicated
cluster. However, this approach had inherent limitations in the on-premises
Hadoop clusters and major cloud data processing platforms, including the
initial versions of Databricks that used HMS, which led to increased
spending and operational burden. The introduction of credential pass-
through in Databricks mitigated some of these limitations, allowing users to
share a cluster when accessing file-based data. Nevertheless, Spark and
Python-based access continued to pose challenges. The TACL on top of
HMS overcomes these limitations. This section provides an in-depth
examination of these advancements and explores how they have
collectively contributed to more comprehensive data governance in HMS
over the years.

Isolation at cluster level

Historically, Spark enforced access control at the cluster level, using the
Spark cluster as the boundary for data isolation within the HMS. By default,
the HMS attached to a Spark cluster would grant access to all the metadata
it managed. Additionally, in Databricks on AWS, an instance profile
associated with a Spark cluster could be used to access S3 buckets, allowing
for read or write permissions to the files. Azure users authenticate to an
ADLS account with a service principal, whereas GCP users authenticate to
a GCS with a service account.

Coupling credentials to a Spark cluster can become a bottleneck in a
multitenant or multiapplication environment. Assigning a dedicated cluster
to each user or application is expensive and wasteful, as it can lead to
underutilization of resources. The approach of data isolation at the cluster
level poses a significant security risk, as it allows anyone with access to the
cluster to read sensitive data stored in cloud storage. When credentials are
attached to the cluster, they can be used to access the data, regardless of the
user’s role or permissions. As a result, there is a clear need for more
granular access control. Administrators mitigated this risk and achieved
data isolation by provisioning separate Spark clusters for individual users or
applications, as Figure 2-4 depicts.



Provisioning a separate Spark cluster for each user or application, with
customized access to data, introduced several challenges, including the
following:

Cost of maintaining complex infrastructure.

Access is very coarse-grained, as there is no way to provide row-
level or column-level access.

To prevent toxic combinations (see below), administrators must
plan and control the resources accessible to a cluster.

Increased complexity in managing multiple clusters, leading to
higher operational overhead.

Processes running on each cluster often fail to fully utilize the
available resources, leading to inefficient resource utilization.

Difficulty in scaling, as adding new users or applications requires
provisioning new clusters.



Figure 2-4. One cluster per user for data isolation



DEFINITION: INSTANCE PROFILE
An instance profile is a container for an IAM role that passes role information to an EC2
instance at startup. When attached to a Spark cluster, it grants users with cluster access
the same permissions as the instance profile, potentially exposing all accessible AWS
resources to those users if not properly managed.

DEFINITION: TOXIC COMBINATION
A toxic combination happens when several harmless-looking elements, like
vulnerabilities or weak settings, join forces to create a bigger and more serious security
problem. This can occur when different systems, apps, or services work together to
create a weak spot, making it a hidden danger that attackers can exploit.

By installing additional tools like Apache Sentry or Apache Ranger,
administrators can provide fine-grained access controls on top of the HMS
tables, allowing for more granular data access and permissions
management. However, these tools had a significant limitation: they could
enforce access control only for SQL-based access out of the box, leaving a
gap in the security of data accessed through DataFrames or Python-based
file access. Custom plug-ins enable file-based access controls, including
DataFrame APIs, for systems such as the HDFS or the NameNode in a
Hadoop cluster. However, implementing custom plug-ins can be highly
invasive and is often not feasible for opaque, cloud-hosted SaaS solutions.
Furthermore, relying on custom plug-ins can make the overall architecture
brittle and prone to fragility, as changes to the plug-in can have unintended
consequences on the system as a whole. With the pace at which Databricks
upgrades the Databricks runtime, having plug-ins could hamper new feature
adoptions due to compatibility issues. Plugging in all the security controls
gets complex, especially regarding cloud-based SaaS applications and cloud
storage. SQL-only enforcement meant that users could bypass access
controls using non-SQL methods to access sensitive data.



DEFINITION: APACHE SENTRY
Apache Sentry (retired) enforces fine-grained role-based authorization for data and
metadata stored on a Hadoop cluster.

DEFINITION: APACHE RANGER
Apache Ranger is a framework that enables, monitors, and manages comprehensive data
security across the Hadoop ecosystem.

Table Access Control List

To address the governance limitations of HMS, Databricks introduced
TACLs to provide fine-grained access control and governance for HMS
tables within a Spark cluster. TACLs came in two variants: one that
supported only SQL-based access and another that supported a broader
range of access methods, including SQL, Python, and PySpark. This
implementation utilized a metadata table to store predefined user
permissions, which were subsequently validated against all incoming data
requests, regardless of whether they originated from SQL queries or
DataFrame API calls. The permissions were enforced at runtime, whether
the user accessed the data using SQL or via the DataFrame API in Spark,
providing a robust layer of access control and governance. Figure 2-5
illustrates the implementation of TACL in Databricks.

https://sentry.apache.org/
https://ranger.apache.org/


Figure 2-5. Table Access Controls in Databricks

Nexa leveraged TACL for its governance in HMS using Python and SQL
table access control. By enabling TACL on their workspace, Nexa could
restrict users from directly querying tables using Apache Spark
DataFrames. Applications that cater to multiple domains require data to be
filtered at the domain level while consuming from the data lake. PII that
gets captured requires masking and is visible only to users with elevated
privileges. Before TACL, developers replicated data to tables, one with PII
and another without PII. The administrator then granted table access via
group membership, and only the privileged group users could access the
data.



Dynamic views in TACL solved the data replication problem by enabling
row-level filter and column masking functionality. TACL provides two
functions that help implement fine-grained access controls on data in HMS:
current_user() and is_​me⁠mbe⁠r(). The function
current_user() returns the logged-in user to the Databricks
workspace. The is_member() function validates whether the current user
has the appropriate membership in the group. The following code validates
whether the current user is a valid user of the demand planning team with
Nexa:

SELECT
 current_user as user,
 is_member("demand_planning") as admin

TACL addressed four key challenges in providing robust access control and
governance in Apache Spark:

TACL enforces SQL-based Access Control Lists (ACLs) to the
Spark DataFrame API by checking the metadata table for the
correct grants for each user. TACL enforcement ensures that users
can access only data to which an administrator has granted
permissions.

TACL blocks access to unsupported Spark APIs, such as Resilient
Distributed Dataset (RDD), which could read underlying files
directly by enforcing an allow listing mechanism at the gateway
that Python uses to communicate with the Spark driver. TACL
checks each Spark API invocation against an allowed list of
supported APIs and only allows those that verify permissions
before accessing data.



DEFINITION: RESILIENT DISTRIBUTED
DATASET

Since its inception, Spark’s primary user-facing API has been the RDD.
RDD provides an immutable distributed collection of your data elements
that Spark partitions across nodes in your cluster. Spark’s RDD API operates
on this collection in parallel, offering low-level transformations and actions
that users can apply to their data.

TACL’s approach to addressing the issue of network access
involves two key measures. First, clusters with Table Access
Control are prohibited from connecting to cloud provider metadata
services that contain cloud provider credentials, preventing users
from using Python to circumvent ACLs. Second, incoming and
outgoing connections are restricted to ports 80 and 443, preventing
users from connecting to other potentially sensitive cluster
services.

Lastly, TACL solved the problem of processes accessing
intermediate paths where Spark writes temporary data during data
processing. Spark’s tendency to spill data to disk during
intermediate operations like shuffles and joins posed a risk of data
leakage to other users. Furthermore, users could write data directly
to local files, allowing unauthorized access. To mitigate this, TACL
requires each Databricks user to execute their code as a separate
low-privilege OS-level user on the worker machines. These users
are forbidden from reading any files written by Spark or others,
ensuring that sensitive data remains secure.



NOTE
AWS Instance Metadata Service version 1 (IMDSv1) is a good example of why
connecting to cloud providers metadata services are restricted in TACL and was spotted
by Colin Percival, a Canadian computer scientist and computer security researcher, in
his blog titled “EC2’s Most Dangerous Feature”:

“IAM Role credentials are exposed to EC2 instances via the EC2 instance metadata
system: In other words, they’re available from http://169.254.169.254/. (I presume that
the ‘EC2ws’ HTTP server which responds is running in another Xen domain on the
same physical hardware, but that implementation detail is unimportant.) This makes the
credentials easy for programs to obtain...unfortunately, too easy for programs to obtain.”

AWS later fixed this by releasing the more secure version, IMDSv2.

Databricks Table Access Control empowered administrators to share a
Spark cluster with users who leverage Python and Spark DataFrame APIs
while controlling data access at varying levels. SQL-based access was
possible only in a shared cluster before TACLs, which limited compute
resource sharing. With TACL enabled, users could leverage the full power
of Spark and Python with support for fine-grained access controls on their
data.

Credential passthrough

Considering many user’s workflows, mainly those running machine
learning workloads, who often work directly with files rather than tables,
it’s reasonable to ask: why not rely on the cloud provider’s file system
ACLs to manage data access and governance? Typically, cloud engineers
within these teams would have already established file-based access
controls on their storage layer, so it was simply a matter of extending these
controls to allow access through Databricks Spark clusters. Cluster-level
governance has limitations, and delegating access control to the cloud
provider’s file system ACLs is often more effective, mainly when working
with files rather than tabular data. Cloud providers already provide robust
and mature IAM capabilities leveraging IAM roles, IAM policies, and IAM
users.

https://oreil.ly/06vjO


In Databricks on AWS, administrators register AWS instance profiles within
the workspace and associate them with a Spark cluster. This instance profile
enables the cluster to assume specific roles and generate the credentials for
accessing cloud storage. When relying on an instance profile attached to a
Spark cluster, all users inherit the same level of access, as defined by the
instance profile, without the ability to enforce user-specific access controls.
When users use an instance profile to access file systems, administrators
cannot track which specific user accessed what resources, as native logging
tools like CloudTrail do not provide a clear audit trail. The lack of precise
auditing and tracking is where credential passthrough comes into play,
enabling automatic authentication to S3 buckets from Databricks clusters
using the same identity used to log into Databricks.

AWS IAM credential passthrough offers two key advantages:

It enables multiple users with varying data access policies to share
a single Databricks cluster. Credential passthrough is in contrast to
using an instance profile, which is limited to a single IAM role and
forces all cluster users to share the same role and associated data
access policies.

IAM credential passthrough assigns a unique identity to each user,
enabling more granular S3 object logging via CloudTrail, where
the system directly attributes all access to resources to the user’s
Amazon Resource Name (ARN) in the logs.

Figure 2-6 shows that an administrator can enable credential passthrough
during Spark cluster creation in a Databricks workspace by enabling a
checkbox. The Spark cluster handles all of the complexities internally.

Figure 2-6. A checkbox is used to enable IAM role passthrough in Databricks cluster creation

While Databricks offers various flavors of credential passthrough, they all
share a common foundation despite differences in implementation across



cloud providers and variants. One implementation in AWS uses the Security
Assertion Markup Language 2.0 (SAML 2.0) federation-based passthrough.
When you log into your Databricks workspace through an identity provider,
an AWS Security Token Service (STS) call is initiated, and a credential for
you against the IAM role assigned to you is issued. When you attempt to
read files by attaching a notebook to a Spark cluster, the notebook uses the
generated credential to authenticate your access to files in cloud storage.
Upon successful authentication, you are granted access to files in cloud
storage for which you have read or write permissions, as specified by the
cloud storage’s access control policies. Figure 2-7 illustrates the workflow
of credential passthrough in Databricks on AWS workspace.

https://oreil.ly/tsmI3


Figure 2-7. IAM role passthrough in Databricks

Passthrough can be enabled in an AWS Databricks workspace through four
stages, outlined as follows:

1. A cloud administrator configures the trust relationship between
your identity provider and AWS accounts for the identity provider
to control which roles users can assume.



2. When you log in to Databricks via SAML single sign-on (SSO),
the identity provider passes your role entitlements to Databricks.

3. Databricks invokes the AWS STS, passes the SAML response, and
obtains temporary security tokens to assume the designated roles
on behalf of the user.

4. The Databricks runtime leverages the temporary security tokens to
authenticate and authorize user requests to S3, providing seamless
and secure access to S3 resources from the Databricks cluster.

Unity Catalog Architecture
So far, we have discussed some of the data governance challenges HMS
faces, including the limitations of enforcing access controls at the cluster
level. When an access request is made without proper context,
administrators struggle to determine the correct level of access for the user.
Moreover, without custom-built solutions, tracking who has access to what
data and for what purpose is complex. Unfortunately, custom-built fine-
grained access control solutions can sometimes lead to toxic combinations,
resulting in unauthorized access. Additionally, the limitations of HMS
include its inability to share metadata across workspaces, its lack of support
for ML and AI models, and file-based access controls. These limitations
make HMS unsuitable for building the next generation of data governance
in Databricks. Unity Catalog is designed to address the limitations of HMS.
We will discuss in detail the architectural changes that made it possible.

While evaluating Unity Catalog as the governance solution at Nexa, the
data architects had two crucial questions regarding Unity Catalog
architecture and data management capabilities:

The team sought clarification on the hosting location of Databricks
services for Unity Catalog in the cloud provider and whether it
functions as a control or data plane service. As outlined in
Chapter 1, the Databricks Platform consists of the control plane
(Databricks cloud account) and data plane (cloud account for Nexa



Boutique). When Unity Catalog functions as a control plane
service, it is crucial to identify the metadata or information about
the data it stores in the control plane.

The team wanted to know how Unity Catalog supports adhering to
regulatory requirements around PII data storage, data transfer, and
data sovereignty. The Nexa Boutique architects had to understand
the critical architecture components underpinning Unity Catalog to
make an informed decision.

This section briefly goes over the architecture of Unity Catalog, starting
with the Databricks account, which helps centralize user and workspace
management. Then, we will cover the regional metastore concept where all
the metadata lives in Unity Catalog. We will address the question of what
metadata the control plane stores, a topic that interests the architects at
Nexa. As you progress through the book, you’ll gain insight into how Unity
Catalog handles sensitive data, such as PII, and how it helps you comply
with regulatory requirements.

Centralized Governance with Unity Catalog
Table Access Controls solved significant challenges with the HMS in
Databricks, but how do we scale this for the new age? The creators of HMS
originally built it to address a specific use case: enabling users to access
files stored in a data lake as if they were tables in a data warehouse. HMS
excelled in its objective but fell short in data governance because it was not
a primary design consideration. To address the limitations of HMS,
developers created custom solutions and incorporated them into the
system’s architecture. For instance, engineers at eBay developed a Hive
metastore event listener that transmits table change events to Apache Atlas
to build their data governance for Hadoop clusters integrated with Apache
Ranger.

https://oreil.ly/sEh2P


DEFINITION: APACHE ATLAS
Apache Atlas is a scalable governance platform that helps enterprises meet compliance
requirements within Hadoop and across their data ecosystem. It provides open metadata
management, data asset cataloging, classification, and collaboration tools for data
governance and management.

Building custom solutions has limitations and can introduce security
vulnerabilities at the enterprise scale. The rising challenges of keeping up
with regulatory requirements, advancements in AI, and the need for a
centralized data governance solution necessitated a more modern solution.
Unity Catalog was designed from the ground up to support the
contemporary Data Intelligence Platform architecture.

We’ve established that the Unity Catalog service resides in the control
plane. But what exactly does it store in a metastore? To answer this, let’s
dive into the Unity Catalog architecture and explore the implications of its
control plane placement. Figure 2-8 illustrates the overall Databricks
architecture and the deployment of the control and data planes.

Figure 2-8. Overall Databricks architecture with Unity Catalog



Databricks account

In the HMS world, Databricks workspaces represent the boundary for
access controls and metadata isolation. You could have multiple Databricks
workspaces, each managed individually by your workspace admin.
Defining access controls and user management per workspace demands
significant effort from administrators, particularly when they onboard new
teams or deploy new workspaces to the platform.

Databricks introduced an account concept in response to the need for
centralized management, allowing administrators to manage multiple
Databricks workspaces from a single, central location. The Databricks
account enables centralized management of all workspaces created for an
enterprise, streamlining the management process. The Databricks account
has an account console that helps an account admin create and manage
users, workspaces, and metastores centrally.

DEFINITION: ACCOUNT ADMIN
An account admin is a new role introduced with the Databricks account. When a user
onboards as an account admin, a highly privileged role within the platform, they can log
in to the account console and manage the entire Databricks deployment centrally.

Unity Catalog architecture improves upon HMS by centralizing user and
metadata management, elevating it from a closed workspace to a more open
and shared Unity Catalog account level. User management at a centralized
account level simplifies administration for workspace administrators by
enabling identity federation. Administrators can synchronize your users,
groups, and service principals into the Databricks account console. For
example, you can leverage your organization’s identity provider’s SCIM
API to sync identities to Databricks from your chosen identity provider.
Administrators can then assign these provisioned identities to any
Databricks workspace using identity federation, eliminating the need to
repeat this process across multiple workspaces. Before Unity Catalog,
administrators had to configure SCIM integration individually for each



workspace they deployed. Chapter 3, Identity Management, discusses how
an administrator can manage the identities in Databricks and the best
practices followed by Nexa.

Managing over 500 workspaces and their user management was a
significant challenge at Nexa. However, identity federation streamlined the
SCIM integration process, allowing administrators to configure it only once
and manage user access centrally from the account console for all
workspaces deployed within Nexa. Figure 2-9 shows the difference between
HMS and Unity Catalog in managing users and metadata.

Figure 2-9. Centralized metastore and user management in Unity Catalog

The metastore regional construct

As mentioned, Unity Catalog is a centralized metadata management service
that operates at the Databricks account level. Unity Catalog leverages the
underlying cloud provider’s regional services to store its metadata. At the
heart of Unity Catalog is the metastore, which serves as the highest level of
abstraction for data organization within the account. Under the hood, the
metastore is part of a managed database instance provisioned and
maintained by Databricks. The metastore holds metadata for the data assets



managed by Unity Catalog, providing a centralized repository for data
assets. The metadata includes table definitions, schemas, cloud storage
locations for the files, access control definitions, audit logs in system tables,
and much more.

Databricks mandates creating only one metastore per cloud region for ease
of data sharing requirements. HMS limited access to a single workspace,
and Unity Catalog had to solve the limitation to provide users with a proper
data democratization experience. You can attach your Databricks
workspaces to the metastore in the cloud region where your workspaces
exist. Deploying all your services in the same cloud region streamlines
networking and reduces network latencies and costs, as same-region data
transfer is free or incurs lower expenses than cross-region transfers.
Deploying services in the same cloud region also enables compliance with
local data residency regulations, ensuring that data remains within the same
geographic boundaries. A metastore can optionally have a cloud storage
location, which stores data for managed tables, volumes, or ML models
created in Unity Catalog. Although storage provisioning is available at the
metastore level, it is not recommended since data isolation can be achieved
through catalog-level storage. An account admin can assign a metastore
admin role to a metastore, who can then handle all metastore management
activities, including access controls and its child object creation.

The flexibility to attach a single metastore to multiple workspaces in the
region opens up data-sharing capabilities across workspaces, which closes a
significant gap in HMS: sharing metadata. Metadata in a Unity Catalog
metastore and its access controls can be defined once, consumed, and
enforced from any workspace they are attached to. Figure 2-10 illustrates a
shared metastore across multiple Databricks workspaces.



Figure 2-10. Unity Catalog architecture with account and metastore

DEFINITION: METASTORE ADMIN
Metastore admin is another highly privileged role in Databricks, managing all the access
controls for a metastore. Due to the role’s ability to grant itself access to all data assets
within the metastore or create data shares, Databricks recommends that the role be kept
optional and privileges delegated to a Databricks workspace admin.

So what details does the Unity Catalog metastore capture and store in its
persistent storage layer in the Databricks control plane? The metadata
captured and stored in the Unity Catalog metastore includes information on
the data assets, such as the following:

Names and schemas of tables and views and their corresponding
file locations in cloud storage accounts.

Names and file locations of volumes.



Names and artifact location of ML models.

Function definitions managed by Unity Catalog.

Access controls for these data assets, including grants and
privileges assigned to users of the Databricks workspace or service
principals and IAM roles.

Cloud storage locations and its credentials: Unity Catalog vends
downscoped, short-lived credentials to consumers on demand
using cloud storage locations and their credentials.

Recipient and share details when sharing data, including the assets
shared.

Audit logs and usage that get captured in system tables.

It is essential to understand that the metastore is an extension to your data
assets metadata rather than a storage location for the data itself. Your data
remains stored within your cloud provider account, or what we refer to as
the data plane, and Databricks does not transfer it to the Unity Catalog
metastore living in the Databricks control plane.

A central metastore enables the ingestion of data sources to the lakehouse
once, enabling consumption from any Databricks workspace from the same
region as the metastore.

Figure 2-11 depicts how the architectural changes in Unity Catalog
simplified the Nexa lakehouse deployment compared to HMS-based
deployment.



Figure 2-11. Simplified Nexa architecture with Unity Catalog compared to their HMS-based
architecture in Figure 2-3

The Governance Model of Unity Catalog
So far, we have interpreted two fundamental features that define the
architecture of Unity Catalog: a centralized account and the concept of a
region-bound metastore. Now, we examine how Unity Catalog implements
governance, beginning with its credential management process. We will
guide you on how Unity Catalog centrally manages credentials and secures
access by granting access to isolated individual users and processes rather
than attaching to a cluster where everyone has equal access rights. Once
you securely register a credential in Unity Catalog, we will look at how to



use a storage credential to create external locations that map to cloud
storage locations. We end this section by discussing the different compute
modes in Unity Catalog and how processes and users get isolated in a Spark
cluster, forming the critical architectural design enabled by Unity Catalog
Lakeguard (discussed later in this chapter).

Decoupled Storage Credentials
When building heavily complex cloud-based solutions, where hundreds of
services interact and interdepend, a single vulnerability can bring the entire
system crashing down. Often, that vulnerability is not a sophisticated hack
or a coding error but something much more mundane: credential
management. In a Databricks workspace enabled with Unity Catalog, the
metastore is crucial to a centralized credential management system. It
securely stores and manages all credentials necessary for connecting to
cloud object storage locations and external services, providing a single
point of control and administration. The storage credentials feature enables
the Unity Catalog metastore’s centralized credential management
capabilities, which provide a unified and secure way to store, manage, and
control access to sensitive credentials. The type of storage credential used
depends on the cloud platform hosting the Databricks workspace.
Specifically, the storage credentials feature supports registering various
cloud-specific identity mechanisms, as shown in Table 2-1.

Table 2-1. Comparison of cloud-specific mechanisms

AWS GCP Azure

IAM roles Service accounts Managed identities

Service principals Service principals

In contrast to the HMS approach, where a credential attached to a cluster is
accessible to all cluster users, storage credentials in Unity Catalog-enabled



Databricks workspaces are governed assets that an administrator can grant
access to specific users or groups on a need-basis. By decoupling credential
management from cluster configuration, Unity Catalog provides a more
secure and scalable approach to managing access to cloud storage and
external services.

In Europe and the UK, Nexa hosted its Databricks workspaces for the LSC
domain in its Microsoft Azure cloud account. ADLS became the cloud
storage layer for its Databricks Data Intelligence Platform architecture. A
managed identity in Azure is the credential to connect to the ADLS layer
from a Databricks compute resource. Microsoft Azure provides a first-party
resource called an access connector for Azure Databricks that can be
used to connect managed identities to a Databricks account. A Unity
Catalog metastore admin or a delegated Databricks workspace
administrator registers this managed identity as a Unity Catalog storage
credential rather than attaching it directly to a cluster, as with service
principals in HMS. Once registered, administrators can grant users
privileges to use the credentials to connect to an ADLS location. Databricks
audit logs attribute actions to the initiating user, providing a clear audit trail
that reflects the user’s activities rather than the managed identity used to
execute the process. At Nexa, the CDP team took ownership of the
registered storage credentials via a Microsoft Entra ID group. Ownership
with a group is the recommended way of managing ownership of assets
instead of assigning it to individual users.

DEFINITION: MANAGED IDENTITY
Managed identities in Microsoft Entra ID provide applications with an automatically
managed identity for authenticating with resources. This eliminates the need for
credential management and is recommended for use with Azure Databricks and Unity
Catalog via an access connector.

https://oreil.ly/LtxLm


External Location for Cloud Object Storage
Unity Catalog encapsulates cloud storage locations in its metastore as
external locations. An administrator can create an external location using a
previously registered storage credential and must grant the CREATE
EXTERNAL LOCATION privilege on the registered storage credential for
any users to create an external location in Unity Catalog. When creating an
external location in the Azure cloud, as a cloud administrator, you must
assign the Storage Blob Data Contributor role to the managed identity to
grant access to the storage account. Unity Catalog generates a downscoped
credential token per user based on their grants in Unity Catalog for specific
datasets residing in the external location, thereby limiting access. Unity
Catalog requires administrators to register an external location before
registering tables against it. An external location is also a governed asset in
Unity Catalog, so an administrator can prevent unauthorized access to these
cloud-based object storage locations.

WARNING
Unity Catalog prevents overlapping any storage location it manages, so any external
location registered in Unity Catalog cannot overlap another external location within the
metastore. Databricks recommends never creating an external table at the root of an
external location. Instead, create external tables in subdirectories within an external
location.

Before Unity Catalog, Databricks File System (DBFS), a distributed file
system that interacted with cloud-based storage, was used extensively to
create tables in HMS. Nexa heavily utilized DBFS because it allowed them
to easily mount an ADLS container to a workspace using a service
principal, granting access across the workspace. DBFS is helpful for use
cases where everyone shares the same level of access to data in the
platform. For use cases where the access level varies per user, dynamic
views were used for row-level filtering and column masking. Unity Catalog
deprecated DBFS and doesn’t support creating tables against a DBFS
object. While migrating from HMS to Unity Catalog, the CDP team at Nexa



moved all of their DBFS storage locations to external locations in Unity
Catalog, improving their storage layer governance manifold.

That solves the governance problems for table-based access, but how does
Unity Catalog work with arbitrary files in DBFS? Uploading to DBFS is an
easy way to process unstructured files, especially when running ML
workloads like image processing. However, the lack of access controls on
files landing in DBFS storage required a fix. Volumes replace arbitrary
files in DBFS with a more secure, governed file store in Unity Catalog, thus
closing the gap in governing files within a Databricks workspace. Figure 2-
12 shows how Unity Catalog stores metadata, manages storage credentials,
and defines external locations in a simple format.

DEFINITION: VOLUMES
Volumes in Unity Catalog represent a logical storage space in cloud object storage,
enabling access, storage, governance, and organization of files in any format, including
structured, semi-structured, and unstructured data.

Volumes serve the purpose of storing arbitrary files in the cloud governed by Unity
Catalog. Creating tables directly on top of a Unity Catalog Volume is not permitted.
Instead, you can read data from a Volume but must write the resulting table to a separate
external location.



Figure 2-12. The Unity Catalog metastore and how it handles metadata, storage, and credentials



WARNING
Users require the READ FILES permission to access data from an external location
registered in Unity Catalog. With this permission, users can directly read data from the
storage using path-based access. For example, you can use the following Spark code to
read from an AWS S3 bucket (s3://your-bucket-name/path/to/your/data/) registered as
an external location in Unity Catalog:

spark.read.format("parquet")
   .load("s3://your-bucket-name/path/to/your/data/")
 

However, an additional SELECT permission is required if you register a table against
this external location. Granting only the READ FILE privilege is insufficient once a
table is registered. By design, table-level privileges precede file-level permissions,
overriding the READ FILE privilege. This means that path-based access will no longer
work without SELECT access on the table. This behavior applies uniformly across AWS
S3, GCS, and ADLS.

Compute Modes in Unity Catalog
Building on our previous discussion of centralized credential management,
we will examine how Unity Catalog enforces fine-grained access control,
ensuring that only authorized users can access the data. How does Unity
Catalog prevent unauthorized access in Apache Spark compute, where
shared credentials were once vulnerable? To answer this, we need to
understand the different compute modes in Unity Catalog and how
Lakeguard enables a secure, shared Apache Spark environment.

DEFINITION: LAKEGUARD
Lakeguard is the technology behind the Unity Catalog compute engine, which enables
isolated data processing. It enforces data governance at the compute level, isolating user
code and Spark engine access. This allows secure sharing of compute resources for
SQL, Python, and Scala workloads, with fine-grained access control and RLS.



A storage credential in Unity Catalog grants blanket access to the cloud
storage location it is associated with. Granting access to the entire storage
location’s parent path can sabotage access controls because a table will
probably use a child path only inside the parent storage location.

Consider a scenario with Nexa in Databricks on AWS, where an S3 storage
bucket lands data from its Salesforce application. Data analysts at Nexa
process the data to generate a BI dashboard in Power BI related to product
shipment, which they share with their business executives. The CDP team
registered an external location,
s3://nb_lsc_purchasing_prod/salesforce_gold, and a corresponding IAM
ROLE with READ and WRITE bucket policies as a storage credential in
Unity Catalog. Table 2-2 lists the Unity Catalog tables created against the
path where the data is landing.

Table 2-2. Cloud storage paths and the corresponding tables created in
Unity Catalog

Storage path Table

s3://nb_lsc_purchasing_prod/salesforce_gold/shipping shipping

s3://nb_lsc_purchasing_prod/salesforce_gold/drivers drivers

s3://nb_lsc_purchasing_prod/salesforce_gold/vendors vendors

The administrator grants the analyst SELECT access to the shipping
table, allowing them to query the data for the BI dashboard. The analyst
fires a SQL query from the Power BI reporting application to request data
from the shipping table. However, if Unity Catalog used the registered
storage credential, it could inadvertently grant the user access to all datasets
within the location, not just the shipping table.



To prevent unauthorized access, Unity Catalog first checks the requested
user’s grants and denies access if they don’t have the necessary
permissions. When a legitimate user requests an asset, Unity Catalog acts as
a credential vendor and generates a downscoped access token specific to the
requested asset, blocking access to other datasets. By generating a
downscoped access token that can read files only from the
s3://nb_lsc_purchasing_prod/salesforce_gold/shipping S3 storage path,
Unity Catalog prevents the analyst from accidentally accessing any other
tables they are not granted access to.

The complete lifecycle of data access, as managed by Unity Catalog, is
illustrated in Figure 2-13.

Figure 2-13. Unity Catalog data access lifecycle

Here is what happens under the hood when you run a query through a Unity
Catalog compute cluster or a warehouse:

1. The end user executes a query against a Unity Catalog compute
cluster or a warehouse.

2. Unity Catalog then checks the grants for the user against the
requested table to ensure they have the necessary permissions.



3. If authorized, Unity Catalog assumes the role registered against the
storage credential and generates a downscoped temporary
credential, a time-limited access token.

4. Unity Catalog returns the downscoped temporary credential and
the path for the files back to the cluster.

5. The cluster then requests data from cloud storage using the
temporary token.

6. The cloud storage provides the requested data back to the cluster.

7. Once the data is received, the cluster enforces policies such as RLS
and column masking to ensure that the end user accesses only
authorized data.

8. Finally, the end user gains access to the data.

Unity Catalog provides users with two compute access modes: standard
(previously known as shared) and dedicated (previously known as
single-user). A standard access mode allows multiple users to share a
Spark cluster and concurrently run jobs, providing total isolation between
them. On the other hand, dedicated access mode mandates that
administrators assign clusters to a specific user and can only execute jobs
submitted by the designated user.

Isolation using Unity Catalog Lakeguard in standard or shared
access mode

Unity Catalog acts as a credential vendor in the interface layer with users
and applications, granting access to only the required dataset requested by
the user, thereby eliminating the risk of unauthorized access to data.

When using an Apache Spark compute for data processing, the cluster is the
boundary for data isolation. In a shared Apache Spark cluster, users and
their processes utilize the same computing resources, the Java Virtual
Machine (JVM), and temporary paths where Spark stores intermediate
results. Spark clusters run processes as an elevated user. Processes that run



within a shared cluster are not isolated from each other. Lakeguard resolves
the isolation issue in Unity Catalog-enabled Apache Spark clusters by
implementing robust user and process isolation, providing a secure
foundation for multitenant deployments.

Lakeguard enables data governance at the compute level by isolating users,
their code, and user-defined functions (UDF) from each other and the Spark
engine. Unity Catalog Lakeguard achieves isolation by making multiple
changes to the Spark cluster architecture. The changes include
implementing user isolation using Spark Connect and enforcing process and
code isolation through state-of-the-art sandboxing techniques based on
containers. Figure 2-14 depicts how Spark Connect enables a client-server
architecture in Spark, thereby isolating users and processes.

DEFINITION: SPARK CONNECT
Apache Spark 3.4’s Spark Connect introduces a client-server architecture, enabling
remote access to Spark clusters via the DataFrame API. This decoupling allows Spark to
be easily integrated into various applications, IDEs, notebooks, and programming
languages.

Figure 2-14. Isolating users and applications from the Spark driver using Spark Connect



NOTE
Spark Connect is implemented based on the Apache Spark DataFrame API and will
work only for applications implemented using DataFrame. If you have an application
implementing the RDD API, migrating the application to a Unity Catalog-enabled
shared Spark cluster will require code changes to implement the DataFrame API.

With its thin client library, Spark Connect embeds itself in application
servers, IDEs, notebooks, and programming languages. By encoding client
operations like SQL using protocol buffers and transmitting them to a Spark
server via the gRPC framework, Spark Connect enables the isolation of
clients in an Apache Spark cluster. When a client submits a process to a
Spark cluster, the next step is to sandbox the process, including isolating
user code from each other, by deploying the operations and corresponding
user code to a container. By containerizing user code, Unity Catalog
Lakeguard restricts access to the container’s boundaries, preventing user
processes from accessing other users’ processes.

Additionally, containerization replaces the highly privileged user with a
downscoped user, limiting access to only the necessary resources and
reducing the attack surface. When users execute UDFs, the same
methodology is applied, where the UDF is executed in its container,
preventing cross-data access. Complete isolation of the user’s code and
process enables Shared Access mode to also support fine-grained access
controls (FGAC). FGAC allows for restricting user access to data at both
the row and column levels, enabling granular control over sensitive
information. To enable FGAC, Unity Catalog supports row- and column-
level filtering by applying functions to tables or columns and the ability to
mask PII data.

Unity Catalog’s shared access mode restricts users to nonelevated privileges
and does not install operating system libraries and compilers, limiting its
application to only those that do not require elevated privileges. As a result,
shared clusters do not support distributed ML workloads and impose
additional limitations due to the lack of elevated access to computing

https://oreil.ly/Biglj


resources. Figure 2-15 illustrates how Spark containerizes the code and
process in the Spark driver and the executors.

Figure 2-15. Process isolation within Spark cluster using containers

Single user or dedicated access mode for elevated privileges

Unity Catalog’s shared access mode is unsuitable for workloads that require
elevated privileges, such as distributed ML and AI due to the restricted
access to the underlying compute infrastructure. For instance, when running
low-level graphics processing unit (GPU) programming on an NVIDIA
GPU using CUDA, your application requires direct access to the operating
system libraries and the underlying machine APIs to execute efficiently.
With its isolated containers and restricted access to the machine API and
operating system, the standard access mode architecture imposes limitations



that prevent GPU support because it cannot provide direct access to
hardware resources required for low-level GPU programming. In contrast,
the single-user access mode provides elevated access to computing
resources, empowering Unity Catalog to support a broad spectrum of
workloads, including those that demand elevated privileges and GPU. In
single-user mode, each user has a dedicated computing environment built
on the original Spark architecture’s foundation, centrally managed by Unity
Catalog.

Elevated access to compute resources introduces new challenges, including
the issue of overfetching when querying views or tables with FGACs
enabled. At Nexa, a third-party vendor application captures and stores data
related to external vendors across domains and regions. However, Unity
Catalog’s RLS functions are applied when accessing this data, restricting
access to the domain teams. Specifically, RLS ensures that each domain
team can access only data that belongs to their own domain and is from the
same region where they operate. When a user queries a table with RLS
applied, there is a possibility of overfetching data from the cloud storage.
Overfetching of data occurs when Spark processes data from cloud storage
locations, such as files in Delta, Iceberg, or Parquet formats. Because cloud
storage requires Spark to read portions of files into the cluster before
applying filters, it can lead to unnecessary data transfer and processing,
even when a user has permission to access only a subset of the data within a
table.

The nature of file storage makes it impossible to read only a selected
number of rows or columns from a file block that contains multiple records.
This is because files are written in contiguous blocks, making accessing
specific columns or rows intricate without reading the entire block. When
you execute a SQL query with filter criteria on a Delta file stored in S3
using Spark, the following steps occur:

1. Spark reads the file’s metadata and index to identify which blocks
contain the required data, allowing it to prune unnecessary data and
optimize the query.



2. Spark reads the required blocks of the file in parallel using multiple
tasks, leveraging the engine’s distributed computing capabilities.

3. Within each block, Spark filters out the unwanted data based on the
query’s filter criteria, reducing the amount of data that needs to be
processed.

4. The results from each task are combined to produce the final result.

This results in Spark transferring unnecessary data into the cluster,
including information the user is unauthorized to access, leading to
overfetching. As the process runs with elevated user access to the
underlying compute, it may expose the overfetched data to the user. To
mitigate this issue, Unity Catalog requires users to have access to the
underlying tables when querying views and does not support tables with
FGAC enabled.

Unity Catalog with Lakeguard addresses the issue of overfetched data
access by introducing a serverless compute layer in the Databricks control
plane. This layer filters data retrieved from cloud storage, ensuring only
authorized data gets transferred to the Spark cluster for processing.
Additionally, Unity Catalog Lakeguard provides an extra layer of security
by restricting access to the serverless compute that performs data filtering,
thereby safeguarding sensitive data from unauthorized access by end users.
Figure 2-16 depicts the single-user access mode and how the serverless
compute enables FGAC on data.



Figure 2-16. Single-user access mode architecture

Chapter 6 discusses in detail the use cases, features, and limitations of
different compute options supported by Unity Catalog.

Data Management Features
Good governance relies heavily on effective data management, which
depends on carefully cataloging and organizing data assets. In addition to
technical considerations, the success of data management is also contingent
upon the human element. The people, processes, and practices within an
organization can either facilitate or hinder effective data management,
making it essential to consider these factors when designing and
implementing data management strategies. At Nexa, the data platform team
centralized their operations and closely aligned their data management
principles with the architectural blueprints and standards defined by the
CDP team. Before Unity Catalog, each workspace had its metastore in its
dedicated HMS, and the data or metadata associated with each source



system lived in their respective Hive schemas. In most scenarios where data
isolation was required due to regulatory requirements or the existence of
PII, a dedicated workspace was allocated. Let’s now look at how Unity
Catalog solves the data isolation needs and provides a robust data
management framework.

Catalog as the Namespace
The regional metastore acts as the highest level of abstraction in Unity
Catalog, providing a centralized repository for metadata in the control
plane. You can store all of your managed data in a centralized cloud storage
location associated with the metastore if you choose to do so. However,
shared storage layers do not provide the necessary data isolation for
domains or applications that must adhere to strict data separation
requirements, whether driven by regulatory compliance or internal data-
sharing policies. A catalog provides strong isolation in Unity Catalog by
introducing a third tier to the namespace hierarchy, building upon the
existing schema and table levels. Before implementing Unity Catalog, the
Demand Planning team at Nexa stored their Salesforce data in HMS, which
they implemented using the schema.table_name convention.
Specifically, users accessed the team’s sales channel data via the namespace
salesforce_gold.sales_channel.

With the introduction of Unity Catalog, the CDP team established separate
catalogs for each of their teams, allowing for greater flexibility and control
over their data assets. For example, the Demand Planning team created their
catalog named nb_lsc_demand_planning_prod to store all their
production datasets. The new catalog resulted in a new namespace,
nb_lsc_demand_planning_prod.salesforce_gold.sales_
channel, providing a more granular, team, and environment-specific way
of organizing and accessing their data. The CDP team also allocated
different catalogs per environment to separate data based on their
development, testing, and production environments. All their developers
coded and ran unit test cases against the



nb_lsc_demand_planning_dev catalog while running integration
testing against the nb_lsc_demand_planning_test catalog.

In Unity Catalog, a catalog is a logical grouping mechanism for datasets
with common characteristics or purposes. Organizing datasets into catalogs
simplifies data management and discovery, making finding and accessing
relevant data assets easier. Furthermore, catalogs provide a neat method of
encapsulating data products and implementing a data mesh architecture,
enabling you to decentralize your data platform and govern data more
openly. Organizing metadata against catalogs and segregating it based on
environment and business units was a welcoming change for Nexa that
democratized its data access.

Data Isolation at Catalog and Schema Level
At Nexa, strict data-sharing restrictions existed between their development
and production environments. Domain teams in the same region were
concerned about sharing the same metastore and its storage location, as
some of them had regulatory requirements that mandated storage isolation
from users not entitled to access their data. The catalog provides an
additional layer of organization for your metadata, but how does the data
get isolated per team or application? Storing all managed assets in cloud
storage at the regional Unity Catalog metastore level can lead to data
isolation issues, making it difficult to separate data between teams and
maintain confidentiality.

The metastore admin, while creating a catalog, can associate the catalog
with an external location from a separate cloud account or subscription
owned and managed by the domain teams. By bringing your storage to a
Unity Catalog catalog, different domain teams can work together from a
shared regional UC metastore with complete data isolation at the storage
layer. The CDP team ensured that any new catalog creation has a new
external location attached and that an external location never gets reused.
The automated catalog creation happens via the Databricks Terraform
provider, where these rules are baked into their DevOps process to enforce
best practices across domains. Having catalog-level storage owned by the



domain teams helped alleviate concerns and fast-tracked Unity Catalog
adoption at Nexa at an incredible pace.

At Nexa, each application gets mapped to an independent schema in Unity
Catalog, and all assets related to the application live in the same schema.
Isolating its data per application at the schema level made perfect sense for
Nexa. Unity Catalog extends data isolation capabilities from the catalog to
the schema level, enabling applications within a catalog segregated in
schemas to have their isolated storage layer. A schema can be attached to an
external location, providing an isolation path per application—this helped
Nexa immensely while building its data governance architecture using
Unity Catalog.

Catalog to Workspace Binding
Unity Catalog introduces a significant architecture deviation from HMS by
enabling the sharing of regional metastores across multiple Databricks
workspaces in the same region. Once a Databricks workspace is attached to
a metastore, all its metadata and user-accessible data become available to
users within that workspace. The CDP team assigns a unique catalog to
each DevOps environment at Nexa: development, testing, and production. It
strictly limits access to production data, preventing it from being accessed
from lower environments, such as development or testing environments.
However, attaching a metastore to a workspace that enables all catalogs
within the workspace creates a security concern: users with access to both
development and production catalogs and workspaces can now access
production data from the development workspace, compromising data
security. Unity Catalog has a catalog-to-Databricks-workspace binding
capability to prevent over-provisioning catalogs across environments.
Catalog-to-workspace binding enables an administrator to update catalog
visibility so that it is visible only to users in workspaces where the binding
to workspace is activated. Figure 2-17 depicts how storage isolation can be
achieved in Unity Catalog using catalog-level external locations and
catalog-to-workspace bindings in AWS.



Figure 2-17. Data isolation at catalog level in Unity Catalog

Summary
Our greatest weakness lies in giving up. The most certain way to succeed
is always to try just one more time.

—Thomas Edison

HMS is currently the most interoperable metastore for the big data
ecosystem. Still, it is not fit for modern data platforms. After years of



tweaks and revisions to address its shortcomings, HMS has reached a point
where it is ripe for replacement with a more modern solution. After reading
this chapter, at first glance, you might think that Unity Catalog is simply a
solution to the governance challenges posed by HMS. However, it unlocks
a treasure of new possibilities within the Databricks platform. Moreover, its
open source version extends these benefits to the entire community outside
of Databricks. While this chapter has laid the groundwork for Unity Catalog
by discussing the history and the architecture, it also answers the one
question about the metastore, which the data architects at Nexa were
looking for answers to.

Now that we have established a solid understanding of Unity Catalog’s
architecture and data isolation concepts, we are ready to dive into the next
critical topic: access controls. Role-based access control is an area of
particular interest to the data architects at Nexa, who have been seeking
guidance on effectively handling PII data and implementing FGAC in
Databricks using Unity Catalog. Chapter 3 explores the answers to these
questions and more as we delve into the real-world example of Nexa
Boutique’s successful adoption of Unity Catalog. Through their story, you’ll
gain valuable insights into leveraging Unity Catalog’s features to drive
innovation and implement a range of use cases that meet your
organization’s unique needs.
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Chapter 3. Identity Management

Be yourself; everyone else is already taken.
—Oscar Wilde

One of the perks of being in a customer-facing role is that you get to travel
and visit different cities. If you’re like Karthik, you enjoy traveling and
staying at nice hotels. Imagine visiting a new city for a business meeting
and staying at a hotel with modern amenities. Think of all the steps
involved in booking a room at the hotel and up until you check out.

The first step is booking. You choose a hotel, pick a room type, enter the
details of your stay, and provide your personal information and payment
details. The next step is checking in when you arrive at the hotel, where you
show your ID and get an access card. During your stay, you get to access
the room assigned to you as well as the shared spaces. Once your stay is
over, you check out of the hotel by returning your access card at the
reception. Throughout your stay, the hotel keeps records of your activities
for security and service purposes. For example, you might choose to enjoy
the offerings from the minibar in your room, which often cost extra and are
tracked and billed accordingly. All these mundane activities together
constitute a perfect real-world example of authentication, authorization,
and auditing—the three As of IAM.

A hotel is a system. To access that system, you need to fulfill some criteria.
The first step of booking includes defining the attributes of your identity.
Once that is established, checking in by having your ID validated at the
hotel reception is authentication. You being allowed to access only your
room is authorization. Tracking and recording of usage of your access card
and the hotel’s paid services is auditing. In addition, as you know, the hotel
staff have special access cards that allow them to enter any room to fulfill
their duties. The activities that the hotel staff do with their privileged access
is administration, which can be thought of as the fourth pillar of IAM.



IAM serves two primary functions:

Identity management

Identities in the context of IAM are digital representations of entities
that are allowed access to resources within a system. Managing
identities involves verifying and authenticating the identities of entities,
such as users, services, and systems, that are attempting to access
resources within the system.

Access management

Managing access means controlling and monitoring what resources
authenticated entities can access within a system.

NOTE
Any system intended for use by many users needs to implement IAM. Moreover, IAM is
a crucial component of data and AI governance, as it is necessary to secure access to
data and AI assets and enforce regulatory compliance and risk management. Needless to
say, Databricks has IAM as a core part of its platform.

If you’re new to Databricks and come from a background of using a SaaS
solution, you might find it a bit difficult to navigate all the concepts just by
diving into Databricks documentation. Therefore, in this chapter, we’ll start
with some fundamental concepts of Databricks and then gradually move on
to IAM concepts. Furthermore, we’ll focus on the identity management part
of IAM in this chapter and dive deeper into access management in
Chapter 5.

Databricks Constructs
If you have ever used the Databricks Platform, you would have experienced
the UI of a Databricks workspace. A workspace is a Databricks construct
consisting of various cloud resources that allow users to create, access, and
manage Databricks workspace assets. It is common practice to have more



than one workspace, and we have seen many organizations use separate
workspaces to isolate the assets between development environments, teams,
and business units.

As we briefly touched upon in Chapter 2, Databricks workspaces are
associated with a Unity Catalog metastore, which is also a Databricks
construct that acts as a store for metadata of all your data and AI assets.
Unity Catalog metastores exist at the cloud-region level, and a workspace
can only be associated with a metastore in the same cloud region.

All the workspaces within an organization usually belong to a single entity
termed the Databricks account. An account is yet another Databricks
construct that allows the admins to create and/or manage workspaces and
Unity Catalog metastores and configure settings that apply across all the
workspaces.

The relationship between a Databricks account, workspaces, and metastores
is shown in Figure 3-1. A Databricks account can have multiple workspaces
and metastores. All the workspaces in a given cloud region are associated
with a metastore in the same region. In other words, you can have only one
metastore per cloud region.

Figure 3-1. The relationship between a Databricks account, workspaces, and Unity Catalog
metastores



Cloud-Specific Details
Since Databricks defines its constructs on top of cloud concepts, let’s
briefly examine the Databricks account and workspace hierarchy in the
context of the major public cloud providers, namely AWS, Microsoft Azure,
and GCP.

Databricks on AWS

For simplicity’s sake, let’s assume that your organization has just one AWS
organizational unit and multiple AWS accounts. You can create Databricks
workspaces in multiple AWS accounts that belong to a single Databricks
account. In other words, a Databricks account can span multiple AWS
accounts. Although you can create and use multiple Databricks accounts, it
is recommended to have just one account to reduce complexity in managing
identities, metadata, collaboration, and data distribution. On the other hand,
you need to consider the limits that Databricks has on the maximum
number of workspaces that you can create within a Databricks account.
Figure 3-2 shows the relationship and cardinality between Databricks and
AWS account constructs.

Figure 3-2. Mapping between Databricks and AWS account constructs
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Azure Databricks

Databricks is a first-party service on Azure. This means you can use Azure
Databricks like a native service offered by Microsoft Azure. Figure 3-3
shows the relationship and cardinality between Azure Databricks and Azure
cloud constructs. In an organization, you usually have just one Microsoft
Entra ID tenant. For a given Entra ID tenant, you can have only one Azure
Databricks account. You can, however, create multiple Databricks
workspaces across multiple Azure subscriptions. Unlike on AWS, on Azure,
there are no documented hard limits on the number of Azure Databricks
workspaces you can create per account. We have seen large organizations
with more than 1,000 workspaces.

Figure 3-3. Mapping between Azure Databricks and Azure Account Constructs



NOTE
Unlike on AWS and GCP, there are no specified limits on how many Databricks
workspaces you can have on Azure. Moreover, creating a new workspace on Azure is
relatively much simpler. This has led many Databricks customers to create a large
number of workspaces, sometimes without any design considerations. Most of the time,
the reason for creating a workspace is to isolate workspace-level resources.

Needless to say, it is better to have a design approach for creating workspaces, and the
following are some of the considerations:

Isolation at the business unit level: Clear separation of resources for the
business unit.

Isolation of operational tiers (e.g., development, stage, and production).

Isolation at the platform level based on the requirements: For instance, some
teams might need access to certain features of the Databricks Platform that
could be enabled at the workspace level.

Isolation based on the data category requirements: For example, you might
have to dedicate workspaces for processing or anonymizing sensitive datasets.

Isolation at the project level: Some projects might need dedicated resources to
fulfill compliance requirements.

The idea is to have well-defined criteria for creating new workspaces based on your
organization’s real needs. In addition, you might need to set up monitoring and
processes to enforce the criteria.

Databricks on GCP

Assuming that your organization has one GCP organization, you would
have one Databricks account and multiple Databricks workspaces spread
across GCP folders and projects. Figure 3-4 shows the relationship and
cardinality between Databricks and GCP constructs.



Figure 3-4. Mapping between Databricks and GCP account constructs

Access to Databricks and Beyond
The Databricks Platform is a cloud-based solution. This means that when
you deploy Databricks, you create the necessary resources in the underlying
cloud provider. These include the network, storage, security components,
and more. Once the Databricks Platform is properly deployed and you start
using the platform, it will create new resources in the underlying cloud
provider to fulfil your requests. You can associate additional cloud
resources, for example, object stores, with the platform and let it manage
the assets stored on them. In other words, you will have a bunch of cloud
resources in the scope of the Databricks Platform.

These Databricks-scoped cloud resources, especially the compute and
storage, should be accessed via Databricks, and the access controls are set
on the objects within the Databricks Platform. These objects, most of the
time, are an abstraction on top of the cloud resources. For example, a Spark
cluster within a Databricks workspace constitutes one or more virtual



machines (VMs) in the underlying cloud provider. Although you can access
all of these cloud resources directly if you have the cloud provider’s IAM
permissions granted separately, that is highly discouraged because it would
mean that you are bypassing the strong security and governance capabilities
offered by Databricks. Chapter 5 delves more into permissions modeling
and access control mechanisms.

A typical, or let’s say ideal, setup of Databricks is shown in Figure 3-5.
Users, applications, and services access resources, artifacts, tools, and
assets within Databricks. The platform users do not directly access the
resources and assets in the underlying cloud provider. Access to the cloud
resources is configured within Databricks. Therefore, the complexities of
accessing the native cloud resources are abstracted away from the end user.
Moreover, the access controls are applied to objects within Databricks.
Databricks, in simple terms, is PaaS.

Figure 3-5. Access to cloud resources is configured within Databricks

Databricks Securables
Access control is all about who has access to what, right? Well, it’s a bit
more complex than that, but we’ll stick with that for now. The who is what
we refer to as a principal, which represents an identity that can access a
resource or an asset. We cover identities in “Databricks Identities”. The
what is something that should be protected from needless or unwanted



access. In the context of a data platform, the what includes resources such
as compute clusters, files, data and AI assets, and so on. We term these
securables.

Securables within the Databricks Platform are at the workspace and
metastore levels:

Workspace securables

These are workspace-level objects such as clusters, jobs, notebooks, etc.
These objects are scoped to individual workspaces and are therefore
accessible only from that workspace and tied to its lifecycle.

Unity Catalog securables

These are metastore-level objects such as catalogs, schemas, tables,
views, and so on. These objects are scoped to individual metastores and
can be accessed from any workspace associated with that metastore.

If you’re not an account admin, you have access to neither the account
console nor the account API.

Databricks Identities
In Databricks, identities exist at the account level, and you can allow them
to access the account and workspaces. You can also grant privileges to the
identities on the Databricks securables. Identities are the core component of
IAM within Databricks, just like in any other PaaS or SaaS solution.

Databricks Identity Types
In Databricks, there are three types of identities:

User

A digital representation of a human user uniquely identified using an
email ID.



Service principal

A representation of a technical, nonhuman user used by applications,
services, and automation tools. A service principal is uniquely identified
by its identifier.

Group

A collection of individual users and/or service principals. A group can
have another group as a member, resulting in a nested structure of
identities. A group is uniquely identified by its name on the account
level.

The authentication applies to users and service principals, whereas
authorization applies to all three identity types.

GROUPS IN DATABRICKS

There are three types of groups in Databricks: account groups, system
groups, and workspace-local groups (legacy). The permissions on Unity
Catalog securable can be granted to only account groups. System
groups are created and maintained by Databricks and cannot be deleted.
At the account level, there is one system group called account users,
which includes all the users and service principals within the account.
At the workspace level, there are two system groups: users, which
includes all the users and service principals assigned to that workspace
and an admins group, which includes all the users with the workspace
admin role.

Predefined Admin Roles and Responsibilities
From the platform perspective, there are two main categories of identities
that interact with Databricks. One is the platform user who wants to
implement use cases, and the other is the platform admin, who manages the
platform, facilitates use case development, and enforces organization



policies in terms of security and cost controls. You can allow Databricks
Platform users (or simply users) to access one or more Databricks
workspaces and grant privileges on securables. Three main administrative
roles have privileged access to Databricks and are allowed to perform
certain activities. Figure 3-6 shows the admin hierarchy.

Figure 3-6. Databricks admin hierarchy

Table 3-1 lists the main admin roles and responsibilities/tasks along with
the typical frequency that indicates how often they are performed.



Table 3-1. Databricks predefined admin roles and responsibilities

Scope Role Responsibility/task

Administratio
frequency
(approximate

Databricks
account

Account
admin

Account-level user
provisioning setup

One time

Manage network
security
configurations

Rare

Feature enablement
toggle

Rare

Major issue/incident
resolution (e.g.,
accidental deletion of
users)

Rare

Workspace
admin

Create account groups Frequent



Scope Role Responsibility/task

Administratio
frequency
(approximate

Unity Catalog
metastore

Workspace
admin

Create Unity Catalog
securables (catalog,
external locations, and
storage credentials)

Frequent

Delegate object
ownership to specific
users/groups

Frequent

Metastore
admin

Create and manage
access to all Unity
Catalog securables

OPTIONAL

Delegate metastore-
level privileges such
as “CREATE
CATALOG” to chosen
users/groups

OPTIONAL
(depends on th
data architectur

Databricks
workspace

Workspace
admin

Creating and
managing compute
resources and policies

Frequent

Assign account groups
to workspace

Frequent

Manage workspace
features and settings

Frequent



Account admin

This is the most powerful privileged role in the Databricks Platform. Being
an account admin will allow you access to the Databricks account console
and account APIs. Account admins can grant themselves access to any
workspace and assign themselves administrative privileges on the
workspaces and metastores. They can also assign account admin roles to
other identities. You will need an account admin very rarely once you have
fully set up the platform, provided that you have automated most of the
account-level activities, such as user provisioning.

On AWS and GCP, whoever creates the Databricks account becomes the
first account admin. They can then add other users and assign the account
admin role, usually to a select few.

On Azure, it’s different, as the user journey differs. Here, you do not create
a Databricks account; you start by creating an Azure Databricks workspace.
Once you have at least one workspace, you can access the account console.
Since there are no account admins at this stage, Azure Databricks relies on a
powerful Entra ID role to gain initial access to the account. You need to
have the Entra ID Global Administrator role to access the account console
for the first time. Once you log in to the account console, you become the
first Databricks account admin. Now, you can assign the account admin role
to other identities.

Because one or more workspaces already exist within the account, if any
identities have been onboarded to those workspaces, you will see them in
the account console. This might be confusing because you will be accessing
the account console for the first time and will see identities that have
already been onboarded. The reason is that identities in Databricks are at
the account level—that is, even if you onboard identities on a workspace,
the scope is still the account.

Metastore admin

This is an optional role that comes next to the account admin role in terms
of privileges. A metastore admin has full privileges on the metastore, which



means they have unbounded access to all the data and AI assets cataloged
under that metastore. They cannot assign the metastore admin role to other
identities, but they can individually grant all the privileges on the metastore
to any identity. You do not need a metastore admin if you fully leverage the
privileges of the workspace admin role and set up proper automation.
Chapter 5 dives deep into the topic of who should be the metastore admin in
a detailed discussion of access control mechanisms.

Workspace admin

A workspace admin has administrative privileges within the scope of the
workspace. In addition, they have a few privileges on the account and
metastore levels. This is the most relevant and useful admin role that you
would need regularly.

NOTE
In addition to the Databricks account, metastore, and workspace admins, there are
additional predefined privileged roles used for administrative purposes, namely,
marketplace admins, billing admins, group managers, and service principal managers.
We will mention and explain those wherever they are relevant.

Interfaces to Access the Platform
There are multiple ways to use and manage the Databricks Platform, but
fundamentally, there are two main interfaces: the UI and the REST API.

Databricks UI
Back in 2022, before joining Databricks, Karthik wanted to explore and
understand the data platform that it offered. He signed up for a free trial to
use Databricks on AWS. Databricks provided him with a link to log in,
which pointed to the account console. Since Karthik signed up for
Databricks, he automatically became the account admin and hence got
access to the account console. He then went on to create a workspace by



meticulously following the steps provided in the Databricks documentation.
Once the workspace was up and running, he was able to log in to it, and the
UI of the workspace was very different. The workspace UI looked more
like the data platform he expected. The workspace UI is the one that is
accessed and used by the account users or simply users.

If you are the account admin, you will have access to the account console
for performing admin activities at the account level. If you are an account
user, you probably have access to one or more workspaces. We say
probably because you might be on the list of Databricks users but not have
access to any workspaces at all because either the account admin or the
workspace admin needs to give you access to a workspace before you can
log in and use it. In addition, having access to a workspace does not
automatically grant you access to any securables within the workspace until
someone grants it.

Databricks REST API
Databricks provides APIs designed in REST architectural style to interact
with the platform, and this has paved the way for two things. The first is the
capability to automate the DevOps activities, and the second is the
additional interfaces built on top of it. The following lists the tooling built
on top of the Databricks REST API:

Databricks command-line interface (Databricks CLI) for
interactive deployment, testing, and debugging.

Databricks Terraform provider for deploying and managing the
data platform by automating workspace provisioning, deploying
and managing workspace objects, Unity Catalog securables, and so
on.

Databricks SDK for Python and Java and Go for interactive
development, testing, and debugging.

Databricks Asset Bundles (DABs) to facilitate DevOps, CI/CD,
and software development best practices for your data and AI



projects.

Databricks provides APIs at the account level as well as the workspace
level. Most of the operations that can be done using the UI can also be done
through the APIs. Typically, you can do more with the APIs.

There is no separate UI or API for the Unity Catalog metastore in
Databricks. The creation, deletion, and a couple of configurations of a
metastore are done via the account console. Creating and managing the
securables within the catalog are done through the workspace. Figure 3-7
depicts the interfaces for the account and the workspace. Interaction with
the metastore happens either through the account or the workspace.

Figure 3-7. Databricks account and workspace context

Identity Provisioning
In most organizations, except maybe for very early-stage startups, identities
are created, stored, and managed using a system known as an identity
provider (IdP). The most commonly used IdPs are Microsoft Entra ID
(formerly known as Microsoft Azure AD), Okta, OneLogin, and Ping
Identity. In a given organization, an IdP is the source of truth for all
identities.

This centralized approach for managing identities has several advantages,
such as easier authentication handling, a simplified login mechanism for



multiple systems, and streamlined user onboarding and offboarding.
Moreover, you can enforce additional security measures, such as multifactor
authentication (MFA). Therefore, whenever you introduce a new tool,
service, or platform in your organizational tech stack, you plug in your IdP
to facilitate part of the identity management process, such as user
authentication.

The same applies to Databricks. When you deploy the Databricks Platform,
you plug in your IdP. Although you can create, store, and manage identities
independently within Databricks, you are better off using your IdP as the
source of truth for all your identities. In other words, you create the users
and groups in your IdP and provision them to Databricks. The identities
within Databricks should be a mirrored version of what exists in your IdP.

Syncing Identities from Identity Provider to Databricks
Account
Provisioning identities is not a one-time activity. You need to keep the
identities in your IdP and Databricks in sync. This is necessary to make sure
any changes to the identities in your IdP, such as changes in group
memberships, deactivation of users, and so on, are reflected in Databricks.
There are a couple of ways to set up the sync, one is automatic identity
management, which we will discuss in “Automatic Identity Management
with Microsoft Entra ID”, and the others are based on the SCIM, an open
standard protocol designed to simplify and automate identity management
across multiple systems and applications. The following are the SCIM-
based provisioning options to sync identities from your identity provider to
Databricks:

SCIM provisioning connector

The SCIM connector is an application within your IdP that you can
configure to connect to the Databricks account via the SCIM protocol. It
runs periodically to sync the provisioned identities to Databricks.

SCIM REST API



Databricks provides the SCIM REST API, which can be used for
creating and managing identities within Databricks. To sync identities
from your IdP, you read the identity information using the APIs
provided by your IdP and create or update the information in Databricks
using the Databricks account SCIM API. You can automate the entire
provisioning and syncing using custom scripts written in programming
languages such as Python or using IaC solutions such as HashiCorp
Terraform.

NOTE
Identity provisioning is from the IdP to the Databricks account. Databricks also supports
identity provisioning from the IdP to the Databricks workspace, but this is now legacy.

Why would you choose one over the other? That is indeed an important
aspect to think about, potentially evaluate, and then make a decision about.
From what we have seen, large organizations with well-established identity
management and access request processes tend to go with the SCIM
provisioning connector. This is because they are already experienced with
it, and most of the time, such standard solutions are already integrated with
an internal ticketing system that is used to manage access requests from
users. Moreover, there is already a clear owner who would create and
manage such an application. However, SCIM connectors have some
limitations. For example, you cannot provision service principals and nested
groups using the SCIM connector offered by Microsoft Entra ID.

Tech-savvy organizations tend to use custom scripting, which gives them
flexibility in terms of what they can provision and how frequently they can
sync. Although they need to develop and maintain these scripts, the setup is
relatively simple and does not require frequent upgrades to the logic or the
endpoints.

There are also situations where organizations take a hybrid approach: the
SCIM connector for provisioning users and flat groups and custom scripts

https://oreil.ly/b-iAC


for provisioning service principals and nested groups. The scripts overcome
the limitations of the SCIM connector.

Irrespective of which option you choose, the provisioning and syncing
mechanism can be fully automated. The SCIM connector uses a SCIM URL
and token generated by a user with an account admin role. The scripts
should be run using a service principal with an account admin role.

NOTE
Syncing identities from an IdP to Databricks is unidirectional, as the IdP is always the
source of truth for all identities.

Automatic Identity Management with Microsoft Entra ID
If you use Microsoft Entra ID as your identity provider, you have the option
to use the automatic identity management (AIM), which is a more
convenient option than using SCIM sync. Using AIM, you can directly
onboard the identities present in Entra ID rather than creating a copy of
those identities in Databricks. As of this writing, AIM is available only with
Entra ID and only for Azure Databricks.

When it is enabled for your Azure Databricks account, the workspace
admins can search and add users, service principals, and groups directly
from the Entra ID to the workspace. There is no need to set up any sync
mechanisms. Entra ID will be the source of truth for all the principals, and
hence any changes to those principals are reflected in Databricks. For
example, if a user is removed from Entra ID, that user will be deactivated in
Databricks, and they can no longer log in. One more advantage of this
option is that it does not have the limitations that SCIM connectors have,
i.e., service principals and nested groups are also supported.

Furthermore, AIM makes it much easier to onboard business users to the
Databricks ecosystem. For instance, if a user created an AI/BI dashboard in
a workspace and wants to share it with a business user who has no idea
about Databricks, then they can easily share the view-only version of the



dashboard with the user based on their Entra ID identity. The receiver will
be automatically added to the Databricks account, but not to the workspace,
and they can view the dashboard. This has two advantages. First, you do not
have to add the business user to the Databricks account using the SCIM
sync mechanism, and therefore, it is much faster and more convenient to
share the dashboard with the user. Second, since you are not adding the user
to the workspace, you are inherently following the least privilege principle,
and you have fewer users on the workspace. Sharing workspace-level
objects, such as dashboards, with nonworkspace users helps to scale. You
can share dashboards with thousands of business users without worrying
about reaching the workspace-level identity limits.

Databricks Workspace Assignment
Provisioning users from your IdP to the Databricks account will not grant
access to anything within the account. For a user to access a workspace, the
user needs to be assigned to that workspace. An account admin can assign
identities present in the Databricks account to any workspace in that
account. A workspace admin can assign account-level identities to the
workspace of which they are an admin. Figure 3-8 shows the flow of
identities from IdP to the Databricks account and then to workspaces.
Assigning account-level identities to workspaces is also automated and is
typically done using the REST APIs or Terraform scripts.



Figure 3-8. Identities are provisioned from IdP to the Databricks account and then assigned to
Databricks workspaces as required

At Nexa Boutique, the IdP is Microsoft Entra ID, where all the identities are
created and managed. For any new person joining the organization, a new
identity is created in Entra ID, and if the person leaves, the identity is
purged. There is only one Entra ID tenant where all the identities exist and
it acts as the source of truth, especially regarding users and groups, for all
the systems within the organization.

When Nexa started its data platform journey with Databricks, Unity Catalog
and Databricks account level identity management did not exist. This meant
Nexa had to provision identities from Entra ID to each Databricks
workspace separately. This is what we call workspace-level identity
provisioning. It works the same way as account-level identity provisioning,
the main difference being that you configure the workspace as the target of
provisioning instead of an account. It is also based on SCIM. Workspace-
level SCIM provisioning is now legacy, and an interesting thing to note here
is that this feature was in Public Preview and will never be generally
available—a rare example with Databricks.

Nexa’s data platform, based on Databricks, has significantly grown in usage
over the years, and they now have hundreds of workspaces and tens of
thousands of users and growing. Now, with Unity Catalog and centralized
identity provisioning, identity management within Databricks in general has



become much simpler. Of course, they had to go through the pain of
migrating the workspace-local groups and corresponding access controls to
account level. But they had help from Databricks field engineering teams,
and they leveraged a tool called UCX, which is an open source project
developed as part of Databricks Labs, to help Databricks users upgrade
their legacy Databricks setup to a Unity Catalog based setup. The UCX tool
automates the process of upgrading workspace-local groups to account
groups. We will cover the topic of migrating to Unity Catalog in
Chapter 11.

Nexa chose the hybrid approach for provisioning identities from Entra ID to
the Databricks account. They use the Microsoft Entra ID SCIM connector
for provisioning users and groups, and a custom script written in Python to
provision Entra ID managed service principals. This means the major part
of identity provisioning is done by the SCIM connector. The reason for this
choice was simple: Nexa’s cloud team was already familiar with it and was
willing to own it. The SCIM connector comes with no extra cost—there is
no need to maintain it. Moreover, it comes with logging of events that is
helpful in debugging and audits. Using a script to provision Entra ID
managed service principals was not really a choice but a necessity, as the
SCIM connector does not support the provisioning of Entra ID managed
service principals. The frequency of sync for the Entra ID SCIM Connector
is every 40 minutes, and the script is configured to run every hour.

As mentioned in Chapters 1 and 2, Nexa has a multiple cloud setup, mainly
with AWS in the US and Azure in Europe. Naturally, they have more than
one Databricks account: one Databricks account on AWS and one Azure
Databricks account corresponding to the Azure tenant. Nexa uses two SCIM
connectors for provisioning users and groups: one for Databricks on AWS
and one for Azure Databricks.

Eventually, when AIM became available as a Databricks Public Preview
feature, Nexa started adopting it for its Azure Databricks account. It
prevents the overhead of maintaining the SCIM provisioning connector and
an additional script for provisioning service principals. Nexa plans to
extend the AIM for Databricks on AWS whenever it becomes available.

https://github.com/databrickslabs/ucx


User Access Provisioning and De-provisioning
Nexa uses ServiceNow for IT Service Management (ITSM) and wanted to
manage Databricks account and workspace access provisioning through
ServiceNow. ServiceNow integrates well with Microsoft Entra ID. So, if
and when a user wants to get access to a Databricks workspace, for
instance, they would request it in the ServiceNow portal and the approvers
would be notified. Once approved, the user identity would be added to the
Entra ID group that has access to the corresponding workspace, and the user
would be notified. Upon the next identity provision sync, the user would be
added to Databricks as part of the group. Figure 3-9 shows a simplified
version of the user access provisioning flow.

Figure 3-9. A simplified user access provisioning flow

Whenever a user leaves the organization, the user identity is disabled or
deleted in Entra ID. This will result in the user being deactivated in the
Databricks account upon the next SCIM sync. Whenever an identity is
deactivated in a Databricks account, it is also deactivated in all the
workspaces. Figure 3-10 shows the user de-provisioning flow. A deactivated
identity should be deleted to completely purge it from Databricks. An



identity that is deleted from the account is also deleted from all the
workspaces.

Figure 3-10. User de-provisioning flow

As you may have noticed, you can manage the user provisioning and de-
provisioning flow with ITSM and IdP without directly interacting with
Databricks, except for cleaning up orphaned identities.

Single Sign-On
Irrespective of our technical knowledge level or years of experience in tech,
we are all guilty of one thing, at least most of us, and that is using the same
password across multiple applications or services. We know it’s not secure,
but still, we do it. According to some studies, this is the case for the
majority of the population.

Think of an organization that has multiple applications and services. If all
the users in that organization had to maintain a different set of credentials
for every application and service, what do you think would happen? Just for
the sake of argument, let’s say everyone maintains a different set of
credentials. How much time would they spend entering those every time
they wish to log in to something? How many password reset requests might
be raised? You get the idea.



This problem is addressed by SSO, an authentication method that allows
users to log in to multiple applications and services with a single set of
credentials. This enhances UX while improving security and efficiency in
an organization. Most of the commonly used IdPs support SSO, and you
can set up SSO for Databricks.

There are various standard open protocols used to implement SSO.
Databricks supports two of the most commonly used protocols:

OpenID Connect (OIDC)

OIDC is an open authentication protocol developed by the OpenID
Foundation and published in 2014. It extends the OAuth 2.0
authorization framework to provide a standardized method for user
authentication and identity verification. OAuth 2.0 is designed only for
authorization, and it enables applications to securely access resources
on behalf of users without sharing their credentials.

Security Assertion Markup Language (SAML)

SAML is an open standard protocol for authentication and authorization
developed by OASIS and first released in 2001. It is primarily used to
verify user identity and determine what resources or services the
authenticated user has access to.

We won’t go deeper into this topic as it is beyond the scope of this book.



CLOUD-SPECIFIC SSO OPTIONS

The following are the SSO configuration options for each cloud
provider:

Databricks on AWS

Once you configure SSO on the account console, you will have an
option called Unified Login. By enabling Unified Login, you just
have to manage one SSO configuration for the account and all
workspaces that have Unity Catalog enabled. This means you do not
have to configure SSO for each workspace separately. Alternatively,
you still have the option to enable SSO for each workspace
separately, but this is not recommended.

Azure Databricks

The SSO is backed by Microsoft Entra ID and is available by
default for both the account console and the workspaces.

Databricks on GCP

The SSO based on Google Cloud Identity (or GSuite) is available
by default for both the account console and the workspaces. You can
configure your Google Cloud Identity account (or GSuite account)
to federate with an external IdP such as Microsoft Entra ID, Okta,
and so on to verify user credentials. As of this writing, Databricks is
working to simplify this by allowing any IdP to be configured
directly with Databricks on GCP for SSO. This will reduce
administrative overhead.

Nexa Boutique leverages SSO, which is available by default with Azure
Databricks. For Databricks on AWS, they have enabled Unified Login for
SSO on the account, and all their workspaces on AWS use a single central
SSO configuration. Nexa uses the OIDC protocol as recommended by



Databricks. The Unified Login for SSO benefited the company in the
following ways:

Simplified administration by lowering total cost of ownership
(TCO) with centralized management and all the new workspaces
were born secure.

Easier onboarding of new users to features such as AI/BI
dashboards, Genie spaces, and Databricks apps.

Increased productivity by having a single account-wide SSO
config, which meant less troubleshooting and hence happier users.

Programmatic Authentication Methods
One way to use the Databricks Platform is by logging into a workspace in
your browser to perform the desired activity. The Databricks UI is feature-
rich. You can leverage the notebook interface to develop code and execute
it. You can set up jobs to run periodically and debug the ones that fail. You
can view the data and its metadata directly within the UI. It’s also great for
ML and AI model training, evaluation, and deployment. You can also
visualize your datasets and create dashboards. In essence, the Databricks UI
caters to various personas such as data engineers, data scientists, data
analysts, and ML or AI engineers.

Despite having access to a great UI, you might want to access Databricks
and the data cataloged in it through external applications and services. For
example, you might prefer VScode over a Notebook for coding, you might
want to visualize the data in Power BI or Tableau, or Airflow might be your
favorite tool for orchestrating ETL processes. All these interactions directly
or indirectly use the APIs offered by Databricks, and you need to set up
proper authentication for them to function.

Until now, we’ve primarily focused on user authentication. Let’s take a
quick look at how you can authenticate to Databricks programmatically:

Interactive



For interactive programmatic access to Databricks, in other words, for
attended authentication scenarios, you can use the OAuth user-to-
machine (U2M) authentication mechanism. If a user is connecting to
Databricks and performing some activities, then the U2M authentication
method is suitable. For instance, if you are writing code in your IDE
that you would like to run on Databricks, then you connect to a
Databricks workspace using U2M OAuth authentication from your IDE.
In addition, applications and services can get API access to a Databricks
account and workspace resources on behalf of a user. In simple terms,
OAuth U2M authentication is based on short-lived OAuth tokens for
users.

Noninteractive

There are a few ways to manage authentication for noninteractive
access to Databricks, in other terms, unattended authentication
scenarios:

OAuth token federation

This is the most secure and recommended way for authenticating to
Databricks, as it enables you to securely access Databricks APIs
using tokens from your IdP. We will cover this in detail later in this
chapter.

OAuth machine-to-machine (M2M) authentication mechanism

Using this option, applications and services can get API access to
Databricks account and workspace resources using an OAuth access
token associated with a service principal. In simple terms, OAuth
M2M authentication is based on short-lived OAuth tokens for
service principals. This option is suitable for automated setups and
when applications or services need to independently connect to
Databricks. For instance, if you wish to manage the Databricks
resource deployments through Terraform, you can use a service
principal and corresponding OAuth token to authenticate Databricks



Terraform provider against the Databricks account or workspace.
This option should be used in case, for some reason, you cannot use
OAuth token federation, and make sure you regularly rotate the
service principal client ID and secret.

For authentication using Personal Access Token (PAT)

Databricks PAT tokens can be used to get API access to Databricks
workspace resources on behalf of a user or a service principal. PAT
tokens are less secure because they are usually long-lived and do not
automatically refresh. Therefore, PAT tokens should be used as a last
option when the target application or service does not support any
other authentication methods, such as OAuth.



PATS ARE A SECURITY RISK

From the security perspective, it is highly recommended not to use
PATs, mainly because PATs are long-lived secrets, with a default max
lifetime of two years, and this is the root of several issues:

They end up being created and forgotten.

These are bearer tokens, which means, whoever has them can
use them.

These tokens can fully impersonate the user, that is, someone
with the token has access to everything that the user does.

These tokens are still valid when the user’s role changes,
which can lead to privilege escalation. For example, if you, as
a Databricks workspace user, create a PAT and use it to run an
ETL job, and you eventually become the workspace admin, the
PAT token that you created now has workspace admin
privileges without you intending it to.

Even if for some inevitable reason, you need to use PATs, it is best to
put some restrictions:

Set a lower expiry for newly created PATs, typically less than
90 days.

Revoke all old PATs. Databricks automatically revokes all
PATs that haven’t been used for 90 days or more.

Account admins should monitor and revoke unused PATs from
the account console through the token report.

For more details on this and other related topics, see this video.

https://oreil.ly/_GF6P


Cloud-Specific Authentication: Azure Databricks
In our opinion, Azure has the upper hand when it comes to authentication
and authorization mechanisms, especially in terms of simplicity. Apart from
offering a powerful and well-integrated IAM solution, it also offers
authentication methods that streamline access across its resources, which
simplifies resource-to-resource access management. Let’s look at an
example. Let’s say you are building a simple application that uses a virtual
machine (VM) and a storage account. If you want to access the storage
account from the VM, the best option is to use a managed identity (MI),
which is a security feature used for authentication and authorization in
Azure. MIs are suitable for use within the Azure environment. Moreover, as
the name implies, Azure manages the credentials, and you do not need to
provision or rotate any secrets, which means less maintenance and
increased security.

However, not all Azure resources support MIs, in which case you can use an
Entra ID service principal or Azure service principal (SP), which is also a
security feature used for authentication and authorization. Unlike MIss,
Azure SPs require manual management and rotation of secrets. Therefore,
Azure SPs are considered less secure than MIs and should be used only
when a MI is not an option.

In essence, if you want to access Azure Databricks from any other Azure
resource, you can either use MIs, provided that the resource supports it, or
you can go with an Azure SP. For developing and running code or
experimenting with Azure Databricks interactively, you can also use the
Azure CLI, provided by Azure, to connect to Databricks accounts or
workspaces.

As an authentication mechanism, you generate and use Microsoft Entra ID
tokens for Azure MIs, Azure SPs, and users. Entra ID tokens are a type of
security token that serves as proof of authentication. These tokens are short-
lived and typically expire within an hour, making them best suited for an
automated setup.



Cloud-Specific Authentication: Databricks on GCP
On GCP, there are service accounts, which are very similar to Azure SPs.
You can use GCP credentials authentication to access Databricks accounts
or workspaces. The authentication is based on OAuth tokens corresponding
to service accounts that act as Databricks users. Another option is Google
Cloud ID Authentication, which uses the Google CLI to authenticate. Like
the previous option, it also uses OAuth tokens corresponding to service
accounts that act as Databricks users.

OAuth Token Federation
Using long-lived personal access tokens or OAuth client secrets to access
Databricks APIs can be insecure and result in maintenance overhead.
Imagine having to manage hundreds and thousands of secrets across the
organization, or the security debt, which is the same as technical debt but in
the context of security, that would result from allowing individual teams to
create and use PAT tokens or OAuth client secrets. Figure 3-11 shows an
application accessing the Databricks APIs using a PAT token or OAuth
secret associated with a service principal. Note that you assign privileges to
the service principal, and the application using the service principal’s PAT
token or OAuth secret can utilize those privileges. The tokens or secrets
shared with the application typically have a long lifetime, and in case it’s
leaked might result in security incidents.

Figure 3-11. An external application accessing Databricks APIs using PAT or OAuth secret of an SP



An alternative approach is to use the OAuth token federation that allows
you to use tokens from your IdP and exchange them to get short-lived
Databricks OAuth tokens to access its APIs. Since the OAuth tokens are
short-lived and there are no Databricks-managed secrets involved, this
approach is inherently more secure. Consider a scenario where you want to
automate running the workloads externally using a DevOps solution such as
GitHub Actions or Azure DevOps. Rather than storing the PAT tokens or
OAuth secrets, you could use workload identity federation. A Databricks
account admin can configure workload identity federation using a service
principal federation policy.

A service principal federation policy is associated with an SP in Databricks
and specifies the IdP, termed the issuer, from which the SP can authenticate,
and the workload identity, specified using a subject and audiences, that is
permitted to authenticate as the SP. An example service principal federation
policy for GitHub Actions looks as follows:

{
"iss": "https://token.actions.githubusercontent.com",
"aud": "https://github.com/my-github-org",
"sub": "repo:my-github-org/my-repo:environment:prod"
}

Figure 3-12 illustrates the workload identity federation mechanism, which
functions as follows:

1. Set up the service principal federation policy that corresponds to a
Databricks SP.

2. The client (external application/tool) issues a request to the IdP to
get the federated token.

3. The client issues a request to the workload runtime through the
Databricks token endpoint using the federated token, requesting an
OAuth access token.

4. The workload runtime validates the request and issues an OAuth
access token.



5. The client accesses the Databricks APIs using the OAuth access
token.

You can also set up an account-wide token federation using an account
federation policy. This policy will allow all users and SPs in your
Databricks account to access Databricks APIs using tokens from your IdP,
allowing you to centralize the management of token issuance policies in
your IdP.

Figure 3-12. Workload identity federation mechanism

Identity Best Practices
Nexa Boutique takes a highly disciplined approach to managing its tech
stack. It understands the importance of keeping technical debt at bay, so it
always tries to follow best practices. Nexa has a great relationship with
Databricks, and it regularly syncs with the Databricks field engineering
teams to stay up to date on the latest developments, best practices, and
product vision.

Nexa observes the following best practices, which it developed in
collaboration with Databricks. These work best for Nexa, and most of these
would apply to other organizations as well:

Nexa has enabled MFA and conditional access policies in
Microsoft Entra ID to secure their Databricks Platform setup.



Nexa creates and maintains all its identities in Entra ID, including
Databricks-specific groups, which are then provisioned to the
Databricks account. Any changes to the group membership are
made in Entra ID. In general, no changes to the group membership
are allowed within Databricks. The groups that originate in IdP are
termed external groups and are, by default, immutable in the
Databricks account console and workspace admin settings page.

Nexa avoids creating nested groups to prevent complicated
permissions modeling.

The access controls, as in access to workspaces and privileges on
Unity Catalog securables, are applied to groups rather than
individuals. This prevents the need for changes to the access
controls when the status of individuals changes—for example, if an
individual leaves the organization or moves on to a different
project. This reduces the maintenance and keeps the privileges
clean.

Nexa disabled PAT tokens on all workspaces by default. If anyone
needs to use PAT tokens, they must get an exception from the
security team by providing a convincing reason. All such
exceptions are documented and regularly reviewed.

Nexa avoids using any legacy features. They have decommissioned
all their workspace-level SCIM provisioning and only provision
identities at the account level.

Nexa has enabled Unified Login for Databricks on AWS, so it
needs to maintain SSO configuration only at the account level.

Nexa does not have a permanent account admin. Instead, it
elevates pre-approved users to account admin roles on a temporary
basis to perform any activity, such as enabling a feature or
handling escalations. For this purpose, it employs the Microsoft
Entra Privileged Identity Management (PIM) feature.



Nexa monitors the Databricks audit log events related to identity
and access in the system tables to detect anomalies and raise alerts.

Summary
Controlling and managing who can access what is a crucial part of any
system within an organization. It starts with identities that you define in
your IdP. Identities in Databricks exist at the account level. You can
leverage your IdP for SSO and for managing identities, which you can
provision to Databricks either through AIM or using the SCIM protocol and
regularly sync. Once the identities are provisioned to the Databricks
account, you can assign them to workspaces.

Various admin roles within Databricks help you manage identities and
control access to accounts and workspaces. You can primarily use the
Databricks UI or the APIs to access the accounts and workspaces.
Databricks supports multiple authentication methods apart from SSO, such
as OAuth token federation, OAuth tokens for users and service principals,
and PAT tokens, which are all relevant for programmatic access to the
platform.

This chapter focused primarily on the identity management part of IAM. In
Chapter 5, we will dwell on access management and specifically focus on
access control mechanisms on workspace and Unity Catalog securables. We
will also cover broader governance topics, such as FGACs and attribute-
based access controls, in Chapter 5.
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